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Self Introduction oo

ldentity: Xinguang, Xiao (real name); Haike, Jiang (online name);
Seak (English name);

Profession: antivirus researcher, not algorithm researcher;
Major: Automation Control, not Computer Science;
English skill: poor, but like using acronyms such as AV.

Wish: do not embarrass an antivirus researcher.
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Terms in This Report ANy

® Encryption/cipher text: Encryption is the process of
transforming plain text to cipher text.

® Computation speed: As for the computation speed of hash
and other encryption algorithms, there is no consensus of
whether we should use the length of plain text/computation
time, or the computation number in unit time.

® Zhang’s Theorem/ Zhang’s Hypothesis: Zhang is the CTO of
Antiy. Whenever any hypothesis occurs to me, | name it as
“Zhang’s Theorem”. In order to differentiate the ideas of us
two, the idea Zhang comes up with is “Zhang’s Hypothesis”.



Outline

® Background

@® Cipher text attack methods and current solutions
® Find suitable security products

® Extra topics
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ANTIY

When Moore Law becomes a disaster.

BACKGROUND
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Computation Speed anTIY

Host Environment:
Core 2 (T7250) 2.0 G, 2M cache, 4GB RAM, 64-byte
Windows server 2008

VM Environment:
Vmware Server, Ubuntu 10.04, 512MB RAM

Compute MD5 of the 16 bytes in the virtual machine, the
computation number in 2.99 seconds is 1,759,393.
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Computation Resources ANTIY

Low-cost cloud computation Super Computer: GPU

amazon

webservices™

1 Iy

GEFORCE 6600 6T
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= Puppet Zomble VIPT.3 10,2.2.0
File®) Settings(s) Help g

°/ fe"

Auto-online Service program configuration System settings Minimize Exit

Auto-online hos

+ Choose all the online puppet zombies Choose all the WIN2000 puppet zombies Choose all the WINXP puppet Zombies

Choose all the WIN2003 puppet Zombies Conceal the list

Cancel

Select Invert Remove curse Remote reboot Remote shutdown Refresh Delete dead connection

8/2/2012 Security Every Day Page 8



Plain Text Resources ANTIY
Vendors/Websites

Sony 101,600,000
Sega Corporation 1,300,000
City Bank 200,000

CSDN 6,000,000
8,000,000

LELRE! 30,000,000
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[ Encrypt the passwords by MD5 Lots of common websites
md5(md5(Spass! Encrypt the MD5 value by MD5 Lots of common websites

Connect the password with the salt to form a new password, and open source CMS operating system such as
then encrypt the new password by MD5 Joomla

Connect the password with the salt to form a new password, and open  source electrical business system
then encrypt the new password by MD5 osCommerce

md5(md5($pass).$salt) Connect the MD5 value with the salt, and then encrypt the newly Forum systems such as Vbulletin, IceBB, and
generated password by MD5 Discuz

md5(md5($salt).Spass) Connect the MD5 value of the salt with the password, and then
encrypt the newly generated password by MD5

Connect the salt with the password, and then encrypt the newly Online P2P systems such as TBDev
generated password by MD5

Connect the salt with the MD5 value of the password, and then
encrypt the newly generated password by MD5

Connect the MD5 value of the password and the MDS5 value of the
salt, and then encrypt the newly generated password by MD5

md5(md5($salt).md5(Spass)) Connect the MD5 value of the salt and the MD5 value of the Forum systems sucha s ipb and mybb

password, and then encrypt the newly generated password by
MD5

m Encrypt the password by MD5, and then save the value with Unix Forum systems such as phpBB3; blog system s
shadow format such as WordPress

Encrypt the Unicode of the password by MD5 Unix/Linux systems
T Encrypt the password by SHA-1 Lots of common websites
shal($salt.Spass) Connect the salt with the password, and then encrypt the newly

generated password by SHA-1

shal(lower(Susername).$pass) Connect the lower-case user name with the password, and then Forum systems such as SMF
encrypt the newly generated password by SHA-1

SR TSR E T G BT B EES ) B Connect the upper-case user name with “:”, and the upper-case Online game server systems such as ManGOS
password, and then encrypt the newly generated password by
SHA-1
Connect the user name with “:” and the password, and then

encrypt the newly generated password by SHA-1
Er N Encrypt the password by SHA-256
Encrypt the password by SHA-512
lmysgd | Encrypt the password of MySQL accounts MySQL database (Version 4.0 and earlier versions)
_ Encrypt the password of MySQL accounts MySQL database (Version 5.0 and later versions)
_ Encrypt the password of SQL Server accounts Microsoft SQL Server

MEncrypt the password by DES, and save the value with Unix Unix/Linux systems
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http://en.wikipedia.org/wiki/File:Rainbow_table1.svg
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Current cipher text attack methods; some wrong methods;
our open-source samples

CIPHER TEXT ATTACK METHODS AND
CURRENT SOLUTIONS



ANTIY
Count
Number Percent |Number Percent |Number |Percent |Number [Percent
User 111775213| 100.00%) 18333811| 16.40%| 6428632] 5. 75%| 31760979 28. 42%
Passwords (after Elimination) 33060578| 29.58%| 5211738 28.43%| 4037919] 62.81%|13741971| 43.27%
Passwords (pure number) 63214212| 56.55%] 9516238] 51.91%| 2893401| 4¢5.01%|19706359] 62. 05%
Passwords (with letters) 12141004 10.86%| 1877018 10.24%| 79365| 1.23%| 3168090]  9.97%
Passwords (lowercase) 11655558 10.43%| 1835567| 10.01%| 748554 11.64%| 3063972] 9.65%
Passwords (uppercase) 583986  0.52% 24077|  0.13%| 30396] 0.47%| 55492] 0.17%
Passwords (user name) 4195863| 3. 75%| 740388| 4.04%| 292662] 4.55%| 323500] 1.02%
Passwords{part of user name) 3678526]  3.29%| 1255568| 6.85%| 188873| 2.94%| 574123 1.81%
Passwords( part of user mame + characters] 1642673  1.47%| 119229  0.65%| 129390  2.01%| 1010928]  3.18%
Top 100 passwords 24282282| 21.72%| 3909054 21.32%| 1704944| 26.52%| 7106500| 22.37%
Weak passwords 1996150  1.79%| S74459] 3.13%| 104128| 1.62%| 963493 3.03%
Passwords (with special characters) 3923457| 3.51% 75107  0.41%| 237675] 3.70%| 1448057| 4.56%,




o e S ey

High Frequency Match (Continued)

Count

Number Passwords |Number Passwords Number Passwords |Number
7516122|123456 1231988|123456789 470024|123456 2456830
1123456789 | 1980576[111111 305060[{12345678 425498]111111 615054
11111 1631232(123456789 291076|11111111 152692000000 379674
23123 807392[123123 204428|dearbook 92106(12345678Y9 367162
63. com 775834000000 159910{00000000 69904(123123 218826
6112345678 746450|5201314 115962{123123123 39972123321 124066
645578|al 23456 110982|1234567390 3558015201314 117100
1000000 641088|a321654 89102(88388888 30066(12345678 113562
)|5201314 557722]123321 53602(111111111 13990|666666 104840
516282 |aaaaaa 43008|147258369 119301111222ti7 97720
326256|7758521 42254|987654321 11106(888888 96958
291804|1314520 42108|aaaaaaaa 10918(1234567 86384
1111222tian] 265240[123456a 37366{1111111111 10290|654321 31724
2648121123 34168|66666666 10050121212 70782
244262|woaini 32690|a123456789 8870|789456 59442
2292921123123123 31916(11223344 8192]111222 58684
224386|12345678 30530|1qazZwsx 7334|woaini 57888
210072|12345678¢ 29194(xiazhili 7298(112233 55400
201940{1234567 27616|789456123 7220{1314520 53262
193206 |wangyut2 24722 |password 7002|7758521 51322
1234567890 192456{112233 2430487654321 65620 50748
174456{11111111 23570|qqqqqaaqa 655438888888 484384
161956({5211314 22442|000000000 635011111111 47726
148884|qql 23456 22312|qwertyuiop 6286|123456789 47188
291123123123 146106({666666 22196|qql 23456 6188131313 45522
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Normal Speed
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http://www.insidepro.com/eng/egb.shtml
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® Use standard hash algorithms
® Use several hash values
® Use non-unidirectional algorithms

® Add salt
® Design algorithms
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Antiy Password Mixer AnTIY
Introduction Resources
e Algorithm * Open source
— RSA, SHA256 — http://code.google.com/p/pa
ssword-mixer/
e User/Salt
— Accounts

— The salt table

— UID and registration time

* Provide restoration mode

8/2/2012
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ANTIY

Not every security product is useful. We should recognize the fake ones.

FIND SUITABLE SECURITY PRODUCTS
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Design Slow Hash ANTIY

Questions

Fake slow hash

— Another algorithm
User’s experience

DDoS attacks

Perspective

It’s difficult to design a slow
hash algorithm. Such a
algorithm is of low payload
for X86 CPUs. Moreover, it is
difficult to bypass certain
software and hardware.
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— Biometric Recognition ANTIY
Question Perspective
* Itis not what we are talking * The identity recognition
about here. technology based on the Internet

is widely used; it is disastrous
since users’ information might be
stolen.

* |t’s not renewable.

 Some websites advocate the
identity recognition technologies.
They might be driven by
economic interests.

quite
tired, try

8/2/2012 Security Every Day



~
Zhang’s Hypothesis axmy

® Any Web/DB targeted logon strategies must be based on the
following conditions.

— open source algorithms
— Rapid hash algorithm

— The rainbow table is only limited by storage.
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" Avoid Using Frequently Used Passwords

Don’t use Frequently Used
Passwords Dynamic Balance

* Check the passwords that areused  « Microsoft Hotmail

for several accounts;
— Frequency balance
* High frequency password and

leaked passwords — Shortcomings

% Antiy Password Security Online Verification Tool = X

Password :
MD5: BSI1C3D1SASEBE91ESASEAB19EE4CE48CS
I'm sorry to tell you that your password has been exposed,

please change a new.

/| Show the password Online inquiry
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cryption Hardware Used for WEB/DB .

Scenarios
Idea Design
[;”_*“—’“ \\\\\
\ \ V4

gk —
VAl TR
* SUppOrt Vivl scenarios

LIRS
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P tion and Ma i
Operation and Maintenance ANDHY

The following problem must

be settled Try the following one
* Counter password and the * Protect records via records
online passwords should be

— Create lots of bot users;

different.

— Misled by algorithms

— Fake table
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The pseudo propositions ...

EXTRA TOPICS

8/2/2012 Security Every Day
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Some Pseudo Propositions et

® Unidirectional security?
— Cracking situation (MD?5 security is not relevant with this event)
— intensity

® Dual factor security?

— Financial institutes should bear the responsibilities.
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® Password related article:

— http://blog.csdn.net/antiy seak

® Antiy Password Mixer

— http://code.google.com/p/password-mixer/

® Speed of GPU acceleration related algorithms

— http://www.insidepro.com/eng/egb.shtml
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Thank You

www.antiy.com

seak@antiy.com

http://Weibo.com/seak
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