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Format overflow vulnerabilities are often exploited by APT attacks. In this type of 

vulnerabilities, CVE2012-0158 is the most commonly used one in the past year. 

Generally, the carrier of such vulnerability is a Rich Text Format (RTF) file, the internal 

data of which is saved as a hexadecimal string. In January 2013, a sample attacking by 

email attachment is captured. Now information about the sample can be searched on 

VirusTotal. An introduction on the attacking device of it will be made in the following 

paragraphs.    

Previously, most samples exploiting CVEE2012-0518 are Rich Text Format (RTF) as 

below.  

 

Figure 1 The Sample Data Screenshot of the RTF Overflow 

However, the sample here is MIME format as shown in Figure 2.  

 

Figure 2 The Sample of MIME Format Overflow 

The embedded ocxstg001.mso file is a doc. one which is encoded by Base64 in MIME. 

The CLSID “BDD1F04B-858B-11D1-B16A-00C0F0283628” is just the CLSID of the 

CVE2012-0158 vulnerability’s module. 

 

Figure 3 The CLSID in MIME 
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Figure 4 The Content of ocxstg001.mso 

A doc. file is obtained after Base64 decoding on the content of ocxstg001.mso.  

 

Figure 5 The Decoded doc. File 

The contents structure can be found in it.  
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Figure 6 Contents 

It can be found that the data size of cobj is x8282, followed by a shellcode including 

assembly codes like 90909090.   

 

Figure 7 shellcode 

The two vulnerability exploits (RTF vs. MIME) differ from each other in the fact that the 

CLSID of a RTF file exists in a doc. file while the CLSID of MIME file exists still in MIME 

text. There will be no CLSID in the decoded doc. file. This kind of change helps the 

exploit escape from the detection of most anti-virus softwares. It even invalidates the 

anti-virus softwares which have grasped the vulnerability-exploiting principles.  

While RTF form vulnerabilities can be detected by half anti-virus softwares.  

https://www.virustotal.com/en/file/334fe74b0167a50a35575ccb6058d03a98b11e158

https://www.virustotal.com/en/file/334fe74b0167a50a35575ccb6058d03a98b11e158d05a41271aab6c9161047db/analysis/
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d05a41271aab6c9161047db/analysis/ 

 

Figure 8 The Detection of RTF Overflow 

The sample of MIME format on VirusTotal can only be detected by several anti-virus 

vendors. Now ten vendors are able to detect it.  
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Figure 9 The Detection of the Sample on VirusTotal 
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                                                     About Antiy Labs 

                                                   Antiy Labs is an antivirus vendor 

which makes advanced research and 

technology contributions to the field. 

Currently, there are tens of thousands 

of firewalls, UTM and security devices 

deployed with our antivirus engine. 

More information is available at 

www.antiy.net. 
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