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Analysis Notes on CrowdStrike's Library Loading and Rapid Upgrade

Mechanism

Anity Attack & Defend Laboratory
Time of first release:3 August 2024

The original report is in Chinese, and this version is an Al-translated edition.

In response to a large Window host blue screen event caused by CrowdStrike, Antiy Cloud Security Center,
Antiy CERT and Antiy Attack and Defense Laboratory released a long analysis report on July 21, "Technical Analysis
of CrowdStrike Resulting in Large-scale System Crash: A Meditation on" Falcon Feather "(hereinafter referred to as"
Falcon Feather "report). At the same time, it has also promoted the analysis and verification of multiple points, some

of which are disclosed in this report.

As for the way to quickly upgrade and delete the problem "channel file," there is a phenomenon that the
problematic C- * 291 * sys file and the latest C- * 291 * 001. sys are allowed to coexist without networking. The
problem files are also automatically cleared after the restart. In term of that mechanism, we have put forward two
guesses, the first is that when a category in the upgrade system reappears a file with version number 01 (possibly
with a timestamp judgment), the category is considered to be reinitialized. Automatically delete old version number

files. Second, the handling definition for deleting the corresponding problem file is put in the new file No. 01.

In the first category, there are two guesses: No file with version number 01 can coexist with other versions of
files in other categories, and the classification rule is the rule that C- * 291 * should be the main protection type for
different scenarios. Document processing should not be carried out directly. The second case is not excluded. the
format supports a retention mechanism for self-emergency handling. We're leaning towards the first. However, our
analysis may not be made public in the future. based on the traditional principle in the industry, we can disclose the

contents of reverse analysis for the products of other banks, and shall not go beyond the boundary of accident analysis.

- - Antiy Attack and Defense Laboratory
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1 Crowdstrike C- * .sys Series Channel File (Rule Upgrade File) Loading

Mechanism

1.1 Review of channel file formats

We have analyzed the format of C- *. Sys files in the Falcon Falling Report. It is pointed out that the file that
conforms to the relevant file name is actually a CrowdStrike custom format file instead of a Windows PE format file
although it is the suffix. "Sys" of the Windows driver file. In that file head structure of this type of file, as shown in
the format analysis result in our previous report, the file head content is strongly related to the file name, the program
will check the file name according to the file header information, and the file also contains hash check information,

For the second check, the method of hash calculation is to call Windows own library function calculation.

T o =

2 i 8-9 -2 b ¢ d ¢ §

00000000n: AR AR AR AR 01 05[23 01 00 00|05 00 ff 00 00 09, ; st @i e
00000010R: |1D 00 00 00|20 AC 00 00 04 A0 00 00 0€ 00 00 04 ; ..ve 2020000
00000020h: F8 SF 00 00 04 00 00 00 40 00 00 00 07 00 00 00 ; ¥&...... Bieaoae
00000030h: CO SF 00 00 00 OO0 OO 0O 00 00 00 00 00 00 00 0O U
00000040h: 00 00 00 00 00 00 00 00 00 GO 00 00 00 00 00 00 ; ....... ———
00000050nh: 00 00 OO0 00 00 00 00 00 00 00 00 00 OO0 00 00 00 ? .vvevecnnsccnnses
00000060h: 00 00 00 OO0 O1 00 00 00 00 00 00 00 00 00 00 00 ; .isvececssscvesne
00000070h: O0C OO0 00 OO 00 OO 00 0D 00 00 OO0 00 40 00 00 00 ; ...ccvensoes e..
00000080h: 15 00 OO0 OO0 1D 00 00 00 80 SF 00 00 02 00 00 00 ; sevevens €2cevos
00000090h: 02 00 00 00 CO 0OC 00 00 08 01 00 00 CO 01 00 00 ; ....e?ueesss - T
000000a0h: F8 04 00 00 98 06 00 00 48 07 00 00 D8 07 00 00 ; 2..2..H...2..

Figure 1 C - * .sys Series File Header Format Review 1

1.2 The channel file verifies how it is loaded

The C- * .sys files are loaded by the CSFalconService.exe process of the CrowdStrike Main Service
"CrowdStrike Falcon Sensor Service,” which uses Microsoft's antivirus product protection service open to antivirus
vendors. Start with SERVICE LAUNCH PROTECTED ANTIMALWARE LIGHT protection type to realize
service protection, and call a series of kernel functions for directory traversal and file reading after service startup to
verify the validity of relevant C-00000xxx-00000000-00000xxx files. Policies are then passed to the driver and

engine through IPC (inter-process communication) to execute policies.
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Use the ZwQueryDirectoryFile function to traverse C:\ Windows\ System32\ drivers\ CrowdStrike directory C-
00000xxx-00000000-00000000xxx. Sys file is shown in Figure 2 and Figure 3. 48R RIR B 5 AR, 4HRIRIRE
gl mﬁ o

v Qward ptr Brsp-48@,ran -~

ssifirspsac, ebn
Tea rax,gword ptr :.::(rnpf

mov dword ptr ss:firapesaf,ecx
mov rcx,qword prr ss:@rsprsof

1T |
“ ?{«mw,’ow«torwnn»)
lea r;:.\ 6&6?’0 6tr

'.’1
MmOV ebhx,ecax '
call q-vord pEr ds: :annuounuunwm)

CapeT0lc LT ndows EYATemI2\\Orivers\\Crowdsctrike

mov r8,ris ran:s TY\\C: windows SYyste=3l\\Orivers Crowdatrike

®mOv rOx,gword ptr s rea+30
caly Mfd Dtr n .[ n!rc mJ
nNop dw "B

Test CD\ QDI
3= knncim: 7EFcosrsB408

MmOV I ax,gwor =tfrop-ad
1 Rrop+44
i@rop+Ia

lea rdx,aword
mov rdi,gword

206

Figure 2 Traversal of the C-00000xxx-00000000-00000xxx file using the ZwQueryDirectoryFile function (1) 2

TE@NE Qword ptr di: | <BNTIUer ySysCemt Iimes ] 7
mov rax,gword ptr r b

Tea ris,.gword ptr c
mov dword ptr ll'b 34
mov rs1,gqword atr zs:@rbp-5:§

mov qword ptr ssifrop-21,rax

lea rox, qword ptr ,,.:‘rbo 519

| @AY caFalconservice. TFFEES832590

XOr eds,edx

lea rcx,qword ptr ss:ifrd s |

EaI3 aword prr o -[c-nxmtom:odos:rimp'l
cmp Te pTr ds:frsis

|Je 8 ucmwwco.?’rc 7660:7

mov DyTe pTr ds:lrs1.2% o

Jmp csralconservice. r9re TEE100

MoV rca,gword ptr sa:frbp sy

lea rdx,qword ptr ds:irzi+83 rdx: L "C 0000021 8-00000000~000000%8 . Sy
Imov rcx,gword ptr ds:{rc rcxiL"ear
| caly aword prtr ou:f M&sltrﬂmj ]

test cax,ecax

|je csfalconservice, 7FF“57“‘¢2

Imov eax ., dword ptr ds:frsi-s

shr ea-.

Test al,.

MmOV rdx,gqword ptr
| Tea -c-,q-fo:d otr
add rdx, 4 rax:s T ~nonoo 18~ 00000000 0000006 . SYE
| quord ptr ds .(mtlxn'ntmtcomtrinp)

Imovzx ebx.word ptr ssi:froe-i

| Moy eax,l

| test rb-.'on

cmove ebx,eax

EaMY aword ptr di: (<AGetProcessHeaps)

|mov r#d,ebx

| XOr edx,edx

ine csTalconserv) ce. ”““,‘iw'
>

MOV rex,rax rex >4

CEAN aword ptr '(«tlanocatmmj

mov qword ptr ssifrbp-s9f,ra

Tea rix,gword pTr s lrn.: [ l N
|rmer vay ray

ekernel 32 . FIinaNexTr 1l ews

Figure 3 Traversal of the C-00000xxx-00000000-00000xxx file using the ZwQueryDirectoryFile function (2) 3

Use ZwCreateFile and ZwReadFile to open and read the file content, and parse the file header to verify the file
name, as shown in Figure 4 and Figure 5. Figure 4 Use ZwCreateFile and ZwReadFile to open and read the file

content, parse the file header to verify the file name (1) 4 5iRIARFR 25| HIE.
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- o . — i
| [2E% | [REe ® s W RERES () AEMEE spsEREE o iE @) 58
--—-eo || OODOTFFE6E57672E8 v 75 31 jne csfalconservice.7FFE65767318
e || DODO7FFE657672EA OF57CO0 xXOorps xmmo ,xmmO
® || OOOD7FFG6657 67 2ED C74424 70 30000000 mov dword ptr ss:Brsp+70@,30
e || OODO7FFE657672F5 F3:0F7F8424 900000( movdqu xmmword ptr ss:Ersp+9203,xmmo
® || DODO7FFE6657672FE 48:897424 78 mov qword ptr ss:firsp+788,rsi
e || DODO7FFE65767303 48:8D5C24 70 lea rbx,qword ptr _ss:firsp+708
® || CODDTFF665767 308 C78424 88000000 40(mov dword ptr ss:lrsp+sgi.4o
® || OODD7FFE65767313 48:898C24 80000000 | mov gword ptr ss:frsp+80J,rcx
--=>® || DODO7FFE65767318 8B8424 EO000DOOO mov eax,dword ptr ss:@rsp+Eol
e || DOOO7FFE6E5767322 4C:8D4C24 60 lea ro,qword ptr ss:Brsp+6ol
e || DODO7FFE65767327 897424 50 mov dword ptr ss:Brsp+sof,esi
® || DOOO7FFE65767328 48:8D8C24 C8000000|Jea rcx,qgword ptr ss:@rsp+Cs
e || CODO7FFE65767333 48: 897424 48 mov qword ptr ss:lrsp—msi,rs
® | DODOFFFE65767338 4C:8BC3 mov rs8,rbx
e || DOOD7FFE65767338B 894424 S0 mov dword ptr ss:Ersp+40l,eax
® || OODO7FFE66576733F 888424 DS8SOODOOO mov eax,dword ptr ss:|rsp+osj
® || CODD7FFE65767346 894424 38 mov dword ptr ss:lrsmsag,eax
® || ODDD7FFGE6576734A 8B8424 DOOOODOO mov eax,dword ptr ss:|rsp+00oj
e || DODOTFFE65767351 894424 30 mov dword ptr ss:f@rsp+30],eax
e || 00ODD7FFE65767355 C74424 28 80000000 dword ptr ss:grsp+2sj,so
e || CODO7FF66576735D 48:897424 20 rd ptr rsp+2 S
—>e <&ZwCreaterFile>]
@ || CODO7FF6657673658 edi,eax
® || DOOD7FFE6576736A 8s5CoO test eax,eax
~---@ || OODD7FF66576736C v 79 58 ins csfalconservice.7FF6657673C6
® | DOOG7FEE65 767 36E 48: 880D S5BC81200 mov rcx,qword ptr ds: [7FF6658938D0]
e || DOOD7FFE65767375 48:8D05 54C81200 Jea rax,qword ptr ds: [7FFF665893BD0O]
e || DODO7FFEE576737C 48:3BCS8 cmp rcx,rax
----@ || DODO7FFE6576737F ~ 74 36 je csfalconservice.7FF665767387
e|| nmnnscccccTe-2>04 CTAT T OAOnonnnn o A Nt AeceTFr-v.1r3 onn

67362 csfalconservice.exe:$D7362 #D6762

TF 2

e s 3

0o
14 BQ

00 00 00 00 00
00 00 00 00 00
00 00 00 o0 00
o0 00 00 o0 oo

oo
aln
00
00
00
oo

WY MTFE 4

s s 5

o0 00 00
00 00 00
00 00 00
o0 00 oo

e A

oo

00
00
oo

Figure 4 Use ZwCreateFile and ZwReadFile to open and read the file content, parse the file header to verify the
file name (1) 4
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g; ﬁ ralx

4C: 8BDC mov rili,rsp
49:8958 08 mov gword ptr ds:[r11+83,rbx
57 push rdi
48: 83EC 60 sub rsp, 60
49:C743 D8 0000000({mov gword ptr ds:[r11-2583,0
49:8D43 ES Tea rax,qword ptr ds:[rii-1s8]j]
49:C743 DO 00000DOO( MoV qword ptr ds:[ri11-303,0
49: 88F9 mov rdi,ro
45:8943 Cs8 mov dword ptr ds:[rii-38],rs8d
45:33CO xor rs8d,rs8sd
49: 8953 CO mov qword ptr ds:[rii1-40],rdx
33D2 xor edx,edx
41:C701 00000000 mov dword ptr ds:[r9l,0
45:33C9 xor rod,rod

943 mov qgword rii1-4s8j,rax

.

[<ezwReadFilex>J s

88D8 —= | mov ebx,eax

85CO0 test sax,eax

v 79 S{E ins csfalconservice.7FF665766B58
48: 8805 BFDO1200 mov rax,qgword ptr ds:E7FFssssssaoo
48: 800D BS8DO1200 Jea rcx,gword ptr ds: [FFF6658938D0
48:3BC1 cmp rax,rcx

v 74 2E je csfaiconservice.7FF665766848
F640 1C 40 test byte ptr ds:[rax+iC],40

~ 74 28 je csfalconservice.7FF665766B48B
8078 19 02 cmp byte ptr ds:[rax+19]),2

v 72 22 jb csfalconservice.7FFG6657668B4B
ncacce Ifanca -

1C 00 00 O0|2E 0O 00 00|00 00 00 O00[|4C 00 00 00| v uueews JES
C€C 13 00 O0|0A OO0 OE DO|(00O 00 01 OO|D2 00 0O FF|X...... Swie e N
61 00 7A 00|04 00 09 0B|(0C 09 41 42|43 44 45 46| A.Z . euu.un. ABCDEF
47 48 49 G6A|4B 3C 4D 4E|4F 50 71 52|53 54 55 76| GHIJKLMNOPQRSTUYV
77 78 59 00|00 31 92 04|01 32 45 04|00 53 04 02 |wxY..1...2E..S..
00 43 B4 01|00 59 CE 03|00 45 93 04({05 00 A6 03| .C ..YX..E......
00 53 04 02{00 43 B4 01|00 4F 97 04|05 00 A6 03| .S...C ..0uceua,.
00 33 CD 01|01 39 7C 01|01 46 9D 04|01 2D 9E 04| .3%1..9|..F...=-..
01 31 OSF 04|01 31 A0 04|01 35 A1 04|01 2D A2 O4|.1...1 ..5j..-¢€.
01 46 A3 04|01 31 A4 04|01 49 A5 04|01 30 A6 04| .F£..15..D¥..0,.,
01 320 A7 04|01 20 A8 04|01 45 A9 04|01 39 AA 04| .0§..0 ..E®,, 98,
01 2D AB 04|01 36 AC 04|01 34 AD 04|01 30 AE 04| .-&..6—-..4...0°.
01 46 AF 04|01 42 BO 04|01 39 B1 04|01 34 B2 04| .F ..B*..9x..4%.
01 41 B3 04|01 21 B4 04|01 30 B5 04|01 30 B6 04| .A"..1 ..0u..0Y.
01 20 B7 04|01 47 BS 04|00 53 04 02|00 43 B4 01| .0-..G_..S...C .
00 45 B9 04|05 00 A6 03|00 53 04 02|00 43 BC 04| .E’...,..S,..Ck.
05 00 A6 03|00 53 04 02|00 43 B4 01|00 4E C1 04|..}..S5...C .« NA.
05 00 A6 03|01 34 C4 04|01 45 C5 04|01 38 C6 04| .....4A..EA..84.
01 41 C7 04|01 33 C8 04|01 44 C9 04|01 2D CA 04| .AC..3E..DE..-E.
01 34 CB 04|01 32 CC 04|01 321 CD 04|01 39 CE 04| .4E..2X..11..91.
01 35 CF 04|01 37 DO 04|01 44 D1 04|01 35 D2 04 .sI..72..Dﬂ..sQ. v

Figure 5 Use ZwCreateFile and ZwReadFile to open and read the file content, parse the file header to verify the
file name (2) 5

Call the BCryptFinish Hash function in the Windows encryption primitive library berypt.dll to perform hash
verification on the file content, which is defined in berypt.h, and perform further parsing operations after the

verification is passed, as shown in Figure 6 4512\ K R F5] FHIE .
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° CcC int3

3 cC int3

° cC int3

° cc int3

= cC int3

. 40:53 push rbx

o 48: 83EC 20 sub rsp,20

= 44:8802 mov r8d,dword ptr ds: [rdx]

- 45:33C9 xor r9d,rod

> 48:8852 08 mov rdx,qword ptr ds:[rdx+8]

e || 00O0OD7FFE6 48: 8849 10 mov rcx,qgword ptr ds: [rcx+10]

o 7FF6 FF].s OESF0900 caln qword ptr ds:[<&BCryptHashbData>]
>e mov ebx,eax

e [0DDO7FFE6 ssco test eax,eax
- 5 v 79 46 jns csfalconservice.7FF6657A1ID46

° 48: 8805 C91EOF00 mov rax,qgword ptr ds:[7FF6658938D0)

o 48:8D0OD C21EOF0O0 Jea rcx,qword ptr ds: [7FF6658938BDO]

° 48:3BC1 cmp rax,rcx

-® v 74 31 je csfa’iconservice 7FFG6657A1D44

= F740 1C 00200000 test dword ptr ds: [rax+1C],2000
- ~ 74 28 je csfalconservice. 7FF6657A1D44

- 8078 19 02 cmp byte ptr ds:[rax+19],
—— v 72 22 jb csfalconservice. 7FF6657A1D44

° OFAEES 1fence

B 48: 880D A41EOF00 mov rcx,qword ptr ds: [7FF6658938D0O]
° 4C: 8D05 ADBDOBOO lea rs8,qword ptr ds: [7FFF66585DAEO]
o BA OEOO0O0OOO mov edx,E

© 44:88BCB mov ro9d,ebx

3 48: 8849 10 mov rcx,qword ptr ds:[rcx+10]

° E8 2C12EFFF €817 csfalconservice.7FF665692F70
—e 8BC3 mov eax,ebx

re 48:83C4 20 add rsp,20

= 58 pop rbx

s c3 ret

= ccC int3

° cC int3

- cC int3

- cC int3

° 48:895C24 08 mov gword ptr ss: il">p‘a] rox

. 4R-Ra74>4 10 mov wnrd nre ccsBrenair r<i
FFE665837C08 =<csfTalconservice.&BCryptHashData> J=<bcrypt.BCryptHashData>

Figure 6 Calling the BCryptFinish Hash function to hash verify the contents of the file 6

1.3 The reason for the blue screen

On the specific analysis of blue screen, Microsoft has given a more detailed analysis. We verify that it is correct.

IMAGE_NAME: csagent.sys

MODULE_NAME: csagent

FAULTING_MODULE: fffff80671430000 csagent
PROCESS_NAME: System

TRAP_FRAME: ffff94058305ec2@ -- (.trap @xffff94058305ec2@)
.trap Oxffff94058305ec20

NOTE: The trap frame does not contain all registers.

Some register values may be zeroed or incorrect.
rax=ffff94058305f200 rbx=0000000000000000 rcx=00000000000000

rdx=ffff94058305f1d0 rsi=0000000000000000 rdi=00000000000000
rip=fffff806715114ed rsp=ffff94058305edb® rbp=ffff94058305ee
r8=ffff840500000074 r9=0000000000000000 rl1@=00000000000000C

r11=0000000000000014 r12=0000000000000000 r13=0000000000000€

r14=0000000000000000 r15=0000000000000000

iopl=0 nv_up ei ng nz na po nc

csagent+@xelded:

fffff806 715114ed 458b08 mov r9d,dword ptr [r8]
.trap

Resetting default scope

STACK_TEXT:

ffff9405 8305e9f8 fffff806 5388cled . 00000000 00000050
ffff9405° 8305ea0@ fffff806 53662d8c : 00000000 00000000
ffff9405°8305eb00 fffff806° 53827529 : fEEFEFF 00000030
ffff9405° 8305ec20 fffff806 715114ed . 00000000 00000000
ffff9405°8305edb@d fffff806° 714e709%e : 00000000 00000000
o405 8305ef50 fffff806 714e8335 . 00000000 00000000
ffff9405° 83051080 fffff806 717220c7 : 00000000 00000000
ffff9405°8305f1b@ fffff806° 7171ec44 : ffff9405° 8305668

Figure 7 Reasons for Blue Screen 7
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Microsoft pointed out in the analysis report [FootnoteRef: 1] that since WER (Windows Error Reporting) data
only provides a compressed version of the current state, a wider range of disassembly instructions cannot be viewed.
By searching for the command feature "45 8B 08," it is not difficult to locate the key command position of FIG. 8,
for further analysis. [1: Https: / / www.microsoft.com / en-us / security / blog / 2024 / 07 / 27 / windows-security-

best-practices-for-integrating-and-managing-security-tools /] 4R R IR B 5| K.

0260800 1400E14CS loc_1489£14C9: ; CODE XREF: sub_ I480F1108418914
GOGAROI14RBEL4ACO 40 88 55 0d now rdx, [ri3+a)

O000000I400E14CD A4S B8 CA now rad, ried

CE00EO014R0E1I4De B2 34 B4 cp dword ptr [rdx}, 4

GORORGAL4ROF14DI 48 88 47 08 nov rax, [rox+E]

S030021400L1407 AL &8 B2 DN nov r8, [raxeril*s)

OPE0BOR1400EL40E 7S 88 inz short loc_1400EI12ES

G200L0A1400E 1400 4D &5 (@ tast 8, rd

Se0eodideoL 14t e 12 jz short loc_l40aLisard

CEOORODI4ROELLE2 45 oF BY o8 movIX r3d, word ptr [r8)

Q2P0RGAL400F14FE EB 88 jrp short loc_J48QEl4F@

2000021400014

0260802 1400EL4ES

GAO0R0a1400F14ES 1oc_1400814E8: ; CODE XREF! sub 1480E1108:30817
SRO00OVI4EOE14ES AD BS 2 test r8, r8

C200R001400E14EE 74 BT iz short loc_148QE1aF4

Q000EGALALOF14ED 45 33 @8 nay rod, (rB]

Se030021400L 14F 8

0200202 1480E14F0 loc_1400€14F@: ; CODE XREF: sub_I480F110043157)
GAO0ROA1400F14FE 4D &8 50 aR nov 10, [r84E]

B0000001400E14Fa

0200R021400E14F4 loc_1490214F4: ; CODE XREF: sub_14@0E1108+31a19
GEE0RGA1400F14F4 i sub_ 14897 1108438811
B0020O21400E14F4 aD &8 C2 noy r8, ri@

02002021400E14F7 48 80 40 98 lea rcx, [rbp+Sehevar 188]

ORG020AT4BOEI4FE 48 88 DS nov rdx, 5t

SRO0BOVIAROELIAFE 8 21 2C o0 00 call sub_14aeta124

S2000001400E1583 45 313 D2 xor ried, riad

02808081400E1506 B8 D@ nov obx, eax

DRONDR1ADOEL SR8 85 (@ test EHX, Sax

03002021400E1584 79 7C ins short loc_ 14e0E1583

Figure 8 Search Instruction Feature ''45 8B 08 locates critical instruction locations 8

As can be seen from FIG. 8, although the program determines whether the 18 register is 0 at the 01400E14E8
offset (avoiding access to the null pointer), it does not further verify the validity of the address pointed to by the 18

register. Then the program accesses the illegal address pointed to by the r8 register at 01400E14ED offset, and finally

causes the blue screen to occur. 45 iR AIRE] 5| HIE.

1.4 New channel file to remedy blue screen events

In response to the blue screen event, CrowdStrike generated the policy file C-00000291-00000000-00000001 in
an emergency manner, and directly deleted the existing C-00000291-*. Sys in the entire upgrade policy to carry out
startup processing. There is no C-00000291-00000000-00000001 in the file name of the existing C-00000291-* sys
series. the last section of the file name is the library version (number of updates) according to our guess. Judging
from the preliminary rules, when the last section of server file returns to reference number 1, it may mean that the

rule file of the corresponding category is cleaned based on the deletion policy.

1 Https: / / www.microsoft.com / en-us / security / blog / 2024 / 07 / 27 / windows-security-best-practices-for-integrating-and-
managing-security-tools /
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“7ee17154 4881ecc0000000 sub r=p. 0C0h
"7ee171%b 488b0552e=1500 mov rax. qword ptr [csagent+0x286000 (ff£££807 7ef76000)]
‘7eel171a2 4833cd ROr rax,rsp
“7eel171a5 48894547 mov gvord ptr [rbp+47h], rax
‘7ee171a9 33d2 HOY edx, edx
‘7e=171ab 488bf3 nov rdi.rcx
‘Tecl?lae 488d4di7 lea rcx, [rbp-9]
“7eel71b2 448d4250 lea r8d, [xd=x+50h]
"T7e=171b6 =805b11000 call csagent+0x2322c0 (fEffE807" 7ef222c0)
‘7eel71bb 488d4di7 lea rcx, [rbp-9]
‘7eel71bi e870caefff call csagent+0x25c3d (ff£££807 7edl5c3d)
"7eel171cd 488B4SES mow rax, qword ptr [rbp-1]
‘7eel?1c8 488d4dc? lea rcx, [rbp-3%h)
“7e=l71cc 0iS7c0 ROYps znnl, xanl
“7eel171cf fe4020 inc byte ptr [rax+20h]
"7eel71d2 488365cf00 gvord ptr [rbp-31h]).0
‘7ee171d7 c745c730000000 dvord ptr [rbp-39h].30h
“7eel71de c?745d£40020000 dvord ptr [rbp-21h].240h
"7eel71e5 48897dd? quord ptr [rbp-2%h]

eel?71e9 f30£7(45&7 q xanvord p

1 I

"7e=l171fa 8bdB ebx . eax
‘7e=l1?1fc 85c0 eax. oax
‘7eel71fe 7949 ceagent+0x127249 (fE££££807 7e2217249)

"7e=17200 488b15£1381600 rdx quword ptr [csagent+0x28saf8 (ffE£f£B07 7ef70af8)]
“7e=17207 488d0Sea3Ble00 rax, [czagent+0x28aaf8 (f££{££807 7ef7aafl))
"7ee1720e 483bd0 rdx, rax

‘7ee=17211 7438 ] csagent+0x12724b (fE£f££807" 7ee1724b)

‘7ee217213 8bdalc ecx,dword ptr {rd=+2Ch]

‘7ee17216 f6cl40 cl.40h

‘Tes=17219 7430 ] csagent+0x12724b (fE£££807  7ee1724b)

‘7ee1721b 80722302 byte ptr [xd=+29h],2

*7ee1721f 722a j csagent+0x12724b (fE£f£i807" 7221724b)

‘7ee17221 Oiaced

‘7ee217224 488b0dcd381600 rcx, qword ptr [csagent+0x282af8 (ff£{£807 7ef7aafl)]
“7eel1722b 4c8d0Sd6541400 r8. [csagent+0x26c708 (ffff£807 72f5c708)]

‘7ee17232 bal3000000 edx, 13h

"7ee17237 895c2420 dvord ptr [rsp+20h].ebx

‘7e=1723b 4cBbaf r9, rdi

‘7Teel723e 488b49518 rcx.qword ptr [rcx+18h)

"7ee17242 e85d0des=ff ceagent+0x7fad (£ffE££807 7=cif7iad)

MyDriverTry.c ‘ Disassembly |

Virtuals |£ £ £ 05020258330

J Display format: lByte

[ffffe50e’
ftieble

|

| Calls

8258330 92 00
28058345 00 73

a8e583d8
aBeS83ed 1d
aBeS8402 eb
"aBeSB417 ff
‘aBeSB42c 00
"aBeS8441 00
‘a8e58456 00
aBeSB46b a8

Scratch Pad ‘ dd ffff803'4316cc60  Watch | Locals || Memory

Figure 9 Delete the channel file related to the blue screen time 9

2 Crowdstrike Agent starts network communication and upgrade

mechanism

2.1 Network communication opportunity

For CrowdStrike Falcon Sensor, you can refer back to the "Falcon Falling Fines" report. After the loading phase

of the Windows startup kernel and the early phase of the session manager startup phase, CrowdStrike Falcon Sensor

establishes a link with the remote server in the background, updates the policy file and returns data. The specific

process is to obtain the IP of the server on the cloud through DNS resolution of tsO1-gyr-maverick.cloudsink.net and

IfodownO1-gyr-maverick.cloudsink.net domain names, and establish SSL encrypted communication for policy

distribution and information uploading.

©Antiy All Rights Reserved. Reprint without Loss is welcome 8



o - 3 Analysis Notes on CrowdStrike's Library Loading and Rapid Upgrade Mechanism

L [ =y ve—v— TR B Iy —— 2

Tl SEU SEy Ry WG MW e wEp Ges A e PAL SR WD eENA SIen we || ' - %

I ——_ R

LNR LT ATH TR W
PRR VRTINS

PR TR
(LT
(LT
ITTRT
192194
(ITRT
PR
5. I T

SRERRNNNNR:

RS MUMA TRE DM ¥
(LR TR LTR T
" MOVE. AL ¢
O TR TER T
M3 Mirh. O ¥
MY 00U 1R 1M

ENRNNNERRRE

ot lmatahn e by A
oo on ¢ e o wt

Ihsuswae Lot 0l

Figure 10 CrowdStrike agent starts network communication 10

Network communication behavior starts after the Windows kernel loading phase is completed, before the

Session Manager startup phase and before the user logs on.

L 2EM-an WL V51030 LA C Besien 15MIAAY &
L et

Figure 11 Network communication timing 11

2.2 Crowdstrike Falcon Sensor Return Address

Except that the above two cloudsink. net subdomains are CrowdStrike Falcon Sensor callback addresses, the

callback addresses in different regions are different. the known callback addresses are as follows:
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Us-1 environment:

Hittp: / / ts01-b.cloudsink.net

Http: / / Ifodown01-b.cloudsink.net

Hittp: / / Ifoup01-b.cloudsink.net

Hittps: / / falcon.CrowdStrike .com

Https: / / assets.falcon.CrowdStrike .com

Hittps: / / assets-public.falcon.CrowdStrike .com

Hittps: / / api.CrowdStrike .com

Https: / / firehose.CrowdStrike .com

Us-2 environments:

Hittp: / / tsO1-gyr-maverick.cloudsink.net

Http: / / Ifodown01-gyr-maverick.cloudsink.net

Http: / / Ifoup01-gyr-maverick.cloudsink.net

Https: / / falcon.us-2.CrowdStrike .com

Hittps: / / assets.falcon.us-2.CrowdStrike .com

Https: / / assets-public.us-2.falcon.CrowdStrike .com

Hittp: / / api.us-2.CrowdStrike .com

Hittps: / / firehose.us-2.CrowdStrike .com

Us-GOV-1 environment:

Hittps: // tsO1-laggar-gcw.cloudsink.net

Http: / / sensorproxy-laggar-g-524628337.us-gov-west-1.elb.amazonaws.com

Hittps: / / IfodownO1-laggar-gcw.cloudsink.net

Http: // ELB-Laggar-P-LFO-DOWNLOAD-1265997121.us-gov-west-1.elb.amazonaws.com

Hittps: / / falcon.laggar.gcw.CrowdStrike .com

Hittp: / / laggar-falconuiO1-g-245478519.us-gov-west-1.elb.amazonaws.com

Hittp: / / api.laggar.gcw.CrowdStrike .com

Hittps: / / firehose.laggar.gcw.CrowdStrike .com

Hittp: / / falconhose-laggar 01-g-720386815.us-gov-west-1.elb.amazonaws.com

Us-GOV-2 environments:
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http://ts01-b.cloudsink.net/
http://lfodown01-b.cloudsink.net/
http://lfoup01-b.cloudsink.net/
https://falcon.crowdstrike.com/
https://assets.falcon.crowdstrike.com/
https://assets-public.falcon.crowdstrike.com/
https://api.crowdstrike.com/
https://firehose.crowdstrike.com/
http://ts01-gyr-maverick.cloudsink.net/
http://lfodown01-gyr-maverick.cloudsink.net/
http://lfoup01-gyr-maverick.cloudsink.net/
https://falcon.us-2.crowdstrike.com/
https://assets.falcon.us-2.crowdstrike.com/
https://assets-public.us-2.falcon.crowdstrike.com/
http://api.us-2.crowdstrike.com/
https://firehose.us-2.crowdstrike.com/
https://ts01-laggar-gcw.cloudsink.net/
http://sensorproxy-laggar-g-524628337.us-gov-west-1.elb.amazonaws.com/
https://lfodown01-laggar-gcw.cloudsink.net/
http://elb-laggar-p-lfo-download-1265997121.us-gov-west-1.elb.amazonaws.com/
https://falcon.laggar.gcw.crowdstrike.com/
http://laggar-falconui01-g-245478519.us-gov-west-1.elb.amazonaws.com/
http://api.laggar.gcw.crowdstrike.com/
https://firehose.laggar.gcw.crowdstrike.com/
http://falconhose-laggar01-g-720386815.us-gov-west-1.elb.amazonaws.com/

e . o . . .
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Http: / / tsO1-us-gov-2. cloudsink.net

Http: / / Ifodown01-us-gov-2. cloudsink. net

Http: / / api.us-gov-2.CrowdStrike .com

Http: / / firechose.us-gov-2.CrowdStrike .com

Eu-1 environment:

Http: / / tsO1-lanner-lion. cloudsink.net

Http: / / Ifodown01-lanner-lion. cloudsink.net

Hittp: / / lfoup01-lanner-lion. cloudsink.net

Hittps: / / assets.falcon.eu-1.CrowdStrike .com

Https: / / assets-public.falcon.eu-1.CrowdStrike .com

Http: / / api.eu-1.CrowdStrike .com

Https: / / firehose.eu-1.CrowdStrike .com

2.3 Network communication channel screening

Crowdstrike Falcon Sensor has built-in network communication channel screening mechanism. on the premise
that a global agent is configured in the Windows system, CrowdStrike Falcon Sensor will analyze the domain name
to obtain its server IP, and then perform internal logic verification on the system agent. If the internal logic is not
satisfied, the Windows Global Agent shall be bypassed directly, and the server shall be connected directly through
the Windows network to obtain the policy and upload the data. (In Figure 12, 192.168.43.73 is Windows Global
Agent)Figure 12 Example of bypassing the Windows system agent and connecting directly to its server through the

system network to obtain policies and upload data 12
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Figure 12 Example of bypassing the Windows system agent and connecting directly to its server through the

system network to obtain policies and upload data 12

The relevant data flow is shown in Figure 13Figure 13 Example of bypassing the Windows system agent and

directly connecting to its server through the system network to obtain policies and upload data 13
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Figure 13 Example of bypassing the Windows system agent and directly connecting to its server through the

system network to obtain policies and upload data 13

2.4 Internal certificate verification mechanism

Crowdstrike Falcon Sensor has a built-in certificate verification mechanism, which is independent of the
Windows certificate management mechanism and does not trust the Windows credit certificate. When communicating

with its server, the server certificate is verified using its internal certificate verification mechanism.
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if P ecs le JAFrocess
AR (*(( YPrecess 11) R 38) != @
AR *(( WProcess + 41) »= 2u )
{
sub_140007EFA("(( JProcess & 3), 125064, Bonk_140267CCH, ( ) 'H
sub 1400752042164, 4164, “Certificete signeture velidetion falled: %", ( Yy iod;
{ : Y)sub 140075040 ( 12000164 );
if )
{
_wn_lfence{);
) . lE65164, 3755276113154, @ls4, 3588, , 0164, @162, 9164);
-8
}
else
!
1
336T39819;
f { Process Is | J8Frocess
A8 (*(( YProcess + 11) 8 8) l« 0
AR *{( )Process + 1) 2« 2u )
{
sub_l40087EFa(*(( )Process ¢+ 3), 124164, Junk 140267CC8, 3I758227477164);
sub_£408875204(2i64, 4163, "validateCertificarte heckCortificate falled: Xx™, 3I7SB227477564);

, @x61435343u);

Figure 14 Example of data flow for policy acquisition and upload by directly connecting to its server through the

system network, bypassing the Windows system agent 14

3 Summary

The official website of CrowdStrike gives the following information: "Reboot the host to give it an opportunity
to download the diverted channel file. We strongly recommend pushing the host on a wired network (as open to WiFi)
Prior to rebooting as the host will acquire internet connectivity reasonably fast via ethernet. Restart the host computer,
giving it a chance to download the restored frequency files. We strongly recommend that the host be placed on a
wired network (rather than WiFi) before restarting, as the host is much faster to get an internet connection via Ethernet.
"From the analysis, CrowdStrike has a mechanism for rapid upgrade, At least after the loading phase of the Windows
boot kernel is completed and the session manager is started, there will be an unconditional upgrade mechanism.
Crowdstrike may be inclined to think that when the network is fast enough, the mandatory upgrade will be done
before the blue screen. However, it is not ruled out that there is a lower level of pre-existing communication

mechanism, but we have not been able to reproduce.
/1 BTW:

During the initial event validation, the Antiy Attack and Defense Lab discovered a strange phenomenon in which

an earlier version of CrowdStrike was deployed in a public cloud environment, and the blue screen was triggered
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after the deployment of the problem file C-00000291-00000000-00000xxx. But after its restart, the system can start

normally. However, the same verification method is adopted in a single machine, and the screen is repeatedly blue.

We noted that in the discussion of the WeChat group, TK teacher suggested that we should pay attention to the
CrowdStrike quick upgrade mechanism, and suggested that we resume the restart of the non-blue screen under the

public cloud due to its quick growth mechanism.

Therefore, the relevant analysis work of this article was advanced, and thanks to teacher TK. We are continuing

to analyze whether CrowdStrike has a lower-level rapid growth mechanism.

Appendix I: Reference Materials

[1]. windows-security-best-practices-for-integrating-and-managing-security-tools/

https://www.microsoft.com/en-us/security/blog/2024/07/27/

Appendix Il: Introduction to Antiy Attack and Defense Laboratory

Antiy Attack & Defense Lab, affiliated to Antiy Security Service Center, is responsible for red and blue
confrontation, vulnerability excavation and emergency analysis, and enhances the safety capability of Antiy products
through security research and operation. Focus on the research of attack and defense techniques and tactics,
vulnerability excavation and emergency analysis, output security capability plan, and realize the transformation of
attack and defense capability. Currently, the department adopts the totem of the woodpecker from the Antiy Service
Center. The woodpecker is known as the "doctor of the forest", which is very appropriate for the work of the Security

Service Center, as it helps to eliminate network pests for customers.
Appendix: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively responding
to security threats. Through more than 20 years of independent research and development, Antiy has developed
technological leadership in areas such as threat detection engines, advanced threat countermeasures, and large-scale

threat automation analysis.
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Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and other
system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container and
other system environments, providing system security capabilities including endpoint antivirus, endpoint protection
(EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc. Antiy has
established a closed-loop product system of threat countermeasures based on its threat intelligence and threat
detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats through
products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA), Attack
Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network and
information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.

Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as “Code Red”, “Dvldr”,

“Heartbleed”, “Bash Shellcode” and “WannaCry”. Antiy conducts continuous monitoring and in-depth analysis
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against dozens of advanced cyberspce threat actors (APT groups) such as “Equation”, “White Elephant”, “Lotus”

and “Greenspot” and their attack actions, assisting customers to form effective protection when the enemy situation

is accurately predicted.
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