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1 Overview 

Recently, Antiy CERT (member of the CCTGA Ransomware Prevention and Response Working Group) has 

found a number of BlackCat [1] ransomware attacks. Blackcat ransomware, also known as ALPHV or Noberus, was 

discovered in November 2021, with the attack organisation behind it operating based on the ransomware-as-a-service 

(RaaS) business model, releasing version 2.0 called "Sphynx" on February 21, 2023 [2], The initial access to the 

victim system is mainly realized through phishing, vulnerability utilization and the obtained credentials, and the 

system has the function of intranet propagation, and the data in the victim system will be stolen before the encryption 

payload is executed. The encryption payload uses AES or ChaCha combination of RSA algorithms to encrypt files, 

and no public decryption tools have been found.[1][2] 

The attack organization behind the BlackCat ransomware adopts the double blackmail strategy of "stealing data 

+ encrypted files," based on which the threat of harassment or DDoS attack is added to constitute multiple blackmail, 

and there is also the case of "no encryption only blackmail." It is one of the trends of the current ransomware attack 

organization to transform the pattern of ransomware. Compared with data encryption, the threat of data exposure will 

bring greater pressure to some of the victimized enterprises. As a result, some attack groups are beginning to add the 

ability to steal data to the ransomware while retaining its mechanism for encrypting files. The encrypted data may be 

recovered, and once it is leaked, the impact caused by the leakage is immeasurable, such as product formula, design 

drawings and cooperation agreement and other confidential documents. From November 30, 2021, the attack group 

behind the BlackCat ransomware has been publishing victim information and stolen data at the dedicated data breach 

site (DLS) of the Tor website, as of July 3, 2023. There are 434 victims in the DLS, and the actual number of victims 

far exceeds this number. this part is the information of the victims that is not satisfied with the needs of the victims 

or that is newly added, and the data that is stolen from the victim system. The attacker will remove the victim's 

information and stolen data when the demand is satisfied or for other reasons. 

Time of first release:3 July, 2023 

This report is a machine-translated version. 
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Blackcat ransomware is associated with REvil, DarkSide and BlackMatter ransomware that have exited the 

ransomware market [3], and is the first ransomware to develop cross-platform attack payloads using the Rust 

programming language [4]. Its payload supports execution on Windows, Linux, and VMware ESXi systems. 

Encryption of the payload needs to be performed by specific Access Token parameters, and the payload file cannot 

be executed without obtaining the Access Token parameters, in order to prevent security researchers and sandbox 

tools from analyzing the payload.[3][4]  

Table 1-1 Overview of BlackCat ransomware 1  

Family name Blackcat (aka ALPHV or Noberus) 

Time of occurrence Nov-2021 

Typical mode of 

transmission 

Initial access is realized through phishing, vulnerability exploitation and acquired 

credentials, and it has the function of intranet propagation 

Typical Encryption 

Suffix 
. (Random combination of 6-7 digits + letters) 

Encryption 

algorithm 
Aes or ChaCha + RSA 

Decryption tools No public decryption tools have been found 

Encryption system Windows, Linux and VMware ESXi  

Double blackmail 

or not 

Yes 
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Ransom note 

 

It is proved that Antiy IEP can effectively detect and kill the ransomware. 

2 Recent data leakage cases 

From November 30, 2021, the attack group behind the BlackCat ransomware has been publishing victim 

information and stolen data at the dedicated data breach site (DLS) of the Tor website, as of July 3, 2023. There are 

434 victims in their DLS. 

The following are some of the victims and data breaches released by the group behind the BlackCat ransomware 

attack. 

2.1 Mexican beverage company Coca-Cola FEMSA 

The attackers updated the Mexican beverage company Coca-Cola FEMSA located in their DLS on June 10, 

2023. The attacker has disclosed two parts of data, Part _ 1 and Part _ 2, and the contents of the sample pictures are 

the order information, transaction contract and profit sharing contract between Coca-Cola FEMSA company and its 

partner company. 
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Figure 2-1 Victim Coca-Cola FEMSA Information 1  

2.2 Automatic systems, a Belgian company that manufactures access control equipment 

On June 12, the attackers updated information on Automatic Systems, a Belgian company that manufactures 

access control equipment located in their DLS. The documents the attackers claimed to have stolen include but are 

not limited to personal information of Automatic Systems employees and customers, drawings of product designs 

and business data, as well as documents such as agreements and plans signed with NATO. The contents of the sample 

pictures are the personal identification information of the employees of Automatic Systems, the order information of 

the cooperative company, the contract and the confidentiality agreement and other documents. 
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Figure 2-2 Victim automatic systems information2  

Where documents of confidentiality agreement with Alibaba were found. 

 

Figure 2-3 Relevant documents about Alibaba3  

2.3 State oil company Sonangol of the Republic of Angola 

On 15 June, the attackers updated information relating to Sonangol, the national oil company of the Republic of 

Angola, which is located in its DLS, as well as 210 gigabytes of data stolen from the company, This includes 

information on Sonangol's employees, financial documents and medical systems. 
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The attacker warned the victim "to contact him within 72 hours, to release all data if overdue, and to send e-

mails to all concerned about the data breach. Including suppliers, contractors and employees. " 

 

Figure 2-4 Information on victim Sonangol  

2.4 US social news site Reddit 

On June 17, the attackers updated information about Reddit, the US social news site that was placed on their 

DLS site. The attackers claimed to have hacked into Reddit's systems on February 5, 2023, after Reddit employees 

were subjected to a targeted phishing attack [5] in which the attackers stole 80GB of compressed data, And sent two 

emails to Reddit, on April 13 and June 16, but received no response. The attackers wanted $4.5 million as a ransom 

and demanded that Reddit retract their recent decision to raise API pricing.[5] 
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Figure 2-5 Victim Reddit messages 4  

2.5 Mammoth Energy, an American energy services company 

On June 19, the attackers updated information related to Mammoth Energy, an American energy service 

company located in its DLS, claiming that they had encrypted the company's network facilities and had stolen a large 

amount of data from inside the company, Including database files, Dynamics GP files and private files. 

 

Figure 2-6 Victim Mammoth Energy Information  
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3 Sorting of Load Function and Technology 

The BlackCat ransomware payload is written in the Rust programming language, and the execution payload 

requires a specific Access Token parameter to decrypt the encrypted configuration file written to the ransomware 

payload file. The configuration file is the content of a file set according to the actual situation of the victim system 

after the attacker intrudes the victim system, and the configuration file includes a list of services and processes to be 

stopped. Skip encrypted white list directories, files, and list of file extensions. The load file cannot be executed 

without access to the Access Token parameter in order to prevent the security researcher and sandbox tool from 

analyzing the load. 

 

Figure 3-1 Content of configuration file 1  

The following is a brief description of the options included in the configuration file. 

Table 3-1 Configuration file options and brief description 1  

Configuration 

options 
Description Configuration options Description 

Config _ id Id information Kill _ processes End a particular process 

Public _ key Rsa public key Include _ directory _ names 
Bypass the encrypted file 

directory 

Extension 
Suffix (combination of letters 

and numbers) 
Include _ file _ names 

Bypass the encrypted file 

name 

Note _ file _ name Name of the ransom note file Include _ file _ extensions 
Bypass the encrypted file 

suffix 

Note _ full _ text Full text of the ransom note 
Include _ file _ path _ 

wildcard 

Bypass the encrypted file 

path 
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Note _ short _ text 
A short ransom note for 

desktop backgrounds 

Enable _ network _ 

discovery 

Discover other hosts in the 

network environment 

Default _ file _ mode File Encryption Mode Enable _ self _ propagation Self-transmission model 

Default _ file _ cipher 
Using a specific encryption 

algorithm 
Enable _ set _ wallpaper Modify desktop wallpaper 

Credentials 
Specific Voucher Information 

of Victim 
Enable _ esxi _ vm _ kill Terminate VMware ESXi  

Kill _ services End a specific service Strict _ include _ paths Specify a path 

Blackcat ransomware payload execution needs to pass specific parameters. 

  

Figure 3-2 Execution of loads by parameters 2  

The Access Token parameter is the key to decrypt the built-in configuration information of the payload, and if 

the parameter is incorrect, the payload cannot be executed, so as to avoid the detection of automatic analysis systems 

such as sandboxes and the extraction of configuration information. 

 

Figure 3-3 Decrypting the configuration file with the Access Token3  

Use COM API to bypass user account control (UAC), so as to achieve the right.  

 

Figure 3-4 Using COM to extract weights4  
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Check the ARP cache information of the victim system, and obtain the resolved IP address and the corresponding 

MAC address on the current computer. 

 

Figure 3-5 Obtaining ARP information 5  

Use vssadmin. exe to delete shadow copies to prevent users from restoring encrypted files by restoring shadow. 

 

Figure 3-6 Removing shadow copies using vssadmin. exe6  

Use wmic .exe to delete shadow copies to prevent users from restoring encrypted files by restoring shadow. 

 

Figure 3-7 Removing shadow copies using wmic .exe 7  

Disable automatic system recovery with bcdedit and set to start in secure mode with network support. 

 

Figure 3-8 Disable repair and starting in safe mode 8  

Call wevtutil.exe to clear the log, so as to prevent the user from finding relevant information of intrusion through 

the log. 
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Figure 3-9 Clearing log 9  

End the service specified in the configuration file to prevent the execution of the ransomware payload from 

being affected. 

 

Figure 3-10 End a particular service 10  

Ends the process specified in the configuration file to prevent the execution of the ransomware payload from 

being affected. 

 

Figure 3-11 End a particular process 11  

Services are created in the victim system to implement persistence. 
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Diagram 3-12 Creating a service implementation persistence 12  

Sets a specific image with a blackmail alert as a desktop background file. 

 

Figure 3-13 Modifying Desktop Background13  

Concatenates a specific string in the code into the content of the ransom note. 

 

Figure 3-14 Splicing the contents of the ransom note14  

Generates a blackmail letter named "RECOVER- (suffix set in the configuration file) - FILES. txt," such as 

"RECOVER- locked - FILES. txt." 

 

Figure 3-15 Setting the name of a blackmail letter 15  

4 Recommendations for protection 

In response to ransomware attacks, Antiy recommends that individuals and businesses take the following 

precautions: 
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4.1 Personal protection 

1. Enhance network security awareness: Maintain good habits of network use and actively learn relevant 

knowledge of network security; 

2. Install terminal protection: Install anti-virus software. It is suggested that Antiy IEP users open the 

ransomware defense tool module (open by default); 

3. Strengthen password strength: Avoid using weak passwords, recommend using 16-digit or longer 

passwords, including combinations of upper and lower case letters, numbers and symbols, and avoid using 

the same password for multiple servers; 

4. Change passwords on a regular basis: Change system passwords on a regular basis to avoid system intrusion 

due to password leakage; 

5. Update patches in time: It is suggested to open automatic update and install system patches, and update 

system patches in time for vulnerable parts such as servers, databases and middleware; 

6. Close high-risk ports: The principle of minimizing external services is to close unused high-risk ports such 

as 135, 139, 445 and 3389; 

7. Close PowerShell: If PowerShell command line tools are not used, it is recommended to close them; 

8. Regular data backup: Data backup of important files on a regular basis, and backup data shall be isolated 

from the host computer. 

4.2 Enterprise protection 

1. Network security training and security drill: Regularly carry out network security training and security drill 

to improve employees "network security awareness; 

2. Install terminal protection: Install anti-virus software, and recommend the installation of Antiy IEP for 

different platforms; 

3. Update patches in time: It is suggested to open automatic update and install system patches, and update 

system patches in time for vulnerable parts such as servers, databases and middleware; 
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4. Enable log: Enable the key log collection function (security log, system log, PowerShell log, IIS log, error 

log, access log, transmission log and cookie log) to provide a foundation for security event tracing and 

tracing; 

5. Set IP whitelist rules: Configure advanced secure Windows firewall, set the inbound rules for remote 

desktop connection, add the IP address or IP address range used to the rules, and prevent violent attack of 

non-rule IPs; 

6. Host reinforcement: Conduct penetration test and safety reinforcement for the system; 

7. Deploy Intrusion Detection System (IDS): Deploy traffic monitoring software or equipment to facilitate 

the discovery, tracing and tracing of ransomware. Taking network traffic as the detection and analysis object, 

the Antiy PTD can accurately detect a mass of known malicious codes and network attack activities, and 

effectively detect suspicious behaviors, assets and various unknown threats on the network; 

8. Disaster backup plan: Establish a security disaster backup plan to ensure that the backup business system 

can be quickly enabled in case of a security event; 

9. Safe service: In case of a ransomware attack, it is recommended to disconnect the network in time, and 

protect the site and wait for the security engineer to check the computer. Antiy 7 * 24 Service Hotline: 400-

840-9234. 

It is proved that Antiy IEP can effectively detect and kill the ransomware. 
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Figure 4-1 Antiy IEP can effectively detect and kill the ransomware 1  

5 ATT&CK Mapping graph of event 

The technical characteristics corresponding to the event are shown in the figure below. 

 

Figure 5-1 Mapping of Technical Features to ATT&CK1  

Specific ATT&CK technical behavior description table is as follows. 

Table 5-1 ATT&CK Technical Behavior Description Table 1  

ATT&CK stages / 

categories 
Specific behavior Notes 

Execution 

Using command and script interpreters 
The load is executed using 

commands and specified parameters 

Use API Using COM API to Exert Power 

Utilization of system services 
Execute the load using the system 

service 

Using Windows Management 

Specification (WMI) 

Use wmic to execute command to 

delete shadow 

Persistence 
Use automatic startup to perform 

booting or logging 

Achieve persistence by creating a 

service 

Right to Submission 
Abuse of enhanced control authority 

mechanism 
Using COM API to Bypass UAC 

Defensive evasion 

Confusion of documents or information Obfuscate part of a code segment 

Modify the registry 
Create a registry key implementation 

to run as a service 

Virtualization / Sandbox Escape 
Parameter execution to avoid 

sandbox analysis 
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Findings 

Find files and directories 
Find encrypted / bypassed files and 

directories 

Discovery Process 
Discover the process to achieve an 

end process 

Discovery system network configuration 
Discover network configuration by 

ARP command 

Discovery of system services 
Discovery of system services to 

achieve end-of-service 

Lateral movement Use remote services 
Using Remote Service to Realize 

Horizontal Movement 

Impact 

Damage data Delete system log 

Data encryption with adverse effects To encrypt a particular file 

Disable system recovery 
Disable system recovery to avoid 

data recovery 

Disable the service 
Stopping a particular service avoids 

interfering with the encryption 

System shutdown / restart Restart the system in safe mode 

6 Iocs 

Md5 

E6732e23b16b8cb5ea4925539c437a04 

6ff9900b271090361e63f5242ee4e8b0 

2891ec6365b7b0ef90899a35e4f2f747 

B00b5eb046fe27f645b2a9b7aecc0205 

8f2b7a45a93ee6f4806918aaa99c1b1b 

B67ffe5e49ada7628ae9c32eaa3b4ce3 

Ee159afcadc7eb4ba73f72c2f6924da3 

Appendix I: Reference 

[1]. Popular ransomware inventory by 2022 

Https: / / www.antiy.cn / research / notice & report / research _ report / 20230130.html 

[2]. Alphv ransomware group formulated their dependencies of a new'product'update. 
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[3]. Blackcat Ransomware (ALPHV) 

Https: / / www.varonis.com / blog / blackcat-ransomware 

[4]. Fbi Releases IOCs Associated with BlackCat / ALPHV Ransomware 

Https: / / www.cisa.gov / news-events / alerts / 2022 / 04 / 22 / fbi-releases-iocs-associated-blackcatalog-

ransomware 

[5]. We had a security incident.Here's what we know. 

Https: / / www.reddit.com / r / reddit / comments / 10y427y / we _ had _ a _ security _ incident _ where _ what 

_ we _ know / 

Appendix II: About Antiy 

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively 

responding to security threats. Through more than 20 years of independent research and development, Antiy has 

developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and 

large-scale threat automation analysis. 

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and 

other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container 

and other system environments, providing system security capabilities including endpoint antivirus, endpoint 

protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc. 

Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and 

threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats 

through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA), 

Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-

generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help 

customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four 

major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat 

inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple 

https://twitter.com/vxunderground/status/1649094229413761030
https://www.cisa.gov/news-events/alerts/2022/04/22/fbi-releases-iocs-associated-blackcatalphv-ransomware
https://www.cisa.gov/news-events/alerts/2022/04/22/fbi-releases-iocs-associated-blackcatalphv-ransomware
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security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation 

capabilities. 

Antiy provides comprehensive security solutions for clients with high security requirements, including network 

and information authorities, military forces, ministries, confidential industries, and critical information infrastructure. 

Antiy has participated in the security work of major national political and social events since 2005 and has won 

honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and 

services have provided security support for major spaceflight missions including manned spaceflight, lunar 

exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft, 

escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant 

departments. 

Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading 

security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat 

detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart 

terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in 

the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property 

Advantage Enterprise and the 17th (2015) China Patent Excellence Award. 

Antiy is an important enterprise node in China emergency response system and has provided early warning and 

comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr", 

"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis 

against dozens of advanced cyberspce threat actors (APT groups) such as "Equation", "White Elephant", "Lotus" and 

"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is 

accurately predicted.  


