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1 Overview 

The DarkElephant Group is a suspected Indian APT attack group that primarily targets social activists, social 

groups, and opposition political parties within India. It also steals critical intelligence from military and political 

targets in neighboring countries, such as China and Pakistan. The DarkElephant Group's primary attack method is to 

use Google/Yahoo email addresses or compromised email accounts to send highly deceptive spearphishing emails, 

tricking them into executing payloads containing sophisticated commercial remote control malware, equipped with 

multiple anti-virus tricks. Since at least 2012, the group has launched a decade-long cyberattack campaign targeting 

targets within India and neighboring countries, including China. Antiy CERT named the group "DarkElephant" due 

to its shady tactics in framing its targets within India (as evidenced by the executioners of the Bhima Koregaon case, 

which falsely implicated social activists), and the fact that its groupal structure remained largely hidden for over a 

decade. This article refers to the research results of other international security teams [1][2], and supplements the cyber 

attack activities of the "DarkElephant" group against important units in China. Finally, through tracing the source, it 

points out that the operators behind the group may be located in the Eastern Time Zone 5.5 (Indian National Standard 

Time). 

2 Attack Organization Analysis 

The overall characteristics of the "DarkElephant" group can be summarized as shown Table 2. 

Table 2 "DarkElephant" group 

Group name DarkElephant group 

Group nature Advanced Persistent Threats 

Suspected source India 

Event time The earliest can be traced back to 2012 , and there are still active 

Attack intent Obtain individual and groupal information and stealing intelligence 

Target 

Social activists, social groups, opposition political parties, etc. in India; 

Military and political goals of India's neighboring countries such as China and 

Pakistan. 

Attack methods Spearfishing emails 

Involved platforms Windows, Android 
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Attack techniques 
Memory decryption, memory injection, digital certificates, timestamp tampering, file 

volume filling 

Bait type Office documents, executable programs, self-extracting files, etc. 

Exploiting 

vulnerabilities 
CVE-2012-0158, CVE-2013-3906, CVE-2014-1761, CVE-2015-1641 

Development 

language 
C++, Visual Basic 

Weapons and 

equipment 

Mainly commercial remote control Trojans, such as NetWire, DarkComet, 

ParallaxRAT , GM Bot , etc. 

In most observed attack cases, attackers prefer to use Google and Yahoo email accounts to disguise themselves 

as friends of recipients, celebrities, or well-known groups. The content of the emails is closely related to current 

affairs or the work of the recipients. The attackers have shown a strong and long-term interest in infiltrating and 

gaining information from social activists, social groups, and active figures from political parties such as the 

Communist Party of India (CPM) in India. They can conduct surveillance activities across multiple systems and 

platforms for many years against particularly important personal targets. As for military and political targets in other 

countries outside India, the attackers' main purpose is to steal secrets and lurk. 

 

Figure 2The sample document mentioned that organizations in India were producing timed explosives. 

After correlating and combining the publicly available data, we have compiled a list of typical attack samples 

from the DarkElephant group, as shown Table 2-1 . 

Table 2-1 Typical sample of "DarkElephant" group 

Timestamp Bait theme Bait type 
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2012.4.26 None (keystroke logger) EXE program 

… … … … EXE program 

2014.11.16 An investigative report on the Dalit family massacre in India DOC vulnerability document 

2014.11.28 Final draft of India's Maoist path DOC vulnerability document 

2015.1.17 
Indian Telugu magazine: Revolutionary Writers Association Literary and 

Cultural Monthly 
DOC vulnerability document 

2015.2.11 
Indian Telugu magazine: Revolutionary Writers Association Literary and 

Cultural Monthly 
DOC vulnerability document 

2015.2.20 
Indian Telugu magazine: Revolutionary Writers Association Literary and 

Cultural Monthly 
DOC vulnerability document 

2015.4.15 
Judicial investigation report on the killing of Muslims by police in 

Telangana, India 
DOC vulnerability document 

2015.4.24 
Indian Telugu magazine: Revolutionary Writers Association Literary and 

Cultural Monthly 
DOC vulnerability document 

2015.6.13 Nepali Maoist official Android app and Martyrs' Day party documents 
DOC vulnerability document, 

Android APP 

2015.6.14 Indian Mukti Marg Android app and meeting minutes files 
DOC vulnerability document, 

Android APP 

2015.7.18 Maoist Report of the Communist Party of India DOC vulnerability document 

2015.12.20 Indian PUDR Annual Conference Data DOC vulnerability document 

2015.12.26 Bombay High Court Writ RAR self-extractor 

2016.6.13 Another victory for Maoism in India , from Kobad Ghandy DOC vulnerability document 

2016.6.13 Another victory for Maoism in India , from Kobad Ghandy 
DOC vulnerability document 

(compressed package) 

2016.6.13 Another victory for Maoism in India , from Kobad Ghandy RAR self-extractor 

2016.12.3 Naxal Maoist rebellion in India RAR self-extractor 

2017.2.28 Photos of Indian Rubina Dilaik actors RAR self-extractor 

2017.3.19 List of missing Hajj pilgrims from Pakistan RAR self-extractor 

2017.3.19 Pakistan Hajj flight list RAR self-extractor 

2019.3.18 India's Supreme Court bans extremist group RAR self-extractor 

2019.3.23 United Nations Human Development Plan 2015 RAR self-extractor 

2019.3.26 United Nations Human Development Plan 2015 RAR self-extractor 

2019.3.30 Notice from the North Goa Branch, India RAR self-extractor 

2019.4.28 Thugs in India make timed explosives RAR self-extractor 

2019.5.19 Methodology for Surveying Indian Public Political Voices RAR self-extractor 
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2020.1.6 Xinjiang, China RAR self-extractor 

2020.5.5 Pakistan Navy procurement plans RAR self-extractor 

2020.10.13 Chinese Navy diplomatic parcel damaged RAR self-extractor 

… … … … … … 

In the samples above, the attackers employed various C2 operations techniques. As early as 2012, the 

DarkElephant group's keystroke loggers sent stolen data to hardcoded email addresses. Later, when using various 

commercial Trojans to steal secrets, they initially registered free dynamic domain names such as *.ddns.net and 

*.zapto.org. After 2020, they began to register deceptively named C2 domains. 

Besides demonstrating a relatively low cost in setting up and operating network infrastructure, none of the 

observed attack samples contained any attacker-designed, data-stealing programs. Instead, the attackers primarily 

relied on established commercial remote access tools such as NetWire, DarkComet, and ParallaxRAT. This capability 

is presumably tailored to their primary mission: targeting vulnerable social activists concentrated in India who lack 

cybersecurity awareness and resources. In reality, any attempt to use this method to attack targets within my country 

would likely be easily detected and blocked. 

3 The Espionage Incident Targeting China 

3.1 Attack Process Analysis 

October 13 , 2020, a suspicious email was received in the mailbox of an important domestic unit. The sender 

used a Gmail mailbox and was not in the unit's address book. The subject of the email was "Letter regarding the loss 

of a diplomatic package containing sensitive documents" and provided a network disk link for downloading the 

suspicious file in the body of the email. 

This link is a shared link of a foreign network disk. Click it to download a ZIP compressed package named 

"Letter regarding loss of Diplomatic Bag with Sensitive Documents.zip". The package contains a self-extracting bait 

"Letter regarding loss of Diplomatic Bag with Sensitive Documents.exe" containing malicious code. 
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Figure 3-1 Contents of the ZIP archive 

Table 3-1Self-extracting bait 

Virus name Trojan[Downloader]/Win32.Upatre 

Original file name Letter regarding loss of Diplomatic Bag with Sensitive Documents.exe 

MD5 9F4649FF692011615D5CF3C5D410B95E 

Processor 

architecture 
Intel 386 or later, and compatibles 

File size 3.15 MB (3306464 bytes) 

File format Win32 EXE 

Timestamp 2012-06-09 13:19:49 UTC 

Digital signature 

Name: Information Civilized System Oy 

Valid From: 12:00 AM 01/13/2020 

Valid To: 11:59 PM 01/12/2021 

Thumbprint: 7FB3BF5C17D2E683653FC151ECC8A700DC226245 

Serial Number: 00 97 DF 46 AC B2 6B 7C 81 A1 3C C4 67 B4 76 88 C8 

 

Name: VThink Software Consulting Inc. 

Valid From: 2020-09-04 00:00:00 

Valid To: 2021-09-04 23:59:59 

Thumbprint: A7425B343917A65DB27268B8FEA5D6D4FD482F76 

Serial Number:  8D 52 FB 12 A2 51 1E 86 BB B0 BA 75 C5 17 EA B0 

The self-extracting decoy is signed by multiple digital certificates and contains four Trojan programs 

(Pollard.exe, Sexton.exe, Beltran.exe, and Wilcox.exe), the loader Nevaeh.exe and its configuration file Nevaeh.cfg, 

and the function script Meredith.vbs. 
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Figure 3-2 Contents of the self-extracting bait 

And a cover document displayed to the victim after running: DiplomaticBag.pdf 
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Figure 3-3 Disguising the contents of a document 

When the self-extracting decoy is executed, it first runs the loader Nevaeh.exe. The loader then calls its 

configuration file Nevaeh.cfg and runs the script Meredith.vbs. Meredith.vbs is responsible for running four Trojan 

programs (Pollard.exe, Sexton.exe, Beltran.exe, and Wilcox.exe). These four Trojan programs decrypt the remote 

control Trojan payload and finally inject it into the memory of a white process on the system for execution. The 

overall process is outlined in Figure 3-4. 
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Figure 3-4 Overall attack flow chart 

3.2 Loader Analysis 

The loader Nevaeh.exe is actually the well-known automatic run tool Advanced Run, the attacker transmits 

parameters through the configuration file Nevaeh.cfg to silently execute the function script Meredith.vbs in the 

system's temporary directory, as shown in Figure Figure 3-5. 

 

Figure 3-5 Loader parameters after calling the configuration file 
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3.3 Functional Script Analysis 

Meredith.vbs script has a lot of comments in its code. The main functions are: 

1. Display the cover document Diplomatic Bag.pdf to confuse the victim, as shown in Figure Figure 3-6. 

 

Figure 3-6 Open the decoy file 

2. Forcefully disable the system's SmartScreen security function, as shown in Figure 3-73-7. 

 

Figure 3-7Turn off the SmartScreen function 

3. To achieve persistence, the Trojan programs Pollard.exe, Sexton.exe, Beltran.exe, and Wilcox.exe are all 

added to the scheduled tasks, as shown in Figure 3-83-8. 

 

Figure 3-8 Add a task schedule 

3.4 Trojan Program Analysis 

Four Trojan programs (Pollard.exe, Sexton.exe, Beltran.exe, and Wilcox.exe) are scheduled to launch as part of 

a scheduled task. Upon launch, they run their corresponding four white processes and simultaneously decrypt the 

same shellcode in memory. This shellcode then injects a contained PE data segment (ParallaxRAT remote control 

Trojan) into the corresponding white process. Beltran.exe controls the rundll32.exe process, Pollard.exe controls the 

svchost.exe process, Sexton.exe controls the dllhost.exe process, and Wilcox.exe controls the notepad.exe process. 

 

Figure 3-9 Decrypted shellcode data 
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Figure 3-10PE data to be injected into the notepad.exe white process 

The relationship between the white process call and injection process is shown in Figure 3-113-11. 

 

Figure 3-11 White process call and injection process diagram 

The PE data injected into the white process belongs to the Parallax RAT remote control trojan. While running 

in memory, it attempts to connect to the domain asianmedics.today, resolving to the IP address 23.160.208.250 and 

port 8647. Parallax RAT is a publicly available commercial remote control malware with capabilities such as file 

management, keystroke logging, remote desktop, password theft, command execution, process management, upload, 

and execution. Its functionality is mature and stable, sufficient to support standard espionage operations. 
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Figure 3-12 A typical Parallax RAT control panel 

3.5 Countermeasures Analysis 

The above four Trojan programs all have the following three anti-analysis capabilities. 

1. Possessing a digital signature: This allows for a certain level of anti-killing capabilities, confusing manual 

judgment during forensic analysis, and the signature is changed with almost every action. 

 

Figure 3-13 All Trojan programs have digital signatures 

2. File icon disguise: The subject matter is chosen very randomly and does not show any specific targeting. 
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Figure 3-14 Trojan programs are all disguised as icons 

 

Figure 3-15 The same source Trojan program also has icon disguise 

3. Timestamp tampering: All timestamps were uniformly tampered with to 2006-12-05 20:36:44 , intended to 

thwart time zone analysis. 
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Figure 3-16 All Trojan programs tamper with timestamps 

In the subsequent homologous Trojans that were associated, in addition to the three commonly used 

countermeasures mentioned above, there are also methods such as filling useless bytes to form large files of hundreds 

of megabytes to resist cloud detection. 

4 Bhima Koregaon Case 

4.1 Attack Process Analysis 

At 3:07 PM on June 13, 2016, prominent Indian activist Rona Wilson received an email from her friend Varavara 

Rao. The email instructed her to download and view the attached document, titled "another victory.doc", and stated 

that it came from Kobad (possibly Kobad Ghandy). Unbeknownst to Rona, Varavara Rao's email account had been 

compromised by hackers, and the attached document had been weaponized using vulnerabilities (CVE-2012-0158 

and CVE-2015-1642). If opened, it would infect the system with the commercial remote access malware NetWire. 

 

Figure 4-1 Attack Email 1 (Unsuccessful) 
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Rona Wilson discovered that the attached document could not be opened properly. She replied, requesting a new 

copy. Fourteen minutes later, the recipient sent a similar attack document, compressed in a ZIP format, with the 

message, "Hopefully, it will work this time". 

 

Figure 4-2 Attack Email 2 (Unsuccessful) 

Rona Wilson tried to download the compressed file sent by the other party, but the browser warned her that the 

attachment contained a virus and could not be downloaded successfully. After she informed the other party of the 

situation, the other party replied 38 minutes later with a download link to Dropbox, claiming that he was not good at 

computer technology, and then re-uploaded the file to the network disk and hoped that Wilson could download it. 

However, the Dropbox link in the text actually points to a hidden link, which actually downloads from the 

attacker's server after clicking it. 
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Figure 4-3 The attacker's reply contained a hidden link 

Rona Wilson successfully downloaded the RAR compressed file this time and replied to the other party that 

although it was able to be downloaded this time, a damaged file would pop up after opening it. Only the letter header 

was readable, and the rest of the text was garbled. 

 

Figure 4-4Wilson replied that the file had been successfully downloaded and opened 
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Figure 4-5Contents displayed in the cover document 

At this moment, Rona Wilson did not realize that her laptop had gone through the Trojan implantation process 

shown in Figures Figure 4-6, and the other party was able to remotely control her computer system through the 

NetWire Trojan. 
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Figure 4-6 Attack Email 3 (Successful Attack Intrusion) 

4.2 Malicious Submission Analysis 

The attacker performed a series of stealing operations from Rona Wilson's computer. According to Arsenal's 

forensic report [2], the attacker copied important local files to the "backup2015" directory created on the C drive. Then, 

using a script to call a synchronization tool, the attacker synchronized the files to the attacker's FTP server. The 

operation targets included the local hard drive and all external storage devices connected to the system. 

More importantly, the attacker also performed a series of file delivery operations on [2], on November3,2016, 

the attacker created a directory named "Rbackup" in the D drive of Rona Wilson's computer and then set it to hidden 

attributes. Wilson's computer was installed with Quick Heal antivirus software, and its behavior monitoring system 

(BDS) would record the execution information of various applications in the system on a daily basis. The restored 

records showed that in the more than one year after the creation of the "Rbackup" hidden directory, the attacker sent 

thousands of carefully crafted letter files to the hidden directory through NetWire remote control. The content of 

these letters would seriously violate India's anti-terrorism laws. 
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The mail delivery process is performed remotely by the NetWire Trojan. It usually starts by sending a RAR 

archive and WinRAR decompression program to a hidden directory, then decompresses a bunch of files in the same 

directory, and finally ends by deleting the RAR archive and WinRAR program. 

These correspondences are mainly in PDF and Office formats, and the contents are mostly traditional letters 

with simple formats. Unlike emails, they do not have strict digital traces, and most of the letter files are said to have 

been deliberately cleared of metadata. 
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Figure 4-7 The letter is about buying arms and assassinating Prime Minister Modi 

At the same time, there are still many doubts about the creation and preservation of these letters. 

1. Rona Wilson's computer is installed with Word 2007, but most of the key correspondence documents were edited 

in Word 2010 or 2013 and then saved as PDFs; 

2. Rona Wilson's computer had WinRAR v3.70 installed, but the email archive was extracted using WinRAR v4.20, 

which suddenly appeared and then immediately deleted. 

3. Rona Wilson's computer indicating that the user has ever clicked on the hidden directory and the files in it. 

4.3 Incident Process Sorting 

On March 14, 2018, the attacker copied the most critical part of the large number of letters accumulated in the 

hidden directory to a SanDisk USB drive connected to Rona Wilson's computer. 

At 4:50 pm on April 16, 2018, the hidden directory of "Rbackup" was last modified by an attacker. 

On the morning of April 17, 2018, the Pune district police in Maharashtra, India, claimed to have raided Rona 

Wilson's residence in New Delhi after receiving a tip off from an informant[5], and seized some incriminating digital 

evidence from Wilson's USB and computer hard drives. 

 

Figure 4-8 Bhima Koregaon case timeline 
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5 Traceability Analysis 

Because many attacks utilize commercial remote access tools, the effective timestamps of the malicious 

programs involved are often tampered with, making it impossible to infer the attacker's geographic location based on 

normal time zone analysis. However, during the process of creating white-label documents, attackers often save 

HTML pages as PDFs through browsers. We have collected a few PDF samples that record the time zone of the 

suspected attacker's machine: UTC+05:30. 

 

 

Figure 5-1 Mask the time zone of a document 

The UTC+05:30 time zone applies not only to Sri Lanka but also to India. 

6 Summary 

Antiy began capturing and analyzing cyberattacks suspected to originate from India in 2013, capturing, 

analyzing, and naming attack groups such as "White Elephant", "Young Elephan"t, and "Bitter Elephant". Over the 

past decade, the center of India's cyberattacks has gradually shifted from Pakistan to China. The activities of the 

"DarkElephant" attack group reveal that Indian groups not only frequently launch cyberattacks against neighboring 

countries, but also widely use these attacks against domestic targets, even using them to frame domestic activists. 

The covert nature of these groups' operations warrants attention and vigilance. 
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Appendix 2: About Antiy 

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively 

responding to security threats. Through more than 20 years of independent research and development, Antiy has 

developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and 

large-scale threat automation analysis. 

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and 

other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container 

and other system environments, providing system security capabilities including endpoint antivirus, endpoint 

protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc. 

Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and 

threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats 

through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA), 

Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-

generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help 

customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four 

major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat 

inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple 

security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation 

capabilities. 

Antiy provides comprehensive security solutions for clients with high security requirements, including network 

and information authorities, military forces, ministries, confidential industries, and critical information infrastructure. 

Antiy has participated in the security work of major national political and social events since 2005 and has won 

honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and 

services have provided security support for major spaceflight missions including manned spaceflight, lunar 

exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft, 

escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant 

departments. 
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading 

security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat 

detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart 

terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in 

the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property 

Advantage Enterprise and the 17th (2015) China Patent Excellence Award. 

Antiy is an important enterprise node in China emergency response system and has provided early warning and 

comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr", 

"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis 

against dozens of advanced cyberspce threat actors (APT groups) such as "Equation", "White Elephant", "Lotus" and 

"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is 

accurately predicted.  


