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Safeguarding China Operation (Part 2) 

——Analysis, Response and Disposal of Black Market Activities Such as Ransomware 

Attacks 

Antiy CERT 

 

On the occasion of the 75th anniversary of the National Day, Antiy CERT has gathered and sorted out the 

historical work in security event handling, major event analysis, advanced threat analysis, etc. In order to 

summarize experience, refine rules, and improve deficiencies, our subsequent analysis and response work can 

more effectively support the national security struggle. 

Threat analysis and response is an important capability spectrum of Antiy. Antiy conducts a series of work 

such as threat perception, capture, analysis, disposal, tracing, reporting, and exposure for attack activities, attack 

equipment, and threat actors, continuously promotes iterative improvements in core engines and product and 

service capabilities, and effectively supports public security governance and national security struggles. 

In 2004, Antiy established the Antiy Computer Emergency Response Team based on the virus analysis group, 

which was later renamed Antiy Security Research and Emergency Response Center, namely Antiy CERT. 

According to the working principle of "starting at the first time, responding to multiple threats at the same time, 

three systems linkage, and four operation planes coordination", a working mechanism was established. For major 

security events and advanced threat response and disposal, an overall combat readiness mobilization mechanism 

was formed. Antiy has been elected as the national (class A) support unit of the National Internet Emergency 

Center for eight consecutive terms (sixteen years). 

Today we bring you the second part of Antiy's emergency response and threat analysis work track - 

analysis, response and disposal of black market activities such as ransomware attacks. 

Economic profit has always been one of the main driving forces of cyber attacks, and a network of black and 

gray industry crimes has been formed around the infringement of information systems, information assets and users. 

First draft completed: October 4, 2024 

First published: October 4, 2024 

The original report is in Chinese, and this version is an AI-translated edition. 



Safeguarding China Operation (Part 2)——Analysis, Response and Disposal of Black Market Activities Such 

as Ransomware Attacks 

© Copyright by Antiy. Reprint without loss is welcome  . Page 2 

This has led to a variety of threats such as ransomware attacks, commercial theft, the construction of botnets for 

DDoS attacks, and mining. 

Among them, ransomware attacks are the most harmful form of cybercrime. In the early days, ransomware 

attacks were spread or distributed through ransomware viruses or software with built-in ransomware codes. After the 

attack, user data was encrypted or the system was paralyzed, and the ransom was paid. However, today, the main 

form of ransomware attacks is RaaS (Ransomware as a Service) + targeted attacks. Attackers carry out targeted 

intrusions, data theft, data encryption, and system destruction on victims, and then threaten users to pay a large ransom 

by making their system data unusable, selling data, making data public, or reporting related information. 

Black market activities such as ransomware attacks has always been an important spectrum of Antiy's engine 

and government and enterprise product and service capabilities. Following up and analyzing related major security 

incidents, providing public safety knowledge, and improving user awareness and protection levels are also important 

supporting capabilities of Antiy in emergency response and disposal. By conducting attack activity perception, 

sample capture and analysis, vulnerability mechanism and mitigation research, threat intelligence production, release 

of special detection and disposal tools, and publication of analysis reports, we provide security empowerment for 

customers and the public. 

1. Analysis, Response and Disposal of Black Market Activities Such as 

Ransomware Attacks 

2006 

Event Redplus 

Contribution The first to capture the first ransomware attack sample in China 

2013 

Event CryptoLocker 

Contribution Analysis report 

August 2015 

Event CTB-Locker 
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Contribution Analysis report 

 

Figure 1-1CTB-Locker image 

For more 

information 

"Attack WPS Sample" is actually a blackmailer 

August 2015 

Work Analyzing the history of ransomware attacks 

Contribution Ransomware attack classification, evolution history, threat trends, and family analysis 

For more 

information 

Uncovering the true face of ransomware 

February 20, 2016 

Event The first ransomware attack with Chinese prompts 

Contribution First to capture, first Chinese-language ransomware warning 

August 2015 

Event WannaCry 

Contribution First release of complete analysis, special detection, immunity tools, memory key extraction 

(recovery) tools, and traceability support 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=206809415&idx=1&sn=4ca5bae089b193887e5f9bc87953ad92&chksm=2f1c0a75186b83630190ef5b443ed333fd1436fc6cb2bd9e45e7e0f2d580fd16a2190b1c57b5&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=210469770&idx=1&sn=0ea5ab42574fa772d623eccc8a4edb08&chksm=2fc420b818b3a9ae78c57be7f5447fead50dcfeda478f75242680f7236eabfcf560d4ffa863d&scene=21#wechat_redirect
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Figure 1-2WannaCry virus image 

For more 

information 

Antiy's in-depth analysis report on the ransomware worm "WannaCry" 

Antiy's protection manual for dealing with the ransomware "WannaCry" 

Antiy analyzes the payment and decryption process of the ransomware worm WannaCry 

Antiy worm-like ransomware WannaCry immunity tool FAQ 4 

In response to the ransomware "WannaCry", Antiy released a boot guide 

February 2018 

Event GandCrab 

Contribution In-depth analysis report, encryption principle analysis 

For more 

information 

GANDCRAB ransomware targets Dash, Antiy IEP provides effective protection 

February 2018 

Event GlobeImposter 

Contribution Analysis of dynamic decryption principles 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170616&idx=2&sn=b4afaa317f87477a334b8b41fc1f05f6&chksm=beb9c7ca89ce4edc4d3e3d2b5604355f2f8d7060ad59c0b07dc84e5d86eb9d4fe35885d1b7c8&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170663&idx=1&sn=7c33a1ee937c7e99ac6c2ba7a8e6f7ea&chksm=beb9c61589ce4f0301ab839678ba181c927a794f7bdce636e1d53a7643533b6e811a35553df0&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170616&idx=1&sn=305c16676347621352c6096baa6e9332&chksm=beb9c7ca89ce4edccb4b3d54cbe6e85a0b662f8611359648d2dfb0cd9e02d90454e1b238ca2c&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650172130&idx=1&sn=2fb891ce19067cef3dc8b2ebef91713a&chksm=beb9c9d089ce40c679ed6541dcfce253b6e19a782d6945bae70a1bfdffb95997a03d79db1811&scene=21#wechat_redirect
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Figure 1-3 GlobeImposter ransomware image 

For more 

information 

Beware of GlobeImposter ransomware, Antiy IEP provides effective protection 

March 2019 

Event International black industry organizations target financial practitioners in some East Asian 

countries 

Contribution Event analysis, sample analysis, organizational association and profiling 

For more 

information 

International black industry organizations against financial practitioners in some East Asian 

countries 

June 2019 

Event Links to Sodinokibi ransomware group 

Contribution Tissue attribution, association analysis 

 

Figure 1-4 Sodinokibi image 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650172016&idx=1&sn=c44d05b02d3f6ce938208f7a8752b0f8&chksm=beb9c94289ce4054c8267128d95b9a07bcb220c24e7219b325e95678c94712e89286d5ab89d1&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173033&idx=2&sn=6c6aebb336b560779663666bd076bf91&chksm=beb9cd5b89ce444d21cfee965e1523b5da8f8141dd34d1f7dc81b7ee8c20c718497d9e90963d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173033&idx=2&sn=6c6aebb336b560779663666bd076bf91&chksm=beb9cd5b89ce444d21cfee965e1523b5da8f8141dd34d1f7dc81b7ee8c20c718497d9e90963d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173033&idx=2&sn=6c6aebb336b560779663666bd076bf91&chksm=beb9cd5b89ce444d21cfee965e1523b5da8f8141dd34d1f7dc81b7ee8c20c718497d9e90963d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173033&idx=2&sn=6c6aebb336b560779663666bd076bf91&chksm=beb9cd5b89ce444d21cfee965e1523b5da8f8141dd34d1f7dc81b7ee8c20c718497d9e90963d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173033&idx=2&sn=6c6aebb336b560779663666bd076bf91&chksm=beb9cd5b89ce444d21cfee965e1523b5da8f8141dd34d1f7dc81b7ee8c20c718497d9e90963d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173033&idx=2&sn=6c6aebb336b560779663666bd076bf91&chksm=beb9cd5b89ce444d21cfee965e1523b5da8f8141dd34d1f7dc81b7ee8c20c718497d9e90963d&scene=21#wechat_redirect
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For more 

information 

Analysis of the association between the ransomware Sodinokibi operating organization 

October 2019 

Event Phobos ransomware variant 

Contribution Sample attribution, family history 

 

Figure 1-5Phobos ransomware variants 

For more 

information 

Phobos ransomware variant analysis report 

April 2020 

Event WannaRen ransomware attack 

Contribution Capture warnings, analyze reports, and track and trace 

 

Figure 1-6 WannaRen ransomware attack pop-up window displayed 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173472&idx=1&sn=08ae28294a02a5a87b3e60d9c580335b&chksm=beb9d31289ce5a0408d0b4ef2fb91468c5fc9e96d4f28cd52f25c445d7d7ee968a6c5cf947f9&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173950&idx=1&sn=4082e1cfe5ed2b91f776853122df7777&chksm=beb9d2cc89ce5bda4a1d8434ca1b5e3c40b4736ed3e5179359a92ea446445911bf709300a383&scene=21#wechat_redirect
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For more 

information 

Review and analysis of WannaRen ransomware 

February 2021 

Event "Cloud Shovel" mining trojan 

Contribution Joint release, sample analysis, and disposal plan 

For more 

information 

Analysis of the "Cloud Shovel" Mining Trojan Event Targeting a Cloud Platform Server 

 

May-July 2021 

Event US fuel pipeline operator shut down due to ransomware attack 

Contribution Protection suggestions, sample analysis, event sorting and summary 

 

Figure 1-7 DarkSide ransomware attack ransom note 

For more 

information 

Analysis and suggestions on the closure of a US fuel pipeline company due to a ransomware 

attack 

Sample and follow-up analysis of the ransomware attack on a U.S. fuel pipeline company 

Summary of the Shutdown of US Fuel Pipeline Companies Due to Ransomware Attacks 

July 2021 

Event "Phantom Rat" organization steals secrets and attacks 

Contribution Global monitoring, process analysis, sample analysis 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650174694&idx=1&sn=97862a88a90a8ac081acb1dffb3a893e&chksm=beb9d7d489ce5ec208145a5713312ef6fb7f399ca7b4bd9166fdd5df1982c56295744c4421bf&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182619&idx=1&sn=9c3efe4c489d3921ee820aa06766c4d3&chksm=beb930e989ceb9ff0cc87c89a96403255464e77485d4e6ff85be736438ffa1985170b261426a&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182619&idx=1&sn=9c3efe4c489d3921ee820aa06766c4d3&chksm=beb930e989ceb9ff0cc87c89a96403255464e77485d4e6ff85be736438ffa1985170b261426a&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182619&idx=1&sn=9c3efe4c489d3921ee820aa06766c4d3&chksm=beb930e989ceb9ff0cc87c89a96403255464e77485d4e6ff85be736438ffa1985170b261426a&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182619&idx=1&sn=9c3efe4c489d3921ee820aa06766c4d3&chksm=beb930e989ceb9ff0cc87c89a96403255464e77485d4e6ff85be736438ffa1985170b261426a&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182954&idx=1&sn=881d61a5072f022bd477b57473ea5539&chksm=beb9361889cebf0e8f1afeb15e4dca97849fc2c5883520ac26a85d5a954f97ddd6b529e03f1d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182954&idx=1&sn=881d61a5072f022bd477b57473ea5539&chksm=beb9361889cebf0e8f1afeb15e4dca97849fc2c5883520ac26a85d5a954f97ddd6b529e03f1d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182954&idx=1&sn=881d61a5072f022bd477b57473ea5539&chksm=beb9361889cebf0e8f1afeb15e4dca97849fc2c5883520ac26a85d5a954f97ddd6b529e03f1d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182954&idx=1&sn=881d61a5072f022bd477b57473ea5539&chksm=beb9361889cebf0e8f1afeb15e4dca97849fc2c5883520ac26a85d5a954f97ddd6b529e03f1d&scene=21#wechat_redirect
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Figure 1-8Image of the "Phantom Rat" organization 

For more 

information 

Analysis of the "Phantom Rat" organization’s espionage and attack activities against my 

country 

August 2021 

Event Agent Tesla new variant 

Contribution Capture and warnings, analysis reports 

For more 

information 

Analysis of a new variant of the commercial stealing Trojan Agent Tesla 

September 2021 

Public Support China Academy of Information and Communications Technology "Ransomware Security 

Protection Manual" 

Contribution Telecom, China Mobile, China Unicom, Antiy, DBAPP, Qi An Xin, NSFOCUS, etc. 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650183677&idx=1&sn=aa3f2e6a89fc0da94f3c9bb0668edbec&chksm=beb934cf89cebdd98ce1eed2e350f7af080cea3d6632db0e84b69ecfeee7a0a7a95a7c2f4dbf&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650183677&idx=1&sn=aa3f2e6a89fc0da94f3c9bb0668edbec&chksm=beb934cf89cebdd98ce1eed2e350f7af080cea3d6632db0e84b69ecfeee7a0a7a95a7c2f4dbf&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650183754&idx=1&sn=90d4b932c3612dc36f0b9b250568b3f5&chksm=beb93b7889ceb26e594b7b700b0cc385f069f31196383684ecb84611bc8830864239e2674de9&scene=21#wechat_redirect
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Figure 1-9Ransomware Security Protection Manual 

October 20-21 

Event FormBook stealing trojan attack 

Contribution Capture warnings and analysis reports 

For more 

information 

Analysis report on a unit that was attacked by the FormBook stealing Trojan 

November 2021 

Event RedLine steals secrets 

Contribution Communication channels, analysis reports 

For more 

information 

Analysis of the RedLine Stealing Trojan Spreading Through Video Websites 

Follow-up analysis of the RedLine stealing Trojan spread through video websites 

November 2021 

Work Ransomware attacks and hazards 

Contribution Ransomware attacks 

 

Figure 1Schematic diagram of the principle of IEP's defense against ransomware 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650184532&idx=1&sn=3aaddf3e0445f8ba42fe308b4851ae0d&chksm=beb9386689ceb1707ed7ea5cbb890b456edb89127d0b1ba8a53e344b2277ed1a8b20c8a520ff&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650185358&idx=1&sn=4d3a60b1d0bf57e4e20120b20eb3b554&chksm=beb93dbc89ceb4aa598c8786fc0e3982525589480e53955c39e7f59f56ae689705e91d32e34f&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650194225&idx=1&sn=a87652ce3cd04036d876408fae670629&chksm=beb9620389ceeb15c4520103eb67ad40a19bbae11b6ba834a1687875fbfdb931dc1503debcde&scene=21#wechat_redirect
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For more 

information 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 1: Four 

Divisions of Labor in Ransomware Attacks 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 2: Two Typical 

Modes of Ransomware Attacks 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 3: Common 

Spreading Methods and Intrusion Paths 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 4: Analysis of 

the "Ransomware Attack Kill Chain" 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 5: Four Main 

Types of Ransomware 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 6: Important 

Attack Characteristics 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 7: Ten Typical 

Families 

"Understanding Ransomware Attacks and Dangers from Eight Aspects" Part 8: The 

Development Trend of Ransomware Attacks 

November 2021 

Event H2Miner organizes mining 

Contribution Sample analysis and troubleshooting suggestions 

For more 

information 

Dual-platform communication: analysis of active H2Miner mining organization 

December 2021 

Event Conti ransomware 

Contribution Organization introduction, victim information sorting, sample analysis 

 

Figure 1-10Conti ransomware attack ransom letter 

For more 

information, 

Conti Ransomware Analysis Report 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650184753&idx=1&sn=73eaf49bbaf1d1b2fd88767fa9fac46b&chksm=beb93f0389ceb615fb6908ea035804e0994175f827ef945518760e80f43a69910342151cee33&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650184753&idx=1&sn=73eaf49bbaf1d1b2fd88767fa9fac46b&chksm=beb93f0389ceb615fb6908ea035804e0994175f827ef945518760e80f43a69910342151cee33&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650184778&idx=1&sn=60794a9f4d415d32dde64fddf4999ab9&chksm=beb93f7889ceb66ed18957328a95d3eff7e5d2e75adb9127fc9d228478fcb217af27c474e5ed&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650184778&idx=1&sn=60794a9f4d415d32dde64fddf4999ab9&chksm=beb93f7889ceb66ed18957328a95d3eff7e5d2e75adb9127fc9d228478fcb217af27c474e5ed&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650184803&idx=1&sn=852e514c99b9e61795456028ba9087f6&chksm=beb93f5189ceb647624ad0f1e27238d5e23fb0afae90de286d434cca4a6fe0dfe93cf50cc760&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650184803&idx=1&sn=852e514c99b9e61795456028ba9087f6&chksm=beb93f5189ceb647624ad0f1e27238d5e23fb0afae90de286d434cca4a6fe0dfe93cf50cc760&scene=21#wechat_redirect
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February 2022 

Event Coffee ransomware attack 

Contribution Sample analysis, global infection situation, decryption tools 

 

Figure 1-11Coffee ransomware attack ransom letter 

For more 

information 

Coffee ransomware continues to be active, Antiy releases decryption tool 

March 2022 

Work Special Topic: Business Stealing Trojans 

Contribution Special research 

For more 

information 

Comprehensive analysis report on commercial stealing Trojans 

September 2022 

Event "Magic Thief" secret-stealing Trojan horse spreads on a large scale 

Contribution Joint release, risk warning, infection scale, sample analysis 

For more 

information 

Risk warning about the large-scale spread of the "Magic Thief" secret-stealing Trojan 

November 2022 

Work Mining family research 

Contribution Mining special 

For more 

information, see 

Analysis of Typical Mining Families Part 1 | Outlaw Mining Botnet 

Analysis of Typical Mining Families Part 2 | TeamTNT Mining Organization 

Analysis of Typical Mining Families Part 3 | Sysrv-hello Mining Worm 
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Analysis of Typical Mining Families Part 4 | LemonDuck Mining Botnet 

March 2023 to Present 

Event "SwimSnake" black industry gang 

Contribution First capture, analysis report, special detection tool, census tool 

 

Figure 1-12Image of the "SwimSnake" black market gang 

For more 

information 

Analysis of a black market group that uses cloud note platforms to deliver remote control 

Trojans 

Analysis of the large-scale attack activities launched by the "SwimSnake" black industry 

gang against domestic users 

Analysis of recent phishing attacks by the "SwimSnake" black industry gang 

"SwimSnake" black industry group using WeChat to spread malicious code 

Special analysis report on the "SwimSnake" black industry gang 

Analysis of the new round of attacks by the "SwimSnake" black industry gang against 

financial personnel and e-commerce customer service 

Recent attack activities of the "SwimSnake" black industry 

Analysis of phishing attacks carried out by "SwimSnake" black market gangs using 

malicious documents 

 

May 2023 

Event Akira ransomware attack 

Contribution Ransomware attack overview and technical review 
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Figure 1-13Akira ransomware attack ransom letter 

For more 

information 

Analysis of Akira ransomware suspected of using targeted attack mode 

June 2023 

Event Recent attacks by Diicot mining group 

Contribution Monitoring, early warning, joint release 

For more 

information 

Analysis of recent attack activities of Diicot mining organization 

November 2023 

Event LockBit ransomware attack 

Contribution Sample analysis and targeted ransomware defense thinking 

 

Figure 1-14 LockBit ransomware attacks modify desktop backgrounds 

For more 

information 

Analysis of LockBit ransomware samples and defense against targeted ransomware 
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December 2023 

Event Boeing hit by ransomware attack 

Contribution Threat trend analysis, analysis review, defense thinking, sample analysis 

 

Figure 1-15 Analysis and Review of the Boeing Ransomware Attack Incident 

For more 

information 

Boeing ransomware attack analysis and review: threat trend analysis and defense thinking 

of targeted ransomware 

January 2024 

Event "Dark Mosquito" black production gang 

Contribution Global monitoring, activity timeline, attack process, sample analysis 

For more 

information 

"Anmosquito" black market gang spreading Mac remote control Trojan attack activities 

through domestic download sites 

May 2024 

Event Antiy ransomware prevention drill 

Contribution Ransomware protection topics, ransomware prevention and control drill services 

 

Figure 1-16ransomware prevention and control drill service overview 

For more 

information 

New anti-ransomware tool | Antiy ransomware prevention and control drill service 
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May 2024 

Event "Nichan" mining trojan 

Contribution Sample analysis, troubleshooting and removal solutions 

For more 

information 

Analysis of the "Nichan" mining trojan activity 

September 2024 

Event RansomHub ransomware attack 

Contribution Organizational background, organizational attribution 

 

Figure 1-17 RansomHub organizes RaaS program 

For more 

information 

Analysis of the active RansomHub ransomware attack organization 
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Appendix: About Antiy 

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively 

responding to security threats. Through more than 20 years of independent research and development, Antiy has 

developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and 

large-scale threat automation analysis. 

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and 

other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container 

and other system environments, providing system security capabilities including endpoint antivirus, endpoint 

protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc. 

Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and 

threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats 

through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA), 

Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-

generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help 

customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four 

major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat 

inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple 

security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation 

capabilities. 

Antiy provides comprehensive security solutions for clients with high security requirements, including network 

and information authorities, military forces, ministries, confidential industries, and critical information infrastructure. 

Antiy has participated in the security work of major national political and social events since 2005 and has won 

honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and 

services have provided security support for major spaceflight missions including manned spaceflight, lunar 

exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft, 

escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant 

departments. 
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading 

security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat 

detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart 

terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in 

the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property 

Advantage Enterprise and the 17th (2015) China Patent Excellence Award. 

Antiy is an important enterprise node in China emergency response system and has provided early warning and 

comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr", 

"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis 

against dozens of advanced cyberspce threat actors (APT groups) such as "Equation", "White Elephant", "Lotus" and 

"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is 

accurately predicted.  


