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Safeguarding China Operation (Part 3) 

——Analysis and Judgment of Major Events and Response to High-Risk 

Vulnerabilities 

Antiy CERT 

 

On the occasion of the 75th anniversary of the National Day, Antiy CERT has gathered and sorted out the 

historical work in security event handling, major event analysis, advanced threat analysis, etc. In order to 

summarize experience, refine rules, and improve deficiencies, our subsequent analysis and response work can 

more effectively support the national security struggle. 

Threat analysis and response is an important capability spectrum of Antiy. Antiy conducts a series of work 

such as threat perception, capture, analysis, disposal, tracing, reporting, and exposure for attack activities, attack 

equipment, and threat actors, continuously promotes iterative improvements in core engines and product and 

service capabilities, and effectively supports public security governance and national security struggles. 

In 2004, Antiy established the Antiy Computer Emergency Response Team based on the virus analysis group, 

which was later renamed Antiy Security Research and Emergency Response Center, namely Antiy CERT. 

According to the working principle of "starting at the first time, responding to multiple threats at the same time, 

three systems linkage, and four operation planes coordination", a working mechanism was established. For major 

security events and advanced threat response and disposal, an overall combat readiness mobilization mechanism 

was formed. Antiy has been elected as the national (class A) support unit of the National Internet Emergency 

Center for eight consecutive terms (sixteen years). 

Today we bring you the third part of Antiy's emergency response and threat analysis work track - analysis 

and judgment of major events and response to high-risk vulnerabilities. 

Antiy has participated in and supported the verification, analysis and other work of many major network 

security-related events since 2005. Based on its own analytical capabilities and systems, it provides decision-making 
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references for competent departments and strategic customers, and provides objective, rational and true event 

information to the public. 

Among threats, Antiy's earliest analysis work started with malicious code samples/executable bodies, and 

vulnerability analysis itself was not the main perspective of Antiy's analysis work. In the early worm analysis process, 

only wormable (remotely executable) vulnerabilities were warned and judged as part of the worm propagation 

mechanism analysis. After 2008, as more serious vulnerabilities were targeted and exploited by attackers instead of 

being exposed with worm propagation, Antiy gradually decoupled the response analysis of serious vulnerabilities 

from the worm analysis process, forming a set of work methods mainly centered on vulnerability analysis -> 

vulnerability exploitation detection -> vulnerability mitigation. Gradually, the process including vulnerability 

intelligence collection, vulnerability verification, impact scope assessment, vulnerability exploitation technology 

analysis, repair suggestion formulation and emergency response strategy planning has been improved, which has 

improved the Antiy engine's ability to detect vulnerability exploitation payloads and the product's ability to mitigate 

and protect vulnerabilities. 

In the above work, we will extract the publicly released parts and compile them into this index. 

1. Analysis and Judgment of Major Events and Response to High-Risk 

Vulnerabilities 

May 2007 

Event Symantec accidentally killed Microsoft's Windows XP Chinese patch, causing system blue 

screen incident 

Contribution 

 

By deeply comparing multiple language versions, differences between patches and original 

versions, and analyzing the causes of related antivirus software alarms, the cause of the 

incident was accurately determined. 

For more 

information 

"Analysis of the event regarding Symantec's killing of Chinese XP system files" 

Antiy Technical Articles Compilation (Volume 3) 

October 2008 

Vulnerabilities Windows SMB Service Vulnerability (MS08-067) 

Contribution 

 

Analysis report, principle and detection method 
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For more 

information 

Windows SMB Service (MS08-067) (Vulnerability Analysis and Response) 

Antiy Technical Articles Compilation (Volume 2) 

July 2013 

Event Snowden 

Contribution 

 

An analysis of the causes of the Snowden effect 

 

Figure 1-1Relationship diagram of information related to the Snowden incident 

For more 

information 

An analysis of the causes of the Snowden effect (published in the Communications of the 

Chinese Computer Society) 

April 2014 

Vulnerabilities Heartbleed CVE-2014-0160 

Contribution 

 

In-depth mechanism analysis, popularization of vulnerability mechanisms and mitigation 

methods, and provision of network detection methods 
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Figure 1-2Image of the Heartbleed vulnerability 

For more 

information 

CVE-2014-0160 (TLS heartbeat reading remote information leakage) vulnerability brief 

description and network-side detection suggestions 

Heartbleed Vulnerability (CVE-2014-0160) FAQ 

"Antiy Technical Articles Compilation Hot Events Special Topic (Volume 1)" 

April 2014 

Event WinXP service stopped 

Contribution 

 

Inspiration from Microsoft's security evolution, thinking about operating system security 

For more 

information 

Impact of XP shutdown on the security threat landscape (YOCSEF Special Forum Meeting 

Report) 

"Antiy Technical Articles Compilation Hot Events Special Topic (Volume 2)" 

September 2014 

Vulnerabilities "Shellshock" Vulnerability (CVE-2014-6271) 

Contribution 

 

Vulnerability mechanism analysis, malicious code association analysis, historical evolution 

analysis 
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Figure 1-3"Shellshock" vulnerability (CVE-2014-6271) 

For more 

information 

Analysis of Bash Remote Code Execution Vulnerability "Shellshock" (CVE-2014-6271) 

Analysis Report on Malicious Code Samples Related to the "Shellbreak" Vulnerability — 

Analysis Related to "Shellbreak" Part II 

Evolution of Threats Associated with the "Shellbreak" Vulnerability and the Current Status 

of Malicious Code in UNIX-like Systems — Analysis Related to "Shellbreak" Part III 

"Antiy Technical Articles Compilation Hot Events Special Topic (Volume 2)" 

September 2014 

Vulnerabilities Sandworm vulnerability (CVE-2014-4114) 

Contribution 

 

In-depth analysis of vulnerability mechanisms, fine-grained vulnerability configuration 

environment analysis, malicious code association analysis, and historical evolution analysis 
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Figure 1-4 Image of the Sandworm vulnerability (CVE-2014-4114) 

For more 

information 

Comprehensive analysis report on threats related to Sandworm (CVE-2014-4114) 

"Antiy Technical Articles Compilation Hot Events Special Topic (Volume 2)" 

September 2015 

Event Xcode Unofficial Supply Chain Pollution (XcodeGhost) 

Contribution 

 

In-depth event analysis report and fine-grained investigation of the scope of event impact 

 

Figure 1-5 Report cover of Xcode unofficial version malicious code pollution incident 

(XcodeGhost) 
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Figure 1Xcode unofficial supply chain pollution incident 

For more 

information 

Analysis and review of Xcode unofficial version malicious code pollution inc ident 

(XcodeGhost) 

January 2016 

Event Attack on Ukraine's power system 

Contribution 

 

Complete review from early botnet propagation to final attack, accurately determine the 

mechanism of effectiveness, and make disposal suggestions 

                  

Figure 1-6 7report on the attack on Ukraine’s power system 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=211284160&idx=1&sn=a2de7a525b668f78b55dc318d3e7cf2a&chksm=2fd853f218afdae41bdbc83b9cf9ddc0f3ee3dfe19514df6f784027d9ea083064e1bc6938bd5&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=211284160&idx=1&sn=a2de7a525b668f78b55dc318d3e7cf2a&chksm=2fd853f218afdae41bdbc83b9cf9ddc0f3ee3dfe19514df6f784027d9ea083064e1bc6938bd5&scene=21#wechat_redirect
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乌克兰电力系统遭

受攻击事件可视化复现视频.mp4
 

Video 1-1 

For more 

information 

Comprehensive analysis report on the attack on Ukraine's power system  

May 2017 

Event A large-scale ransomware attack "WannaCry" broke out around the world 

Contribution 

 

First release of complete analysis, special detection, immunity tools, memory key extraction 

(recovery) tools, and traceability support 

 

Figure 1-8Cover of the WannaCry MS17-010 in-depth analysis report 

For more 

information 

Antiy's in-depth analysis report on the ransomware worm "WannaCry"    

Antiy's protection manual for dealing with the ransomware "WannaCry"  

Antiy analyzes the payment and decryption process of the ransomware worm 

WannaCry 

Antiy worm-like ransomware WannaCry immunity tool FAQ 4  

In response to the ransomware "WannaCry", Antiy released a boot guide  

June 2017 

Event Attacks on financial and other infrastructure disguised as ransomware attacks 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=401994100&idx=1&sn=ebbe4e2dd089c3a12b914546367678b5&chksm=34ba524603cddb50c1e78beeba21f66b850c49b0ed38ff5c09120438ad4a3b129aa351ee776c&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170616&idx=2&sn=b4afaa317f87477a334b8b41fc1f05f6&chksm=beb9c7ca89ce4edc4d3e3d2b5604355f2f8d7060ad59c0b07dc84e5d86eb9d4fe35885d1b7c8&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170616&idx=2&sn=b4afaa317f87477a334b8b41fc1f05f6&chksm=beb9c7ca89ce4edc4d3e3d2b5604355f2f8d7060ad59c0b07dc84e5d86eb9d4fe35885d1b7c8&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170663&idx=1&sn=7c33a1ee937c7e99ac6c2ba7a8e6f7ea&chksm=beb9c61589ce4f0301ab839678ba181c927a794f7bdce636e1d53a7643533b6e811a35553df0&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170663&idx=1&sn=7c33a1ee937c7e99ac6c2ba7a8e6f7ea&chksm=beb9c61589ce4f0301ab839678ba181c927a794f7bdce636e1d53a7643533b6e811a35553df0&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170616&idx=1&sn=305c16676347621352c6096baa6e9332&chksm=beb9c7ca89ce4edccb4b3d54cbe6e85a0b662f8611359648d2dfb0cd9e02d90454e1b238ca2c&scene=21#wechat_redirect
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Contribution 

 

We immediately guessed that it was a destructive attack disguised as a ransomware virus and 

put forward prevention suggestions 

Petya攻击某行业

事件可视化复现.mp4
 

Video 1-2Visual reproduction of the Petya attack on a certain industry 

For more 

information 

Analysis and response to the PETYA virus that attacks Ukraine and other countries  

September 2017 

Event Bluetooth protocol vulnerability 

Contribution 

 

Release report, attack verification 

 

Figure 1-9's research on security in peripherals, short-distance communications and other 

related fields 

For more 

information 

Antiy's comprehensive analysis report on BlueBorne attacks based on Bluetooth 

protocol vulnerabilities 

 

January 2018 

Event Meltdown and Spectre 

Contribution 

 

Take the lead in early warning, vulnerability analysis, and vulnerability verification 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650170886&idx=1&sn=4a10e6ee7d7c369ce9b8bfbd53691212&chksm=beb9c53489ce4c22078314ee2d45d1015208f77c8011586f2e10fed432564e332a3a254845f6&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650171151&idx=1&sn=e8fe6b65f8b913e5562f4d00318d1543&chksm=beb9c43d89ce4d2b4eb2adcb96d2a53ef1460815b8205fc00c0a06de03ce63ab2a320286eb68&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650171151&idx=1&sn=e8fe6b65f8b913e5562f4d00318d1543&chksm=beb9c43d89ce4d2b4eb2adcb96d2a53ef1460815b8205fc00c0a06de03ce63ab2a320286eb68&scene=21#wechat_redirect
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Figure 1-10Meltdown and Spectre analysis report home page 

For more 

information 

Analysis report on the processor A-level vulnerabilities Meltdown and Spectre 

A brief FAQ about Meltdown attacks and CPU architecture 

FAQ about Meltdown and Spectre, the A-level vulnerabilities of processors 

Antiy Hot Events Special Topic (Volume 5) 

March 2019 

Event Massive power outage in Venezuela 

Contribution 

 

Jointly released the report with Guangdong Provincial Power System 
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Figure 1-11 Cover of the report on the large-scale power outage in Venezuela 

For more 

information 

Preliminary analysis and reflections on the massive power outage in Venezuela  

 

 

March 2020 

Event US implants malicious code into Russian power grid 

Contribution 

 

Event summary and practical threat hunting 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173004&idx=1&sn=7ac2ec2fa90f872b23af70734c496dd6&chksm=beb9cd7e89ce4468fe8b11c65b376a5586a0d7eba787c641e59c639ddddbd0be9bd45c12d803&scene=21#wechat_redirect
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Figure 1-12Threat Hunting Process Overview 

For more 

information 

Practical threat hunting makes threats nowhere to hide - enlightenment from reports 

such as "US implants malicious code into Russian power grid"  

 

March 2020 

Event Microsoft SMBv3 (CVE-2020-0796) 

Contribution 

 

Vulnerability principle analysis, immunity tools 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173511&idx=1&sn=b83856e9270a4038b5d2cf7a8a7f84c9&chksm=beb9d37589ce5a630c098e301d9f168f3142e1b4d33b941ea55b69b002caf7218f1cbea313b2&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650173511&idx=1&sn=b83856e9270a4038b5d2cf7a8a7f84c9&chksm=beb9d37589ce5a630c098e301d9f168f3142e1b4d33b941ea55b69b002caf7218f1cbea313b2&scene=21#wechat_redirect
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Figure 1-13CVE-2020-0796 SMBv3 vulnerability immunity tool 

For more 

information 

Antiy analyzes Microsoft SMBv3 high-risk vulnerability and releases immunity 

tool 

December 2020 

Event FireEye red team tools stolen 

Contribution 

 

Analysis report, troubleshooting methods and thinking 

For more 

information 

Analysis and reflections on the theft of FireEye red team tools  

Follow-up analysis of the FireEye red team tool theft incident  

December 2020 

Event SolarWinds software used in supply chain attacks 

Contribution 

 

Analysis report 

 

Figure 1-14SolarWinds incident-related malicious code prefabrication + network 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650174578&idx=1&sn=d1704d1a81a7a0799b34db163e28d698&chksm=beb9d74089ce5e560757f76a85834ef7469894c1a01c9495c4fb0078293cde99ed820d35be8c&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650174578&idx=1&sn=d1704d1a81a7a0799b34db163e28d698&chksm=beb9d74089ce5e560757f76a85834ef7469894c1a01c9495c4fb0078293cde99ed820d35be8c&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650180125&idx=1&sn=1582cf1d6f33e834a33952708c2da35f&chksm=beb9292f89cea03992ecd80119f54d6e8cc503162b82538cff2a3d863002b6d32cd79396c2d2&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650180187&idx=1&sn=1d9f6b3d49fab2558816089f4c500601&chksm=beb9296989cea07f25e431f1175f88905d7b9f4ac48d38c8f3f30e5b902267da17f0c4b54596&scene=21#wechat_redirect
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management software turned into RAT threat framework map 

For more 

information 

SolarWinds software used to analyze supply chain attacks  

May 2021 

Event Colonial Pipeline, the largest U.S. refined petroleum pipeline operator, suffered a 

cyberattack 

Contribution 

 

Analysis report, provide judgments and suggestions 

 

Figure 1-15 Cover of a report on the ransomware attack on a US fuel pipeline company 

For more 

information 

Preliminary analysis and suggestions on the closure of a US fuel pipeline company 

due to a ransomware attack  

Sample and follow-up analysis of the ransomware attack on a US fuel pipeline 

company 

Summary of the Shutdown of US Fuel Pipeline Companies Due to Ransomware 

Attacks 

December 2021 

Vulnerabilities Apache Log4j 2 Remote Code Execution 

Contribution 

 

Provide troubleshooting methods, disposal suggestions and solutions 

For more 

information 

Apache Log4j 2. Remote Code Execution Vulnerability Investigation and Treatment 

Suggestions 

Log4j security vulnerability response practice in cloud host scenario  

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650180201&idx=1&sn=994629b645b7c686fb75c93978063ddd&chksm=beb9295b89cea04dc176e1db69e834898215d35f74e865d4a6ce0029f6f67432fe4a8064e71c&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182542&idx=1&sn=7c219a92af952c834c3eb0dbb8fce7b0&chksm=beb930bc89ceb9aa85916e82f7a68a998995fb8cd6336484ab6a5976fe9a67764d025ddf1f72&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182619&idx=1&sn=9c3efe4c489d3921ee820aa06766c4d3&chksm=beb930e989ceb9ff0cc87c89a96403255464e77485d4e6ff85be736438ffa1985170b261426a&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182619&idx=1&sn=9c3efe4c489d3921ee820aa06766c4d3&chksm=beb930e989ceb9ff0cc87c89a96403255464e77485d4e6ff85be736438ffa1985170b261426a&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182954&idx=1&sn=881d61a5072f022bd477b57473ea5539&chksm=beb9361889cebf0e8f1afeb15e4dca97849fc2c5883520ac26a85d5a954f97ddd6b529e03f1d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650182954&idx=1&sn=881d61a5072f022bd477b57473ea5539&chksm=beb9361889cebf0e8f1afeb15e4dca97849fc2c5883520ac26a85d5a954f97ddd6b529e03f1d&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650185600&idx=1&sn=177e949a962e61005e6e3a0b075477e9&chksm=beb93cb289ceb5a469042f687cee6e9ba89a50b03fc5ae25cc1783ad220dde191111c7dd1443&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650185600&idx=1&sn=177e949a962e61005e6e3a0b075477e9&chksm=beb93cb289ceb5a469042f687cee6e9ba89a50b03fc5ae25cc1783ad220dde191111c7dd1443&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650185779&idx=1&sn=863ba6c28b4659bcdcbeedc5796b2f80&chksm=beb9030189ce8a17c9d761d20bb5b12332579dc1f14809a4db7c172fcd4cacbc4de344db5640&scene=21#wechat_redirect
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When will the Log4j vulnerability be resolved? Antiy RASP will solve the problem 

October 2023 

Vulnerabilities Curl high-risk vulnerability (CVE-2023-38545) 

Contribution 

 

Analysis follow-up, multiple detection methods, reinforcement methods 

For more 

information 

Curl High-Risk Vulnerability (CVE-2023-38545) Analysis Report and Suggestions  

December 2023 

Event Boeing hit by ransomware attack 

Contribution 

 

This paper analyzes the most active LockBit ransomware attack organization and takes its 

attack on Boeing as a typical case. It summarizes the rules of RaaS+ targeted ransomware 

attacks and puts forward prevention suggestions. 

“LockBit组织”针对

波音的勒索攻击事件可视化复现.mp4
 

Video 1-3Visual reproduction of the ransomware attack by the "LockBit Group" against 

Boeing 

For more 

information 

Boeing ransomware attack analysis and review: threat trend analysis and defense 

thinking of targeted ransomware 

July 2024 

Event CrowdStrike caused a massive system crash 

Contribution 

 

Complete mechanism analysis, emergency solutions and temporary disposal tools 

 

Figure 1-16Antiy temporary disposal tool CrowdStrike_Crash_Fix 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650185694&idx=1&sn=a6a592167861d130e1f184e9e432a44e&chksm=beb93cec89ceb5fa55ad6629074e1420c2051a1ac6638cfa81e323ea811d3953299599d6024b&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650202104&idx=1&sn=f18c0cf27d5f51cb2f7e6de1a17b5dc1&chksm=beb97cca89cef5dcbfe386ed8e4430f9d86f5f2f7cd3b9cbe52a4b985cb4cdef1dad9a8adbc3&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650203209&idx=1&sn=6aa9fddd53b7c847c6376a57cb386050&chksm=beb9477b89cece6dffd558831980b040b4b846496340115d60f8da96240fedb694599bc2fc7b&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650203209&idx=1&sn=6aa9fddd53b7c847c6376a57cb386050&chksm=beb9477b89cece6dffd558831980b040b4b846496340115d60f8da96240fedb694599bc2fc7b&scene=21#wechat_redirect
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Figure 1-17Cover of the technical report on the CrowdStrike-caused large-scale system 

crash 

For more 

information 

A Technical Analysis of the CrowdStrike Global System Failure Contemplating 

Falcon's Broken Wings 

Analysis notes on CrowdStrike's library loading and rapid upgrade mechanism  

Analysis of Attack Activities Disguised as CrowdStrike Repair Files  

August 2024 

Vulnerabilities Windows Server RDL Remote Execution Vulnerability (CVE-2024-38077) 

Contribution Emergency tools to mitigate vulnerabilities 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650206335&idx=1&sn=5f5698f94404c96864c9b524d13657a4&chksm=beb9534d89ceda5b6365547259e3f7c5f31801573f11d521f1e124901f1f3aa684774aed71a7&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650206335&idx=1&sn=5f5698f94404c96864c9b524d13657a4&chksm=beb9534d89ceda5b6365547259e3f7c5f31801573f11d521f1e124901f1f3aa684774aed71a7&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650206560&idx=1&sn=975b0b0dbeae72ca4fda7c399982f424&chksm=beb9525289cedb44f875370f28e3accd402902ef2db9544da5f95bfb8aacde3a29c49d76dd30&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650206374&idx=1&sn=814a550aad9cfabdd8852ab7605bb98c&chksm=beb9539489ceda8288adab8991f0fc1116e927db1016e9f461c18877b313192749eea781a85f&scene=21#wechat_redirect
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Figure 1-18CVE-2024-38077 vulnerability emergency response tool 

September 2024 

Event Analysis and Assessment of the Lebanese Pager (BP Machine) Incident 

Contribution 

 

Analyze relevant mechanisms and triggering processes, and provide in-depth analysis 

reports 

 

Figure 1Cover of the Analysis Report on the Lebanese Pager (BP Machine) Explosion 

Incident 

For more 

information 

Analysis of the Lebanese Pager (BP Machine) Explosion Incident  

 

http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650207094&idx=1&sn=179af939fd084fb5b43b6cfc7642a1c1&chksm=beb9504489ced95253d6efc8925aff064b19b17a657a7ee1fe79d178ca2bb9c817bddc34eaca&scene=21#wechat_redirect
http://mp.weixin.qq.com/s?__biz=MjM5MTA3Nzk4MQ==&mid=2650207094&idx=1&sn=179af939fd084fb5b43b6cfc7642a1c1&chksm=beb9504489ced95253d6efc8925aff064b19b17a657a7ee1fe79d178ca2bb9c817bddc34eaca&scene=21#wechat_redirect
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Early Antiy historical analysis reports and technical documents were published in the Antiy Technical Articles 

Compilation. All the ten volumes of history and the electronic version of the ten volumes of technical articles 

collection are now available on the Antiy Information Intelligence Platform. The Antiy Information Intelligence 

Platform also includes the PDF version of Antiy's historical public analysis reports. Those who are interested in 

becoming users of the Antiy Intelligence Platform can contact iia_sales@antiy.cn . 
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Appendix: About Antiy 

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively 

responding to security threats. Through more than 20 years of independent research and development, Antiy has 

developed technological leadership in areas such as threat detection engines, advanced threat countermeasures, and 

large-scale threat automation analysis. 

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and 

other system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container 

and other system environments, providing system security capabilities including endpoint antivirus, endpoint 

protection (EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc. 

Antiy has established a closed-loop product system of threat countermeasures based on its threat intelligence and 

threat detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats 

through products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA), 

Attack Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-

generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help 

customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four 

major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat 

inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple 

security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation 

capabilities. 

Antiy provides comprehensive security solutions for clients with high security requirements, including network 

and information authorities, military forces, ministries, confidential industries, and critical information infrastructure. 

Antiy has participated in the security work of major national political and social events since 2005 and has won 

honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and 

services have provided security support for major spaceflight missions including manned spaceflight, lunar 

exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft, 

escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant 

departments. 
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Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading 

security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat 

detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart 

terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in 

the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property 

Advantage Enterprise and the 17th (2015) China Patent Excellence Award. 

Antiy is an important enterprise node in China emergency response system and has provided early warning and 

comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr", 

"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis 

against dozens of advanced cyberspce threat actors (APT groups) such as "Equation", "White Elephant", "Lotus" and 

"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is 

accurately predicted. 


