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Talking From A Piece of “News”  am

Home | Product Guides | Software | Security | Google Pulls Malware-Infected Apps from Android Market

Google Pulls Malware-Infected Apps from
Android Market

EyCthE Albanesius =~ June 2 2011 10:27am EST A 1 Comment

Google has removed more than two dozgen apps from the Android
Market due to malware, according to mohbile security firm Lookout,

"Thiz weekend, multiple applications available in the official Andreoid
Market were found to contain malware that can compromise a
zignificant amount of personal data,” Lookout said in a blog post.

"Likely created by the same developers who brouzght DroidDream to

market back in March, 26 applications were found to be infected with
a stripped down version of DroidDream we're calling 'Droid Dream Light' (DDLight )"

(zoogle has removed the offending apps. "We've suspended a number of suspicious
applications from Android Market and are continuing to investigate them,” the company
zaid in a statement.
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Analvsis on Malware amiy

Normal nhancedGooglesearchProvider.apk+ | This malicious sample
com.google.android.providers.enhancedgooglesearch » Roenser: | N=Andeoid,O=Android,0=Google Inc. A licenser: CN=Andond Debug.0U=Android,0
Chinese Name (2 promulgator: CN-Al:dlotdf)(j:W‘ ‘WOW‘ Inc.t promulgator: ‘CN=Andond Debu: “ouOU-Andri ?;d,é
— z validity: jan 7 23:33:34 2036 GMT validity: May 26 09:00:04 2111 GMT
Original Name a.apk @  [seriainumber c2e08716643a308a 2
_ o serial number. 4dfdbass
UL Source module name module type mosile narms —moduls iyps JNemeE coniet
Collection § Launcher  activity e o e e
Source @ ALauncher activity e et B S S e
System . ES -Settings activity e s i D
e Android 3 || susinesstisting activity i e B
% e e reo e Fks e s a s g
Format I 5 g et
Lo Qe WS § W e~ e
MD5 Value BFBB58D0OF8B487869393A0244AE71AFC access . access -
SOl Parmea e, ALCESS _NETWOR_STATE v pawaa— ACCEW WWL_STATE
oo e Permmpmon RECETV_ SEARCILOG i il S w ar s wn A CEIVE G ORAL VAR _L O
CRC32 Value C1C12A99 s T
SHA1 Value 59EE114166CDBCDDB88B38299934021080053D86 T | e osmis A S ‘
§ 2 Gl parmateon WRITE _SETTINGS N_‘:______\__,K_\._' '
Bytes @® M a0 CALL_PHONE ot e o S CRADANTIR S
n B AT ACCE S COARSE _LOCATION SD el permnn e, N W
o S Ol parTrus seen INTURNE T SO ] e v WL INE NS

Malware Information | =2 e
PEEEE  Trojan/Android.droiddg.a[rmt,sys] = S — —
CNCERT Name a.remote.droiddg.a ¢ &8 com ¢ 8 com
- ¢ &8 google ¢ & google
+ & anaroig ¢ @ anaroi

D

¢ &8 googleapps |= googleapps "I
None o @ GoogleLog ! ?- @ GoogleLog
.. . . . o @ 1GoogleLog o @ 1GoogleLo
Original/Tied Firmware embedding Q ~ @ LoginData| | + @ LoginData 7
remote system & ¢ & googlelogin o & aoft
e @ GoogleApp o & aon
g o O GoogleLog o 8 apps
g @ GoogleLog o g map
) ® GoogleLog ¢ &8 googlelogin
® saMmLUtils @ Googleapp
o O weblLogin\ o O GoogleLog
¢ 8 providers ®© GoogleLog
o @ AbstractGO O GoogleLog
o @ GoogleSelly O samLutits [

< [ ] I le <« Il | 1] e
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Spycall (Nickispy)

« Spycall and send back
* Disguise as Google+

In the First Time

Sl @ 9:52

SU AL s e

| Running services'
Google++
eSS google androld
Q: UploadService
‘{: SocketService

AlarmService

MainService

SmsControllerService

2011/09/17

B4 -
Name Size Date Time Permissions
> @ data 2010-12-14 14:10 drwxrwx-—x
v @8 mnt 2011-09-07 14:10 drwxrwxr-x
> @8 asec 2011-09-07 14:13 drwxr-xr-x
v @8 sdcard 2011-09-07 14:13 d—rwxr-x
> @ Android 2011-04-29 20:00 d—rwxr-x
> @8 Claud 2011-01-12 10:38 d—rwxr-x
> @ DCIM 2011-09-07 13:12 d—rwxr-x
> @8 LOST.DIR 2010-11-18 13:11 d—rwxr-x
> @ Merriam-Webster 2011-02-04 10:03 d—rwxr-x
> @ Tencent 2011-06-11 11:43 d—rwxr-x
> @ bookassistant_book_images 2011-09-03 20:16 d—rwxr-x
> @ com.googlecode.pythonforar 2011-05-03 19:20 d—rwxr-x
> @3 iReader 2011-04-29 21:44 d—rwxr-x
@ shangzhou 2011-09-07 14:13 d—rwxr-x
r".callrecord 2011-09-07 14:13 d—rwxr-x]
52011050 -09-07 14:14 —rwxrx
> @ sina 2011-05-06 14:49 d—rwxr-x
> @ sl4a 2011-05-22 19:27 d—rwxr-x
> @8 secure 2011-09-07 14:10 drwx—
> @8 system 2010-12-14 14:29 drwxr-xr-x

13T



Form Control System(Adrd) iy

» Troian/Android.Adrd.alexp]

NS

Issue the control command
and the malware trigger
command

Provide the data-accessing
address URL needed by
malware behavior

data server

Adrd trojan needed by malware behavior

?

<
keyword serve

e,

Provide updating service for
malware files

:> Provide the parameter data
r

update serve[ search engine




the interdisciplinary use of leak and social engineering anmv

& Android Market

1. Replace normal application

by means of Google
Games Zo3 y application download bug
Casual Games > _‘,' '/. !
Sy CodenMiner PecectPiana  Temis 2. Consumers download bootleg
Yneml:waSPM> . -' LR ‘ 4.‘!.;. 3 ) » n ' * © (4707 " - - '»" (7,558 E = -
Matches > (nsiai I | | applications which are actually
- Py malware, with 200 thousand
igence Game > oA ) )
Widgets > @ YIA VICtImS.
Card Games > 4
Bo(.tls S‘hoot ngdom
fankaion S 3.Google clears out malware by
Persons Coleson and Presetsin > : remote upgrade interplay and

Personalization >

provides security software

»s PrPrr
Communication > Pop Star for Androld

Sport >

* &% & »(15))

Health Care and Fitness >
e @ 4.The malware attacker
ynamic Wallpaper = ; . .
e disguises as Google security
Medicine > Ezjoy Network Cows Vs Aliens Bejoy Mobile
Books > " ‘0 "". - {3,368) :- - * T * -‘la * (18.842) SOftWare
Install Install Install

Weather >
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T - GPRS/3G )
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Dalvik Disassembling: IDA Pro
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ANTIY

W IDA - Di\classes.dex
File Edit

1
]

E Functions windaw

Jump Search VMiew Options

SH e B S ) o DO dddF F-FmX OO -

8 x | (5] 104 view-4 B3 | (O] Hex ¥iew—i

Windows Help

|1 0 A A M | | A -]

[= ][O ]

T i §

| IE Structures

| [EEnums | @Imports | @Exports B

Function name
DownloadMotification$Motificationlt
DownloadMotification__init_@WVL
DownloadMotification_getDownloac
DownloadMotification_updatefctive
DownloadMotification_updateComp
DownloadMotification_updateMotific
DownloadReceiver_init_@V
DownloadReceiver_onReceive@VLL
DownloadService$DownloadManag
DownloadService$DownloadManag
DownloadServicebMyMediaScanner
DownloadServicebMyMediaScannet
DownloadServicebMyMediaScanner
DownloadServicebMyMediaScannet
DownloadService$UpdateThread_i
DownloadService$UpdateThread_ru
DownloadService_init_@V
DownloadService_access$0@VL
DownloadService_access$i1@LL
DownloadService_access$10@VLI
DownloadService_access$11@7ZLLIZ
DownloadService access$12@7ZLI

i
ifd
i
ifd
S
ifd
S
ifd
S
ifd
S
ifi
i
fi
ifi
fi
ifd
i
ifd
i
ifi

-~

-

Il I 3
Line 1678 of 1766
A0: idle Down Disk: Z18GB

public boolean

net . lucky.star _mrtm.sru._DownloadServiceiHylediaScannerConnection.scanFile(

android.database.Cursor p@,
int p1)

# CODE XREF: DownloadService$lUpdateThread_run@U+38CJj
# DownloadService$UpdateThread_run@U+3C8LJ ...

const/h
iget-object
invoke-static
mouve-result-object
invoke-virtual
move-result-object
check-cast
monitor-enter

—Bx472C6:

iget-object
iget-object
inuvoke-virtual
if-eqz
new-instance
inuvoke-direct

00047259 00047258: DownloadServicesMyMediaScannerConnection scanFile@ZLI+1C -

I

~

b, 1

v2, this, DownloadServiceiMyHediaScannerConnec
{u2y, <ref DownloadService.access$1{ref} Downl
u2

{v2, p1}, <ref ArrayList.get{int) imp. @ _def_
1):]

vB, <t: DownloadInfoX

this

v2, vB, DownloadInfo_mFileHame

v3, vl, DownloadInfo_mHimeType

{this, v2, u3}, <void DownloadService$HyMedias
p8, loc_u72BE

v, <t: ContentValues>

{u1}, <void ContentValues.<init>{) imp. @ _def

195
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Static Analysis: ARM Disassembling s

% IDA - DAWebView.db.init o[ -E| [
Fle Edit Jump Search View Debugger Options Windows Help
EE @ v % ‘ AG 0 Eﬁﬁ@?'*vflﬁx [i[H-:-debugger v] éﬂ»
1 '
N e rrr | -]
Fu.ncti-:-ns'" g x IDJ\ View—h 2] (O] Hex Viewh | | J [A] Structures B | (2] Enums B | Imp-:-rts x| | @Expnrts‘?[ﬂ
Function name - v ho, K1
sub_9AE4 HOU R5, R9
sub_9870 HoY R4, RS
sub_QBBB PUSH {R4-R7}
sub_QCFB LDR R4, =0=FFFFFEF4
<ub 9050 LDR R%, ={__stack_chk_guard_ptyr - 8xzC1308)
sub_EIE-'ID LDR RA, =8=404
sub_EIF-'-'ID ol ADD 5P, R4
AT 3 LDR R4, =( GLOBAL_OFFSET TABLE_ - BxA46E)
<ub A18C LDR R6, ={asystemEtc_dhcp - BXA47Z)
sub_A2FC ADD RO, SP
sub_A308 ADD R4, PC
L aaia LDR R3, [R4,R5]
sub_MS{] aDD RG6, PC ; "fsystemfetc/ .dhcpcd”
sub AGAR - HMOUs R1, #8 » tuype
i - LDR R3, [R3]
. STR R3, [RO]
Line 95 of 164 MOUS  R®, R6 ; name
A8, Graph ove- B X BLX access
CHP RA, #o
BEQ loc_AL4AAB
e i
100.00% {-102,185) (41%,1) 00002466 0000R466: sub R450+14
All: 1idle Down Disk: 218GB

5520050
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X Java Decompiler - ddda.class

B B C
Jclasses.dex.dexljar.jar |§l} ¥
v i com «| ddda.class | b v
> : 2
M ssiroothichastorydjive public static String encrypt(String paramStringl, String paramString2)
v 8 xxx.yyy throws Exception
> [J] APNMatchTools {
» [3] ApkReceiver Cipher localCipher = Cipher.getInstance("DES/CBC/PKCS5Padding");
> [ BBBB byte[] arrayOfBytel = paramString2.getBytes("UTF-8");
. - DESKeySpec localDESKeySpec = new DESKeySpec(arrayOfBytel);
5] customBroadcastReceiver SecretKey localSecretKey = SecretKeyFactory.getInstance("DES").generateSecret! .
» [J] GZipinputStream byte[] array0fByte2 = paramString2.getBytes("UTF-8");
> [J] GZipOutputStream IvParatpeterSpeg localIvParameterSpec = new IvParameterSpec(array0fByte2);
> [3) MyAlarmReceiver localCipher.init(1, loca'LSecret.Key, locallvP?rametferSpec);
v @ ! ! byte[] array0OfByte3 = paramStringl.getBytes("UTF-8");
MyBaoisenvice return toHexString(localCipher.doFinal(array0fByte3));
»  [J] MyService }
> [J] MyTools
> [3) NetWorkReceiver |{aublic static String toHexString(byte[] paramArrayOfByte)
_—
) updateHelper StringBuffer localStringBufferl = new StringBuffer();
> [J] ZipHelper int i = 0;
> [J] ZipIntMultShortHashMap while (true)
> [ ziputil t N—
> [ adads1 ;:t(]i ;p?;'amArrayO yte.length;
> [ adad return localStringBufferl.toString();
> [ String str = Integer.toHexString(paramArrayOfByte[i] & OxFF);
» [ qzs1 if (str.length() < 2)
>[5l gzl str = "0" + str;

2011/09/20 21T
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- Dynamic Analysis: SDK Simulator s

5554:and10

File Edit Actions Device

G O @»‘gg o 4| Info | Threads | VM Heap All

e

ID Tid Status utime

Name o
1¢ 318 native 16

system_process .

> . *2: 320: vmwait 0
com.android.systemui .

. *¥3i 322 vmwait 5
jp.co.omronsoft.openwnn )

. *4: 323 vmwait 0
com.android.phone .
com.andro!d.settlngs Refresh
com.android.launcher S
android.process.acore Class Method

+ 2 ®CoOoOe® B H
Log |
Time pid tag Message

. e e e vew e -e - ey

09-05 14:51:53. | 266 MediaPro Upgrading media database fro
09-05 14:51:53. V 266 MediaPro Attached volume: external
09-0514:51:53. V 266 MediaSca pruneDeadThumbnailFiles... an

<

Filter: |

221
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Dynamic Analysis: Behavior Monitor awm

A& claud@GPU-WorkStation: ~fandroid/android-sdk-linux_x86/tools

] VAN
NN ANANMNA o & i@ 435pm
X NN FTCNK &R T U K o - '
N T O N VA N VS S N VAN VAU W W VAN N VA N VY.
XN AANANT ARENT AN N I )

NG NN NN s IND i NE P NTINE Y

[\] Collected 2 sandbox logs (Ctrl-C to view logs)

DroldBoxTests. apk

activity

B

L] 8
timestamp

230



bgserv.pcap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

Filter: | | v Expression... Clear Apply
No. Time Source SrcPort Destination DstPort Protocol Info
JIJU;‘LL.GDLWU' j&v.V-L-LJ i'LIJJJ iLU-V-L-J' ;JJ' il.”'-‘) ’JLGIIUGIU Yucry A wWww.anuiuvid.y
3737%221.858399 10.0.2. 53 \19.3.2.15 127539 DNS [Standard query response CNAME
3739 222.010099 19 9 2 15 41156 72 14 213.139 TCP 41156 > https [ACK] Seq 597 A(
3740 222.037000 10.0.2.15 50139 74.125.53.100 : {TCP 50139 > http [SYN] Seq=0 Win=
3741 222.259000 74.125.53.100 80 10.0.2.15 50139 TCP http > 50139 [SYN, ACK] Seq=0
3742 222.2596000 10.0.2.15 50139 74.125.53.100 80 TCP 50139 > http [ACK] Seg=1 Ack=]
3743 223.029000 10.0.2.15 50139 74.125.53.100 80 HTTP GET /market/ HTTP/1.1
3744 223.029000 74.125.53.100 80 10.0.2.15 50139 TCP http > 50139 [ACK] Seg=1 Ack=]
3745 223.166000 RealtekU 12:34:56 RealtekU 12:35:03 ARP Who has 10.0.2.3? Tell 10.0.7%
3746 223.166000 RealtekU 12:35:03 RealtekU 12:34:56 ARP 10.0.2.3 is at 52:54:00:12:35:
3747 223.316000 74.125.53.100 80 10.0.2.15 50139 HTTP HTTP/1.1 301 Moved Permanently
M R A TAB AN A BEAR FACLL AN N, LS PR 4. < COADID e J AN B 100, (AX>} LoD, EoADO s t+n TACK]1 Can—=1727 Al

» Ethernet II, Src: RealtekU 12:34:56 (52:54:00:12:34:56), Ds; 0000 52 54 00 12 35 02 52 54 00 12 34 56 08 00 45 00

> Internet Protocol, Src: 10.0.2.15 (16.6.2.15), Dst: 74.125. gg;g 22 gg 3; 32 ;g 23 32 3? ;g ;d gi 00 gg g; gg ig
T lon Control Protocol, Src Port: 50139 (50139), Dst ¢ a.8L St

R R R/ 45 54 20 2f 6d 61 72 6b 6
EYYTl . of 20 48 54 54 50 2f 31 2e 31 0d 0aRTEGEREE
A R 0050 7: 30 20 77 77 77 2c 61 be 64 72 67 69 64 2¢ 63
» [Expert Info (Chat/Sequence): GET /market/ HTTP/1.1\r\n]| 0060 6f 6d 0d 0a 43 6T 6e 6e 65 63 74 69 6T 6e 3a 20
Hediisst Nethod: (GET i LD el ARG
. e a

REqUEST L. /market/ 0090 74 74 70 43 6¢c 69 65 6e 74 2f 55 4e 41 56 41 49
Request Version: HTTP/1.1 0020 4c 41 42 4c 45 20 28 6a 61 76 61 20 31 2e 34 29

Host: www.android.com\r\n 00b0 ©d 0a od 0a

Connection: Keep-Alive\r\n

5247



Automatic Analysis

O® & claud@claud-pc: ~fandroid/androguard

>>> import androguard
>>> a = androguard.AndroguardS('./examples/dalvik/test/bin/classes.dex’)
>>> for method in a.get("method", "onCreate"):

method.show()

ENCODED METHOD method idx diff=21 access flags=1 code off=0x618 (Lorg/t0O
t0/androguard/test/TestActivity; (Landroid/os/Bundle;)V,onCreate)
e S S O O O O O s R e e
DALVIK CODE :

REGISTERS SIZE 0x4

INS SIZE 0Ox2

OUTS SIZE 0x2

TRIES SIZE 0x0

DEBUG INFO OFF Oxalc

INSNS SIZE 0x11

© 0x0 invoke-super v2 , v3 , [meth@ 5 Landroid/app/Activity; (Landroid/os/Bundle

;) V onCreate]

1 O0x6 const/highl6é v1 , [#+ 32514] , {4.55618182691e-41}

2 Oxa invoke-virtual v2 , vl , [meth@ 22 Lorg/t0OtO0/androguard/test/TestActivity;
(I) V setContentView]

3 0x10 new-instance vO , [type@ 16 Lorg/t0t0@/androguard/test/Testl;]

4 0x14 invoke-direct vO , [meth@ 16 Lorg/tOt0/androguard/test/Testl; () V <init>

]

5 Oxla invoke-virtual vO , [meth@ 17 Lorg/tOt0/androguard/test/Testl; () I go]




Disassembling Dalvik Code

O™ 5 claud@claud-pc: ~fandroid/analysisfadrd_apk/apktool/smali/com /xxx/yyy

public onReceive(L - B

NN N

NNNT
~S SO B WN

(00)

(o M)

; ->getAction()L

w N

2
2
3
3
=
»)
3
2
-
]
2
2
-

e B ) T 4 S

; ->equals(L

) 00

S A AP WWW
N = @ WO

; ->getSystemService(L

47,1




Disassembling Dalvik Code

~%

4

ANTIY

W IDA - Di\classes.dex

Ele
BH e e 8 ) o D dddFF-Fa X > OO

|1 0 A A M | | '

E Functions window [T 4 | I]]ﬁ. View—h [ | @ Hex View—h

1
]

Edit

Jump Search VMiew Options

Windows Help

[= ][O ]

T i §

d

| IE Structures

| LE Enum= | @Imports

| @ Exports B

Function name

DownloadMotification$Motificationlt
DownloadMotification__init_@WVL
DownloadMotification_getDownloac
DownloadMotification_updatefctive
DownloadMotification_updateComp
DownloadMotification_updateMotific
DownloadReceiver_init_@V
DownloadReceiver_onReceive@VLL
DownloadService$DownloadManag
DownloadService$DownloadManag
DownloadServicebMyMediaScanner
DownloadServicebMyMediaScannet
DownloadServicebMyMediaScanner
DownloadServicebMyMediaScannet
DownloadService$UpdateThread_i
DownloadService$UpdateThread_ru
DownloadService_init_@V
DownloadService_access$0@VL
DownloadService_access$i1@LL
DownloadService_access$10@VLI
DownloadService_access$11@7ZLLIZ

. DownloadService access$12@7LI

I 3

-~

-

Line 1678 of 1766
AlT:

idle Down Disk: Z18GB

public boolean

net . lucky.star _mrtm.sru._DownloadServiceiHylediaScannerConnection.scanFile(

android.database.Cursor p@,

int p1)

const/h
iget-object
invoke-static
mouve-result-object
invoke-virtual
move-result-object
check-cast
monitor-enter

—Bx472C6:

iget-object
iget-object
inuvoke-virtual
if-eqz
new-instance
inuvoke-direct

# CODE XREF: DownloadService$lUpdateThread_run@U+38CJj
# DownloadService$UpdateThread_run@U+3C8LJ ...

b, 1

v2, this, DownloadServiceiMyHediaScannerConnec
{u2y, <ref DownloadService.access$1{ref} Downl
u2

{v2, p1}, <ref ArrayList.get{int) imp. @ _def_
1):]

vB, <t: DownloadInfoX

this

v2, vB, DownloadInfo_mFileHame

v3, vl, DownloadInfo_mHimeType

{this, v2, u3}, <void DownloadService$HyMedias
p8, loc_u72BE

v, <t: ContentValues>

{u1}, <void ContentValues.<init>{) imp. @ _def

00047259 00047258: DownloadServicesMyMediaScannerConnection scanFile@ZLI+1C

4

I

~

27



Disassembling ARM Code
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ANTIY

% IDA - Di\WebView.db.init

Fle Edit Jump Search View Debugger Options Windows Help

[= ][O )

Sl = R B 3 o B0 ot X P D OF debuger

T] Ii}}

N i trer i

d

Fu.ncti-:-ns'" g7 X IDJ\ Fiew—ﬁlm @]‘[ex ‘fiew-ﬁ;lZl J Structures |:| | [EEnums |:| | Imp-:-rts |:| | @Expnrts‘?[ﬂ
Function name - v ko, K1
7] sub_9AE4 MOU RS, R9
7| sub_9B70 HOU R4, R8
7| sub 9838 PUSH {R4-R7}
s 5ub_9CFE LDR R4, =8Bx=FFFFFBF4
7 sub_QDSD LDR R%, ={__stack_chk_guard_ptyr - 8xzC1308)
s 5ub_9E4ﬂ LDR RB, =8xzh4Bh4
s 5ub_9F4{I i ADD 5P, R4
I3 5ub_AﬂTE |J LDR R4, ={(_GLOBAL_OFFSET_TABLE_ - BxA4GE})
7 sub_ﬁ.lsc LDR R6, ={asystemEtc_dhcp - BXA47Z)
7| sub_A2FC ADD R@, sSP
7] sub_A308 ADD R4, PC
71 cub Aa14 LDR R3, [R4,R5]
7| sub_A450 ADD Ré, PC ; “/systemfetc/ . dhcped”
s sub AGAR - HOUS R1, #@ : type
e - LDR R3, [R3]
. STR R3, [RB
Line 95 of 164 MOUS  R@, l[m : - name
A8, Graph ove- B X BLX access

CHP RB, #6

BEN) loc_AL4AAB

e i
100.00% {—102,18éj {419,1) 00002466 0000R466: sub R4504+16

Al: idle Down Disk: 218GB
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Decompilation as Java axmy

X Java Decompiler - ddda.class

B ®4Fy ¢
_[classes.dex.dexljar.jar @} ¥
v i com «| ddda.class | s
> : 2
M ssiroothichastorydjive public static String encrypt(String paramStringl, String paramString2)
v xxxyyy throws Exception
> [3] APNMatchTools {
> [J] ApkReceiver Cipher localCipher = Cipher.getInstance("DES/CBC/PKCS5Padding");
> [ BBBB byte[] arrayOfBytel = paramString2.getBytes("UTF-8");
. - DESKeySpec localDESKeySpec = new DESKeySpec(arrayOfBytel);
5] customBroadcastReceiver SecretKey localSecretKey = SecretKeyFactory.getInstance("DES").generateSecret! .
> [J) GZipinputStream byte[] array0fByte2 = paramString2.getBytes("UTF-8");
> [J] GZipOutputStream IvParameterSpec locallvParameterSpec = new IvParameterSpec(array0fByte2);
> [3) MyAlarmReceiver localCipher.init(1, 10calSecret.Key, locaIIvP?rameterpec);
v @ ! ! byte[] array0OfByte3 = paramStringl.getBytes("UTF-8");
MyBaoisenvice return toHexString(localCipher.doFinal(array0fByte3));
> [3] MyService }
> [J] MyTools
> [3) NetWorkReceiver |{aub11c static String toHexString(byte[] paramArrayOfByte)
_—
) updateHelper StringBuffer localStringBufferl = new StringBuffer();
> [J) ZipHelper int i = 0;
> [J] ZipIntMultShortHashMap while (true)
> [3 ziputil t N—
> [ adads1 ;l;t(]i ;p?l)'amArrayO yte.length;
> [ adad return localStringBufferl.toString();
> [ String str = Integer.toHexString(paramArrayOfByte[i] & OxFF);
> [3] qzis1 if (str.length() < 2)
> M str = "0" + str;
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5554:and10

File Edit Actions Device

G @ V%\% S 4 Info | Threads | vM Heap | All
— ID  Tid Status utime
Name o
1¢ 318: native 16
system_process .
2 . *2:  320i vmwait 0
com.android.systemui .
. *3i 322 vmwait 5
jp.co.omronsoft.openwnn >
) *4: 323ivmwait 0
com.android.phone ,
com.android.settings Refresh|
com.android.launcher —
android.process.acore Class Method
+ 0O ® B H
Log |
Time pid tag Message

. e e e vew e -e - ey

09-05 14:51:53. | 266 MediaPro Upgrading media database fro
09-05 14:51:53. V 266 MediaPro Attached volume: external
09-0514:51:53. V 266 MediaSca pruneDeadThumbnailFiles... an

<

Filter: |

3015



bgserv.pcap - Wireshark

File Edit View Go Capture Analyze Statistics Telephony Tools Help

Filter: | v Expression... Clear Apply
No. Time Source SrcPort Destination DstPort Protocol Info

JIJUi‘L&.GUAm' ;;v.v.c.x.: 14’.}.’3 ILV.V LD iJJ' il.”‘-‘) ]JLGIIUGIU Yucly A www.anuiruviu.y

3737 221.868000 10.0.2. 53 \19 0.2. 15 127539 DNS [Standard query response CNAME

3739 222.010000 19 9 2 15 41156 72 14 213 139 TCP 41156 > https [ACK] Seq 597 A(

3740 222.037000 10.0.2.15 50139 74.125.53.160 : | TCP. 50139 > http [SYN] Seq=0 Win=

3741 222.259000 74.125.53.100 80 10.0.2.15 50139 TCP http > 50139 [SYN, ACK] Seq=0

3742 222.259000 10.0.2.15 50139 74.125.53.100 80 TCP 50139 > http [ACK] Seg=1 Ack=]

3743 223.029000 10.0.2.15 50139 74.125.53.100 80 HTTP GET /market/ HTTP/1.1

3744 223.029000 74.125.53.100 80 10.0.2.15 50139 TCP http > 50139 [ACK] Seg=1 Ack=]

3745 223.166000 RealtekU 12:34:56 RealtekU 12:35:03 ARP Who has 10.0.2.37? Tell 10.0.3

3746 223.166000 RealtekU 12:35:03 RealtekU 12:34:56 ARP 10.0.2.3 is at 52:54:00:12:351

3747 223.316000 74.125.53.100 80 10.0.2.15 50139 HTTP HTTP/1.1 301 Moved Permanently
3 LA aan Y A D B 100, DN LoD, LO1LIN h++n TArK1 Can—1727 Al

» Ethernet II, Src: RealtekU 12:34:56 (52:54:00:12:34:56), Ds; 0000 52 54 00 12 35 02 52 54 00 12 34 56 08 00 45 00

» Internet Protocol, Src: 10.0.2.15 (10.0.2.15), Dst: 74.125.| 9010 00 a6 31 e5 40 00 46 66 7c 7d 6a 00 62 6f 4a 7d

> T i 'or!v(igntrol Protocol Src Port: 50139 (50139), Dst gggg 33184 3 b BeT5e ?0 Il e da .6l ac.ho 82,58 18
' ransfer col | 0040
0050
> [Expert Info (Chat/Sequence): GET /market/ HTTP/1.1\r\n]| 0060
Request Method: GET 0070
Request URI: /market/ gggg
Request Version: HTTP/1.1 0020

Host: www.android.com\r\n 00b0
Connection: Keep-Alive\r\n
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O ® 5 claud@GPU-WorkStation: ~fandroid/android-sdk-linux_x86/tools

/N N\ [ ] . NN N

XX N N e NN NN N o e

Y XX XN N TNAN TN X gt L TN NN
XN YA NN Y AU YO X N YENX ALY A/ i/
L NN NN e XN N LIN N\

AV
I [\] Collected 2 sandbox logs (Ctrl-C to view logs)

activity

B

L] 8
timestamp

325



Automatic Comprehensive Analysis

O® & claud@claud-pc: ~fandroid/androguard

>>> import androguard
>>> a = androguard.AndroguardS('./examples/dalvik/test/bin/classes.dex’)
>>> for method in a.get("method", "onCreate"):

method.show()

ENCODED METHOD method idx diff=21 access flags=1 code off=0x618 (Lorg/t0O
t0/androguard/test/TestActivity; (Landroid/os/Bundle;)V,onCreate)
e S S O O O O O s R e e
DALVIK CODE :

REGISTERS SIZE 0x4

INS SIZE 0Ox2

OUTS SIZE 0x2

TRIES SIZE 0x0

DEBUG INFO OFF Oxalc

INSNS SIZE 0x11

© 0x0 invoke-super v2 , v3 , [meth@ 5 Landroid/app/Activity; (Landroid/os/Bundle

;) V onCreate]

1 O0x6 const/highl6é v1 , [#+ 32514] , {4.55618182691e-41}

2 Oxa invoke-virtual v2 , vl , [meth@ 22 Lorg/t0OtO0/androguard/test/TestActivity;
(I) V setContentView]

3 0x10 new-instance vO , [type@ 16 Lorg/t0t0@/androguard/test/Testl;]

4 0x14 invoke-direct vO , [meth@ 16 Lorg/tOt0/androguard/test/Testl; () V <init>

]
5 Oxla invoke-virtual vO , [meth@ 17 Lorg/tOt0/androguard/test/Testl; () I go]




2 @ @ APKinspector
File(F) Edit(E) Tools{T) Setting(S) Help(H)

isualized Comprehensive Analysis s

4

& MSVIEW,

EIEE]

@ SideView EEE]

CFG Dalvik ByteCode Smali Java Call infout Permission AndroidManifest.xml

' 7

Pa fpot-abjecs vS ve [fieldg 1138 Leam/xxx/yyy/MyService; Llava/lang/String, imsi]

|6 const-string v3 [steingy 0 ]

1

e fget-ocbject v3 , vE
N2 if-nez v3 , [4 6]

1

' iget-object v , v8 | [fleld@ 1137 Leom/xxx/yyy/MyService; Ljava/lang/Strii
Imssmeesensssune $d Ifnee v3 , [ &)

prad

N& const-string v3 , [stringf O ]
Wa fpuc-chject v3 v [field@ 21137 Leom/xxx/yyy/MyService, Liava/lang/String; imel]
ring v3 (aterirgf 2493 alam]
vircual v vl (meth§ 1622 Loom/xxx/yyy /MySarvice, (Ljava/lang/String;) Ljava/lang/Object; getSystamService]
sult-aobject v3
ast v3 | [typed 9 Lardroid/app/Alarssanager;]
Joce vI ve [fleld§ 1135 leom/xxx/yyy/MyService, landroid/app/AlasmManrager; alarmas]
rring vO (#strirngg 1662 com. iz syservicestast)

tance vl [type§ 26 Landroid/content/Intent;]

ALrect vl vo [meth§ 53 Landroitd/content/Intert, ([Llava/lang/Strirg:) V <inits]

catic ve w vi vé [meth@ 3! Landroid/app/Perdingintent (Landrotd/contant /Context; I Lardroid/contert/Irtent; 1) Lardrold/app/Pendl
wit-objece vl

Jecc v3 ve [fleldp 1140 Leom/xxx/yyy/MySexrvice; landrolid/app/Pendingintent; pendinglncent]

Yoor w1 wa [rialad 1108 Tonmivewtowy MySareios: Tandmmid/son(AlamMansser: xlarms]

< { } >

versionname 1.0

com.ophone.Min...

COM.XXX.yyy.M
yBoolService
COM.XXX.yyy.M

| yAlarmReceive

receivers

: MyPlayerServic
services e -

rom yyy v M Y
android.permis
sion.READ_CO
NTACTS
android.permis
sion.MOUNT_U
NMOUNT _FILE
SYSTEMS

Andraid narmaic

| Please input the strings

Filter Search
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ANALYSIS:
THE HISTORY OF CONFRONTATION
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Those Forgotten Grey Faces ? ~

1(;“9_|8 Melisa Sasser
1999 =




Those Forootten Red Alert ? A
' /

A




A Cross-Platform Contrast ANTIY

2001 2010



MIMUX
L VIRUS "
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Cross Platform-Mobile + PC Bimorphism  avuv

SymbianUpdateSrv.exe 912812352001 3rd.sisx

|

start and update
new module

Oxe61lcaca0.dat
(jar)

Function disguisin class files

symbianDL.exe |« dlinstall.dat

(sisx) dul
download moauie
module | install.dat20

(sisx)

\
/ symbianStarter.exe

symbianSrv.exe

clearing module

service-monitoring symbianChkServer.exe
module

heartbeat telecontrol
module




The Confrontation History Since 1988 ANTIY

Industrial
Confrontation

Systematical
Confrontation

Normalized
Confrontation



/;,

Notable Event and Typical Method of Normalized Confrontation anmy

Bouncing Ball Virus
Encrypted Virus
Metamorphic Virus
Script Virus

Macro Virus

Pattern Matching Penetrated
Difficulty Promoted

Direct Attack Mechanism
Disrupting the Wording Chain
Interfering Mechanism

Normalized Confrontation



Normalized Confrontation ANTIY
. ;::’ 7 database

9

Object
obataining




‘Systematical confrontation ( 2000 ~ 2005 ) f'

-

Consumarns l ‘
Partners

The R& D center
of TrendLabs

Sam, - Fn:
Subsme % Theeat aralyss 2
=

Hon Trendlabs Management
Web digging Malware Datatiase —

Autocomamit , 1
MAvdr R = 25 2 <
S50 o an f-.":t e Behawors analyss ’ "
A et 1 - ‘
e Threat samgie
A 4 Emall Wb, Fi)

M flple refative anadyses

- cac. A IS 159 » - fustoemarod eodback »
CAC, voueh 4 & X

oot SN bots

i-

-~ J‘ e ' Gatoway
| §
P 3 l.'rﬂ'u\cw;trs - 3 _
"

e

[ Mgt




~,
Systematical confrontation (notable event)  annv
® The Emerge of P2P Zombie Network
® The Application of PKI System in Zombie Network
® Attack on VirusTotal by distributed DDos
® Shift from Client to Could Port
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“ustrial Confrontation (2005—Now)

underground

industrial
YA E

information
industrial
system

A\

3



invade
enterprise
server

invade server

network games

underground
industrial
player

compile
malware

Compile
mobile
malware

steal account

(.

spreading

forum spread
tying spread

/

steal bank
account

steal network
exchange
account

steal virtual
property

incorporate
Zombie
network

mobile
malware code

An Integral Whole Seen from Underground Economy Chain

send rubbish e-
mail

reject service
attack

charge spread

SP expense

deducting

2

h

ANTIY

obtain money



Industrial Chain: Complex and Interminable ~ Z

ANTIY

o < app store >

Software — < personal >
content suppller
suppller L <enterprise>

security application ,
vendors software / sale service \/
( service >/ private ( official >
supplier service after-sale
baseband . spare- manufactu sale
. solution OS .
chip parts ring approach
N N HAN [~ VAN
Qualcomm TechFaith ARM Symbian. WM\ genuine product
Tl DaTang Memory Macos~ android. grey product
...... Battery palm...... custom and tie

48



~
Summary

® Malware has developed and broke through the
traditional single concept of program code. It has
penetrated into the whole system of society, politics,
economy and life. It i1s impossible to resist malware
effectively only relying on anti-virus vendors. The
battle against malware requires the management and
resistance of the whole social system.

® Anti-virus men of all countries, unite!
® Thank you!
® seak@antiy.com



