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Format overflow vulnerabilities are often exploited by APT attacks. In this type of
vulnerabilities, CVE2012-0158 is the most commonly used one in the past year.
Generally, the carrier of such vulnerability is a Rich Text Format (RTF) file, the internal
data of which is saved as a hexadecimal string. In January 2013, a sample attacking by
email attachment is captured. Now information about the sample can be searched on
VirusTotal. An introduction on the attacking device of it will be made in the following

paragraphs.

Previously, most samples exploiting CVEE2012-0518 are Rich Text Format (RTF) as
below.

i 4 9 & 7
00000000h: 7B 5C 72 74 66 31 0D 0L 7B 5C 66 6F 6E 74 74 62 ; {‘rrfl..{‘fontth
00000010h: 6C 7B 5C 66 30 5C 66 6E 69 6C 5C 66 63 68 61 72 ; Ll{4%f0%fnilhfchar
00000020h: 73 65 74 30 20 56 65 72 64 61 6E 61 3B 7D 7D OD : setO Verdans:}}).
00000030h: 0& 5C 78 69 65 77 6B 62 6E 64 34 5C 75 63 31 5C ; .hviewkinddhuclh
00000040h: 70 61 72 64 5C 73 62 31 30 30 5C 73 61 31 30 30 ; pardishl00%salod
00000050h: SC 6C 61 6E 67 39 5C 66 30 5C 66 73 32 32 5C 70 ; % lang9\f0\fsZZhp
00000060h: &1 72 OD OA 5C 70 61 72 64 5C 73 61 32 30 30 5C ; ar..\pardisaz200%
00000070h: 73 6C 32 37 36 5C 73 6C 6D 75 6C 74 31 5C 6C 61 ; slZ76vslmultl)la
00000080h: 6E 67 39 5C 66 73 32 32 5C 70 61 72 0D O& 7B 5C ; ngohf£s22\par..{\
00000090h: 6F 62 6L 65 63 74 S5C 6F 62 64 6F 63 78 0D 0OA 7B : objecti\objocx..{
000000a0h: SC ZA 5C 6F 62 6A 64 61 74 61 OD OA 30 31 30 35 ; % *iobjdata..0105
000000kOk: 30 30 30 30 30 32 30 30 30 30 30 30 31 42 30 30 ; 0000020000001BOO

000000z0h: ; D0004D53436F6D63
0oo0o00ddh: ; T4BEC4CE96ZZE4CED
000000e0h: ; 7374566965 7743 T4
000000£0h: s TZBCZE3Z00000000
00000100h: ; 0000000000000EDD
00000110h: s DO. . EEeliEOLIEL

00000120h:
0000013 0h:
00000140h:
00000150h:
00000160h:

; 1AE1000000000000
; D00O0000000000000
; DODD3EQOODQ300FEFF
; 0900060000000000
; D00O0000000o00100

Figure 1 The Sample Data Screenshot of the RTF Overflow

However, the sample here is MIME format as shown in Figure 2.

O ey 30000000, 40000,0,0058000000,0, 800000000 700000000, 800000000, 3000000,

2 Content-Type: multipart/related; boundary="----= NextPart 01CD27E7.8767FC40"
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Figure 2 The Sample of MIME Format Overflow

The embedded ocxstg001.mso file is a doc. one which is encoded by Base64 in MIME.
The CLSID “BDD1F04B-858B-11D1-B16A-00C0F0283628” is just the CLSID of the
CVE2012-0158 vulnerability’s module.

<p class=3DMsoNormal><span lang=3DEN-US><object
¢lassid=3D"CLSID:BDD1F04B-858B-11D1-B164-00C0F0283628" id=3DShockwaveFlashl
width=3D9 height=3D9 data=3D"Docl.files/ocxstgl0l.mso"></object></span></p>

Figure 3 The CLSID in MIME
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-——-——= NextPart 01CLzZ7E7.5767FC40
Content-Location: file:///C:/2673C891/Docl.files/ooxatgl0l. .m0
Content-Transfer-Encoding: hasecd
Content-Type:

application/x-mso
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Figure 4 The Content of ocxstg001.mso

A doc. file is obtained after Base64 decoding on the content of ocxstg001.mso.

O O VA T O I -
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000000b0h:
000000cOh:
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000000£0h:
00000100h:
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00000140h:
00000150h:
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Figure 5 The Decoded doc. File

The contents structure can be found in it.
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P31 2 3 4 5 6 7 § 9 a2 b g d e §

000003£0h: FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF :
000004000 : EZ DECCEF 0B 6F 0P 79 DR 20 4.5 00 6 EDE 740805
00000410w: 72 00 79 00 00 OO0 00 00 00 00 00 00 00 00 o0 o0

00000420h: OO0 00 00 OO OO OO0 00 OO0 00 00 00 00 00 00 00 o0 ;
00000430h: 00 00 00 OO OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 ;
o0o00440h: 16 00 05 00 FF FF FF FF FF FF FF FF 01 0O OO0
00000450h: 00 00 OO0 OO0 OO OO0 00 OO0 OO0 00 00 00 00 00 oo
O0000460kh: OO0 00 00 OO0 OO0 OO0 00 OO0 00 00 00 00 CO 13 64
00000470w: 3C 14 CD 01 03 00 00 00 40 0% 00 00 00 00 oo
00000480wn: 43 00 6F 00 6E OO0 74 00 &5 00 &E 00 74 00 73
00000450h: 00 00 00 OO 0O 00 00 OO0 00 OO0 00 00 00 00 oo
000004a0h: 00 00 00 OO OO OO0 00 OO0 OO0 OO0 00 00 00 00 oo
000004k 0h: 00 00 00 0O QO 00 00 OO0 OO0 00 00 00 00 0O o0
000004c0h: 12 00 02 01 FF FF FF FF FF FF FF FF FF FF FF
000004d0kh: 00 00 00 OO0 0O 00 00 OO0 00 00 00 00 00 00 oo
000004e0kh: OO0 00 00 OO OO OO0 00 OO0 OO0 OO0 00 00 00 00 oo
000004f0h: OO0 00 00 OO OO 00 00 00 31 05 00 00 00 00 oo
00000500h: 00 00 00 OO0 0O 00 00 00 00 OO0 00 00 00 00 oo
00000510k 00 00 00 OO0 0O 00 00 OO0 OO0 OO0 00 00 00 00 oo
00000520h: 00 00 00 OO0 OO OO0 00 OO0 00 00 00 00 00 00 0o
O0000530h: 00 00 00 OO0 OO0 00 00 OO0 00 00 00 00 00 OO ao
00o000540w: 00 00 00 OO FF FF FF FF FF FF FF FF FF FF FF
O0000550w: 00 00 00 OO0 0O 00 00 OO0 00 OO0 00 00 00 00 oo

Figure 6 Contents

It can be found that the data size of cobj is x8282, followed by a shellcode including
assembly codes like 90909090.

@ 1 2 3 4 % & 7 8 9 2 b ¢ d ¢ f§

00000800h: 21 43 34 12 08 00 00 00 0O OL 0O OO 0O 05 00 00 ; 'C4.............
00000810h: 00 36 D8 F4 01 00 06 00 1C 00 00 00 00 00 00 00 ; .6fK.evvvuiienn..
00000820h: O0 O0 OO0 00 OO0 06 00 01 S6 OA OO0 OO0 O1 EF CD AB 7 ..ieeeens v....iﬁ?
00000530h: 00 00 05 00 98 SD 65 01 07 00 0O OO 08 00 00 80 ; ....HEe........€
00000840h: 0S5 00 00 80 00 00 00 00 00 00 00 00 00 00 00 00 ; +vo€uvvrvreenens
00000850h: OO0 00 00 OO0 1F DE EC BD 01 00 0S 00 S0 17 19 00 ; ..... ﬁ”"
00000860h: 00 00 08 00 00 00 49 74 6D 73 64 00 00 00 02 00 ; ...... Itm
00000870h: 00 00 01 00 00 00 o¢ 00 00 0o [EJ6F 62 6A 64 00 ; .......(:%hobiﬁz:>
00000880h: 00 00 |82 82 00 00 82 82|00 00 OO0 0O OO OO 0O 0O ﬁ S
00000890h: 00 00 ; S0 90 90 90 90 90 ; .......

000008a0h: <90 2 OF 5B 80 :
000008b0h: MM—GE—G‘?—‘?S‘TTEZ 0S E8 EC FF : 3 ?gynguﬁ.ﬁT
000008cOh: FF FF 42 97 A2 A3 A3 FC 90 71 11 93 C7 28 Al 28 ; I iy (o
000008d0h: E3 AF 28 D3 BF OE 28 CB AB 28 54 90 64 E2 4B 68 ; 18 (/. (N (TH&kn
000008e0h: A3 A3 A3 C9 A3 CB C6 CF 90 91 CB C8 C6 D1 CD 28 ; # T Kﬁng’.ﬁo
000008£0h: 67 F3 SC BS 28 4B 20 67 AF C9 A6 FA 4B OE A3 A3 ; gil?K g K. 8
00000900h: A3 41 SA C9 E3 CB A3 B3 A3 A3 C9 83 C9 43 5C F5 ; :zHBBEIMN 2
00000910h: AB 2ZA ES 93 90 4E 20 66 A7 C9 A3 F6 SC FS AF 28 :; "ﬁ!ltt > V\ﬁ(
00000920h: 76 20 SB SC D7 53 OE A3 AB A3 A3 D1 44 2A CD SB ; v [\ARIMHN Qa-45
00000930h: C9 A1 C9 A3 C9 A3 5C D5 9B 5C F5 A7 20 4B B7 ¢9 ; LJHJ|\IR\EN kK
00000940h: A3 C9 A3 F3 SC D5 9B SC FS A7 C9 A3 28 7F C9 A3 | \m\ﬁlﬁtlﬁ
00000950h: FO €S B7 SC DS 93 SC D5 9B SC FS B3 28 ES 93 22 ; MARSEA\3M\ER (2%~
00000960h: 9B F6 C5 D4 81 D6 OC 20 63 A7 28 BB 24 FD BF 20 ; {FEM. c22

Figure 7 shellcode

The two vulnerability exploits (RTF vs. MIME) differ from each other in the fact that the
CLSID of a RTF file exists in a doc. file while the CLSID of MIME file exists still in MIME
text. There will be no CLSID in the decoded doc. file. This kind of change helps the
exploit escape from the detection of most anti-virus softwares. It even invalidates the
anti-virus softwares which have grasped the vulnerability-exploiting principles.

While RTF form vulnerabilities can be detected by half anti-virus softwares.

https://www.virustotal.com/en/file/334fe74b0167a50a35575ccb6058d03a98b11e158
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d05a41271aab6c9161047db/analysis/
SHAZ56: 334fe74b0167a50a35575cch6058d03a98b11e158d05a41271aabbc9161047db $
File name: f393fdcTf3853bcTc435c13a4 9620688

_—
Detection ratio: 22 /42 .'r 0 O

Analysis date: 2012-07-05 04:34:19 UTC ( 10 months, 1 week ago )

= Analysis ©® Additional information @ Comments 0 Votes

Antivirus Result Update

AhnLab-V3 Dropper/Cve-2012-0158 20120704
AntiVir EXP/CVE-2012-0158.A.695 20120704
Antiy-AVL Exploit/MSWaord CVE-2012-0158 20120705
Avast DOC:CVE-2012-0158 [Expl] 20120704
AVG o 20120704
BitDefender Exploit. CVE-2012-0158.Gen 20120705
ByteHero ] 20120704

Figure 8 The Detection of RTF Overflow

The sample of MIME format on VirusTotal can only be detected by several anti-virus
vendors. Now ten vendors are able to detect it.
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Figure 9 The Detection of the Sample on VirusTotal
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